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A Plan for Strengthening Cyber Security Capability toward North
Korea: focusing on the Preparation of Cyber Warfare

Kim Ho Jung®, Kim Jong—ha**

ABSTRACT

North Korea's cyber warfare capability is becoming a serious security threat to Korea because most of the
operational systems of social infrastructure and advanced weapons system are all networked. Therefore, the
purpose of this article is to examine what the Korean government should do to strengthen cyber security
capabilities toward North Korea. For this purpose, this article analyzed North Korea's cyber attack cases against
Korea by categorizing according to threat type and purpose. The research findings are as follows. It is necessary
first, to have aggressive cyber protection and attack capabilities; second, to establish an integrated cyber security
control tower that can be overseen by the national government; third, to need to legislate domestic cyber— related
laws; fourth, to build a multilateral & regional cyber cooperation system. The implication of these findings are that
it needs to be strengthened the cyber security capability from the cyber threats of North Korea by minimizing the

damage during the peacetime period and for the complete warfare in case of emergency.

Key words : cyber security, North Korea’s cyber capacity and threat, preparation of cyber warfare
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