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A Study on the Analysis of Validity and Importance of Event Log for the Detection
of Insider Threats to Control System

Jongmin Kim*, DongMin Kim**, DongHwi Lee™**

ABSTRACT

With the convergence of communications network between control system and public network, such threats like
information leakage/falsification could be fully shown in control system through diverse routes. Due to the recent
diversification of security issues and violation cases of new attack techniques, the security system based on the
information database that simply blocks and identifies, is not good enough to cope with the new types of threat. The
current control system operates its security system focusing on the outside threats to the inside, and it is insufficient to
detect the security threats by insiders with the authority of security access. Thus, this study conducted the importance
analysis based on the main event log list of “Spotting the Adversary with Windows Event Log Monitoring” announced by
NSA. In the results, the matter of importance of event log for the detection of insider threats to control system was
understood, and the results of this study could be contributing to researches in this area.
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