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Smart Vehicle Security Vulnerability Analysis and Solution Support

Jin-Mook Kim", Jeong-Kyung Moon"™, Deuk-Young Hwang™™

ABSTRACT

One of the most remarkable technologies in the era of the 4th industrial revolution is the interest in the field of smart
cars. In the near future, it will not only be possible to move to a place where you want to ride a smart car, but smart
cars, including artificial intelligence elements, can avoid sudden car accidents. However, as the field of smart automobiles
develops, the risks are expected to increase. Therefore, based on the understanding of security vulnerabilities that may
occur in smart car networks, we can apply safe information security technology using FIDO and attribute-based
authorization delegation technique to provide smart car control technology that is safe and secure. I want to. In this paper,
we show that the proposed method can solve security vulnerabilities by using secure smart car control technology. We
will further study various proposals to solve security vulnerabilities in the field of smart car networks through future
research.

Key words : Smart vehicle, FIDO, Attribute-based authentication, Security vulnerability, Analysis
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