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A Study on Web Vulnerahility Assessment and Prioritization of Measures by
Vulnerabilities

JongHyuk Seong®, HooKi Lee™, InJe Ko*, Kuinam J. Kim™***

ABSTRACT

Today we live in a flood of web sites and access numerous websites through the Internet to obtain various
information. However, unless the security of the Web site is secured, Web site security can not be secured from
various malicious attacks. Hacking attacks, which exploit Web site security vulnerabilities for various reasons, such
as financial and political purposes, are increasing. Various attack techniques such as SQL-injection, Cross-Site
Scripting(XSS), and Drive-By-Download are being used, and the technology is also evolving. In order to defend
against these various hacking attacks, it is necessary to remove the vulnerabilities from the development stage of
the website, but it is not possible due to various problems such as time and cost. In order to compensate for this, it
is important to identify vulnerabilities in Web sites through web vulnerability checking and take action. In this
paper, we investigate web vulnerabilities and diagnostic techniques and try to understand the priorities of
vulnerabilities in the development stage according to the actual status of each case through cases of actual web
vulnerability diagnosis.
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