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A Study on Vulnerability of Cyber Electronic Warfare and Analysis of
Countermeasures for swarm flight of the NBC Reconnaissance Drones

Jee-won, Kim*, Sang-jun Park™, Kwang-ho Lee*** Chan-gi Jung™**

ABSTRACT

The 5 Game changer means the concepts of the army’s operation against the enemy’s asymmetric threats so that
minimize damage to the public and leads to victory in war in the shortest time. A study of network architecture of
Dronebot operation is a key study to carry out integrated operation with integrated CAI system by organically linking
several drones battle groups through ICT. The NBC reconnaissance drones can be used instead of vehicles and humans to
detect NBC materials and share situations quickly. However, there is still a lack of research on the swarm flight of the
NBC reconnaissance drones and the weaknesses of cyber electronic warfare. In this study, we present weaknesses and
countermeasures of CBRNs in swarm flight operations and provide a basis for future research.

Key words : National defense, drone, NBC, swarm flight, network, cyber electronic
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