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A Design of Technology Element-based Evaluation Model and its Application
on Checklist for the IoT Device Security Evaluation

Han Seul Ki*, Kim Myuhng Joo™

ABSTRACT

As the demand for Internet of Things(IoT) increases, the need for the security of IoT devices is increasing steadily. It
is difficult to apply the conventional security theory to IoT devices because IoT devices are subject to be constrained by
some factors such as hardware, processor, and energy. Nowadays we have several security guidelines and related
documents on IoT device. Most of them, however, do not consider the characteristics of specific IoT devices. Since they
describes the security issues comprehensively, it is not easy to explain the specific security level reflecting each
characteristics of IoT devices. In addition, most existing guidelines and related documents are described in view of
developers and service proposers, and thus ordinary users are not able to assess whether a specific IoT device can protect
their information securely or not. We propose an security evaluation model, based on the existing guidelines and related

documents, for more specific IoT devices and prove that this approach is more convenient to ordinary users by creating
checklists for the smart watch.

Key words : IoT device security, IoT device checklist, IoT security evaluation model
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