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Security Improvement Methods for Computer—-based Test Systems

Sang Hyun Kim®, Sang-Young Cho™

ABSTRACT

ICT technology has been applied to various educational fields, but applying to educational test field is limited.
Computer-based test (CBT) can overcome temporal and spatial constraints of conventional paper-based test, but is
vulnerable to fraud by test parties. In this paper, we propose real-time monitoring and process management methods to
enhance the security of CBT. In the proposed methods, the test screens of students are periodically captured and
transferred to the professor screen to enable real-time monitoring, and the possible processes used for cheating can be
blocked before testing. In order to monitor the screen of many students in real time, effective compression of the captured
original image is important. We applied three-step compression methods: initial image compression, resolution reduction,
and re-compression. Through this, the original image of about 6MB was converted into the storage image of about 3.8KB.
We use the process extraction and management functions of Windows API to block the processes that may be used for
cheating. The CBT system of this paper with the new security enhancement methods shows the superiority through
comparison of the security related functions with the existing CBT systems.

Key words : Computer-based test, cheating, real-time monitoring, process management
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