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Abstract The key technology of Industry 4.0, Smart factory is evaluated as the driving force of our economic
development hereafter and a lot of researches have been established. Various entities including devices, products and
managers exist in smart factory, but roles of these entities may be continuous or variable and can become extinct
not long after. Existing methods for access control are not suitable to adapt to the variable environment. If we don't
consider certain security level, important industrial data can be the targets of attacks. We need a new access control
method satisfying desired level of efficiency and security without excessive system loads. In this paper, we propose
a new RBAC-PAC which extend AC defined for PKC to the authority attribute of roles. We distribute PACs for
roles through block chain method to provide the efficient access control. We verified that RBAC-PAC is more
efficient in the smart factory with large number of entities which need a frequent permission update.
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Fig. 1. Role Relationships
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Fig. 2. Hierarchical Architectures of Roles
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