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Feature Selection for Anomaly Detection Based on Genetic Algorithm
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Abstract  Feature selection, one of data preprocessing techniques, is one of major research areas in many
applications dealing with large dataset. It has been used in pattern recognition, machine learning and data mining,
and is now widely applied in a variety of fields such as text classification, image retrieval, intrusion detection and
genome analysis. The proposed method is based on a genetic algorithm which is one of meta-heuristic algorithms.
There are two methods of finding feature subsets: a filter method and a wrapper method. In this study, we use a
wrapper method, which evaluates feature subsets using a real classifier, to find an optimal feature subset. The
training dataset used in the experiment has a severe class imbalance and it is difficult to improve classification
performance for rare classes. After preprocessing the training dataset with SMOTE, we select features and evaluate
them with various machine learning algorithms.
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Table 1. Comparison of related works

Authors Algorithm Dataset
JainZ} Zongker SFFS SAR satellite images
Bolon-Canedo & Ensemble KDD CUP99
= CFS, C4.5, ,
Nguyen S BayesNet KDD CUP'99
Chou & CFS UCI, KDD CUP'99

3. A=A dlelHA

Agol| Agsh= CUP 199 o] Ef Al
[13]& o]t} o] H]O]Ei/‘i% A 33 A A A 2L
ol mlolyd T=F FRA(The Third International

Knowledge Discovery and Data Mining Tools

QYA

Competition) ] AFEE TlolE Ao Z 1145 YEY A
AS) BA ABEE HHow Pt o] Helele
ZA MEA el A ARl B thoks 74 &
3< T

Table 2. Four attack categories [13]
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Table 29] ¥] 74 34 7}8] 1L
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Table 4. Training dataset after applying SMOTE

classes # of instances ratio(%)
Normal 97,278 8.7538
2R 6,240 05615
ReL 10,134 09119
DoS 991,458 892185
Probe 6,160 0.5543

Table 5. Test dataset

classes # of instances ratio(%)
Normal 60,593 20.7297
2R 39 00133
RoL 5993 20503
DoS 223298 76.3934
Probe 2377 08132

Table 6. Features of KDD 1999 dataset [13]

Category Comments # Features # Features
DoS denial-of-service, e.g. syn flood; 1 | duration 2 | s quest logn
RoL unauthorized access from a remot.e machine, e.g. 2 protc'JooLtype 23 | count
guessing password; 3 | senice 24 | srv_count
U2R unauthorized acqess to local superuser (root) privileges, 4 | flag 25 | serror_rate
e.g., various “buffer overflow” attacks; 5 | src bytes % | stv_serror_rate
Probe surveillance and other probing, e.g., port scanning. 6 | dstbytes 27 | rerror_rate
7 | land 28 | srv_rerror_rate
8 | wrong_fragment 29 | same_srv_rate
Table 3. Original training dataset -
9 | urgent 30 | diff_srv_rate
classes # of instances ratio(%) 10 | hot 31 | srv_diff_host_rate
Normal 97,278 88918 11 | num_failed_logins 32 | dst_host_count
U2R 52 0.0048 12 | logged_in 33 | dst_host_srv_count
R2L 1,126 0.1029 13 | num_compromised 34 | dst_host_same_srv_rate
DoS 991,458 90.6251 14 | root_shell 35 | dst_host_diff_srv_rate
Probe 4,107 0.3754 15 | su_attempted 36 | dst_host_same_src_port_rate
16 | num_root 37 | dst_host_srv_diff_host_rate
17 | num_file_creations 38 | dst_host_serror_rate
A9E f138 KDD CUP 1999 = dlele 2l & 18 | num_shells 39 | dst_host_srv_serror_rate
Zil(label) o] A& dHlolHE ARget)l, Fy dHlolH+= 19 | num_access_files 40 | dst_host_rerror_rate
kddcup.data.gze] 10%°] dGel= HolHE A&l 20 | num_outbound_cmds 41 | dst_host_stv_rerror_rate
HI2AE dlo]|E+= corrected.gzE ARE3HCE Aol AL 21 | is_host_login
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£ Yehdch Table 32 92 &4 do|gAle X5 U
Elditt. Table 4= SMOTE (Synthetic Minority
Over-sampling Technique) [14] 71H& Al-&3te] &=
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A 05% olu]e] ¥]&-& 2kA|8k= UZR, R2L 2 Probe &
Y12 3| AaFY2E A3} Table 42 SMOTEE A&
sto] 3l FY2E9] Q' A(instance) 5 71417
= dlo]Ef Al W]&-S YEpAT SMOTE [14]& Y]
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KDD 199 H9"A vlelHAlE ARgste] 54 S
2291 U2R, R2L % Probe Z#2=2] 45 /Ao ExE
E44E9E Alegith e dolHAls} SMOTE A4
& dolHAlE ARESTE B9 HolHAlE AREEH
FolA 8aFe ] o2 (instance) F27F @A 3]
& A5l ARAR EFHE B 01"/34 EHTT T

2 2 (majority class) =
ol ek olHg FYx
SMOTE HolEjAlS A3 wlas &

Vg WA S0 e

My X fo Hn

Principal Components Analysis)¥} 7
3 ] EAAY HH:SQ‘E FQ EAES
g3t 545
Tree) 2 SVM &
gt} k-NN9| k= 302 3t 54 248 93] 4
2l dHolHutold AZEO F¢ skl WEKA
(Waikato Environment for Knowledge Analysis) [15]&
ARE-ghet,

FAAE TAHE ARt degt 5452 Table 6
o] EAE F 1014 20 M7hA] o]t} Table 7+ Table 8&
A3 EAS] 3k kNN, QAEAED] 2 SVMe]
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A F#291 UZ2R, R2L % Probe E829] EFollA &
gl5HA o' daElFe] 58 45S Btk fus}
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k-NN¢] 4d5o] 953}, SMOTE dlo]E|AlS AH-&-g
AdoM = S FER 34 Sz tig Aol A
7A7ho & g% BANS AR 54 A A7t
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Fig. 1. Results of PCA

Table 7. Recall of PCA with original dataset

Class kNN Decision Tree SWM
Normal 0977 0.989 0.991
U2R 0.513 0.436 0462
R2L 0.095 0.000 0.000
DoS 1.000 1.000 099
Probe 0.887 0.802 0.000
w.avg 0975 0975 0.965

Table 8. Recall of PCA with SMOTE dataset

Class kNN Decision Tree SWM
Normal 0976 0.989 0.990
U2R 0.590 0.256 0.590
R2L 0.046 0.001 0.613
DoS 1.000 1.000 0994
Probe 0.803 0.887 0.000
w.avg 0974 0.976 0977
o5 544

8] 718 (Wrapper Subset Evaluation) [8]
Z [16]& AH&-3F WrapperGA A o A&
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Table 69] EAE FoA 1,2, 3 4,5 7, 8 10, 12, 14,
15, 21, 22, 23, 26, 27, 28, 30, 31, 32, 35, 36, 38, 40, 41 °l
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WR2L mU2R mProbe

Fig. 2. Results of WrapperGA

Table 9. Parameters of Wrapper Subset Evaluation

Parameter Value
Classifier Decision tree
Evaluation measure Accuracy
Folds 5
Threshold 0.01

Table 10. Parameters of genetic search

Parameter Value
Population size 20
# of generations 20
Probability of crossover 06
Probability of mutation 0.033

Objective function Accuracy of a classifier

Table 13%} Table 152 &5 3 = (Confusion matrix)
o 4 Normal Z32+= 0, U2R2 1, R2L< 2, DoS+ 3,
Probe= 42 3%7]3%Hc}

Table 11. Recall of WrapperGA with original dataset

Class kNN Decision Tree SW
Normal 0.99% 0983 0.986
U2R 0.256 0.538 0.462
R2L 0.160 0.113 0.152
DoS 0997 1.000 0.993
Probe 0822 0.997 0.783
w.avg 0978 0978 0972

Table 12. Recall of WrapperGA with SMOTE dataset

Class kNN Decision Tree SW
Normal 099 0.981 0.982
U2R 0436 0.487 0.487
R2L 0.181 0.777 0.157
DoS 0997 0.99% 0.992
Probe 0.824 0.997 0.897
w.avg 0978 0.988 0972

Table 13. Confusion matrix of WrapperGA with
SMOTE dataset (decision tree)

Actual
0 1 2 3 4
0| 59448 13 21 4% 676
; 1 13 19 7 0 0
ol 2| 1an 67 | 4654 1 0
Tl 3 19 0 0| 223 907
4 3 1 0 4] 239
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