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Abstract

In this paper, we identify the code vulnerabilities that can be automatically detected through Visual Studio
(VS) compiler and code analyzer based on a secure coding rule set which is optimized for development of
battlefield information system. Then we describe a weak point item that can be dealt with at the
implementation stage without depending on the understanding or ability of the individual programmer’s secure
coding through the implementation of the secure coding library. Using VS compiler and the code analyzer, the
developers can detect only about 38% of security weaknesses. But with the help of the proposed secure coding
library, about 48% of security weaknesses can be detected and prevented in the proactive diagnosis in the
development stage.
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Fig 1. The performance evaluation result of the compiler
and the ocode analyzer against the guide’s
weakness items
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Table 1. Input validation category
1 = oolg #3 FHH 12
Relevant VS Che
Weakness CWE ‘Warning cka
Item No S ble
SQL Injection CWE-89
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SQL

y{
sql = "SELECT Name, Phone FROM Person WHERE Name LIKE ‘; DROP TABLE Person ; --
SQLValidator::ValidateStatement(sql, StatementTypes::Select);
cout << sql << " : Validation Success.” << endl;

}catch (...) {

cout << sgl << "

}

9% "

: Validation Failed." << endl;

(@)

try{

sql = "SELECT Name, Phone FROM Person WHERE Name LIKE "; DROP TABLE Person ; -~
SQLValidator::ValidateStatement(sql, StatementTypes::Select);
cout << sgl << " : Validation Failed." << endl;

}catch (...) €

cout << sql << "

3

% or 1=1";

: Validation Success.” << endl;

(b)

try {

sql = "INSERT INTO Person (Name, Phone) Values (‘Sean’, '010-1234)";
SQLValidator::ValidateStatement(sq|, StatementTypes::Update);
cout << sgl << " : Validation Failed." << endl;

}catch (...)

cout<<sqgl<<":

3

Validation Success." << endl;

(0)

Fig. 3. The examples of SQLValidator's use
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T

4

// Invalid
string url = "http:/ /www.korea.ac.kr/path???/file name";

cout << (URLValid: lidateURL(url, UriType::AL )rRelative)? "true" : "false");
/[ Invalid

url = "this.src="http:/ [hacker.com/gc.php?cookie="+encodeURIComponent(document.cookie);";
cout << (URLValid: /alidateURL(url, UriTyp ) ? "true” : "false”)

// valid

url = "http:/ /www.naver.com";

cout << (URLValidator::ValidateURL(url, UriType::Absolute) ? "true" : "false")

// Valid

url = "“portal/index.html";

cout << (URLValidator::ValidateURL(url, UriType::Relative) ? "true" : "false")

Fig. 4. The examples of URLValidator's use
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Table 8. Diehard test results of SCL random number
generator.
3 8 SCL g A7 tholst= Ald A

Category Test case Count

diehard_birthdays, diehard_opermb,
diehard_rank_32x32,
diehard_rank_6x8, diehard_bitstream,
diehard_count_1s_str,
diehard_count_1s_byt,
diehard_parking_lot,
Jdiehard_2dsphere, 21
diehard_3dsphere, diehard_runs,

Passed

diehard_runs, diehard_craps,

diehard_craps, sts_monobit,

sts_runs, sts_serial, rgb_bitdist,
rgh_minimum_distance,

rgb_permutations, rgb_kstest_test

Not

diehard_squeeze 1
Passed

. marsaglia_tsang_gcd.
Failed . 2
marsaglia_tsang_gcd

34. A3 g4 ¥E7]
AFFe]l :Y Jlol=E Ao ¥4 wWE #Aw

Bl ok 37FA(Signed to Unsigned Conversion

iy

Error, Unsigned to Signed Conversion Error,

Type Mismatch: Integer to Character)S 74 113}
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kol us ZEEA AF YA HIVE AF

gl

il

Ag 2 Wsly|= C++ Template[13]S o] &3}
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oS WA, Fig. 55 AF g2 w3y

(trusted_cast)e] AFE d & HoFE

try {
inta =-1;
unsigned int b = trusted__cast<int, unsigned int>(a);
cout << "Validation Failed.” << endl;
> catch (...) {
cout << "Validation Success." << endl; (a)

¥

try {
unsigned short a = numeric_limits<unsigned short>::max();
short b = trusted_ cast<unsigned short, short>(a);
cout << "Validation Failed.” << endl;

> catch (...) {
cout << "Validation Success." << endl; (b)
3
try {
inta =4;
char ¢ = trusted_ cast<int, char>(a);
cout << "Validation Success.” << endl;
} catch (...) {
cout << "Validation Failed.” << endl;
>
try {
inta = 1024;
char c = trusted_ cast<int, char>(a);
cout << "Validation Failed." << endl;

) catch (-..) {
cout << "Validation Success.” << endl; (C)
>

Fig. 5. The examples of trusted_cast's use
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