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ABSTRACT

On June 24, 2015, the Financial Services Commission (Financial Services Commission) completely abolished the security
review process, and said that it would substitute self-security review obligations with self-security reviews.

Security officials at financial institutions conduct security reviews based on CIA security grade when they conduct security
reviews for secure electronic financial transactions. However, the recent security review for Internet and mobile electronic
financial transactions has carried out a security review, either by checking separate processes or by referring to new
technologies and data related to security.

This paper proposes the CIAAP security gradesl with the addition of certification and privacy protection indicators to the
CIA based security grades, especially through the security review of electronic financial transactions.

Keywords: Certificate, Electronic Financial Transactions, Authentication, Privacy Protection, Security Review
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Information
Security

Confidentiality

Fig. 1. The goals of the CIA Triad are
confidentiality, integrity and availability. These
goals are wused for information security
solutions. (Image: Anthony Henderson)
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213 21B7|=e BF

AT AR F e AFTIES
(Authentication Factor) ¥goz F-HFaboid
Table 1.3} #o] XA 74F(What you know), 4
Z]7]19F (What you have), EA7]¥F(What you
are) &% sk Zlo] dubAle]i(8].

o] Biell = sHIZEe] wIWHE iYsfwl Ao] A

Table 1. Authentication Factor Classification

Classification Content Example
ID/PASSWORD,
Knowledge-Base Pre-registered
Knowledge .
(What you question and
base you know
know) answer
method, etc
OTP
Possession-Base Based on Generator,

(What you authentication | HSM, Security
have) media you own| card, Smart
card etc.
Feature- Base Fingerprints,

Bioinformatics

(What you are) veins, iris, etc.
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Transaction Transaction Transaction

Readiness Directions - Establishment
Stage Stage Stage
I 1 1
I ] ]
v v A4

Transaction Monitoring Stage

Fig. 2. Certification for Electronic Transactions
Concept Map
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Fig. 3. Entity
Framework

Authentication  Assurance
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Table 2. Requirements by

strength

certified technology

Authentication Information

Assurance Level (1
Level: High Level)

Level | Level | Level
1 2 3
Password X AR-1
Kno Question and answer
wle . X AR-1
dee authentication
g Image Authentication| X AR-1
Security Card X AR-3 | AR-1
Password List X AR-3 | AR-1
S/W OTP X AR4 | AR-1
Generator
H TP
OTP /W 0 AR-6 | AR5 |
Generator
Toke -
N Transaction
Signature S/W| X | AR-4 | AR-1
OTP
Pos Transaction
coss Signature H/W| AR-6 | AR-5|
. OTP
ion
S/WCertificate | X |AR-7| V
o -
prr | WTSkecumy ARS8 | v | V
Toke 0 en.
N Transaction
Signature AR9 | v
Security Token
10 Card |y | x| ars
Authentication
Bt ™ redit Card
AR A ] X AR
Authentication
Char| Fingerprint X |AR-10|
Bi acteri Iris X [AR-10|
0 stic Face X |AR-10|
met S -
rics | Beha | onarure X | X |AR-11
cor Pattern
v
Keystroke X X JAR-11
Telephone
X AR-2
Authentication v
00B Smart Phone
Auth App X |AR-2| V
Etc. u. authentication
entic ——
ation| T f x| X[ AR2
authentication
SMS X X AR-2

authentication
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Table 3.

Requirements for Registration Steps

Requirements for
Registration Steps

Assurance Level
(1 Level : High Level)

Level 1|Level 2|Level 3

Identification using
trusted identification v v N
information

Verification of
identification

Face - Face
confirmation
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Table 4. General
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L wah Auls o] gAbst A

security requirements for

Internet banking services

Security
Require Description
ments
Data transferred upon service use
Confide must be encrypted so that the
ntiality | contents can not be known even if a
third party acquires the information
. Ensure that data transmitted when
Integrit . .
using the service is not faked and
v modulated
Availabi Service users need to have
lity unrestricted availability at any time
Non-Re | Service users should not be able to
pudiatio| make a denial when using services
n such as bank transfer
Service users and service providers
Authent
. must be assured of each other through
ication

two-way authentication

Table 5. Security requirements to address
threats from Internet banking services

Security requirements

responding to threats
Need to increase the security of

Threat Factor

Structural the most vulnerable parts of
threat the architecture that make up
the Internet service
Threats to |Secure algorithms based on the
security secret key length underlying
assurance |the modern encryption must be

limitations of | used, and keys length must be

authenticatio| greater than or equal to the

n means required key length per year
Each attack needs to be

deployed with corresponding

Threats from
known
attacks

security and solutions to
eliminate threats to known
attacks
A vulnerabilities of a particular

Threats from .
. system have occurred, ensuring
attacks using o . .
minimal security by using a
unknown .
separate terminal and channel

Inerabiliti
vuinerabritie that is not affected by poor

security of the service

AL wek ASHE sl

E Mok zeaq mMAl 22 o83}

o AREel Fkskn gled, A
(MITM:Man-In-The-Middle)@} | =z]|&7]
o) Q1% WAEel oaial Ackiol deidl A
oJEH(17).

412 3Bk A HoAe Jlol=
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Table 6. Financial Security Institute Self-security
review Guide (19]

Inspection
Review standard [tems
Number
Certification of parties to 12
Transaction
Confidentiality and integrity of 5
Transaction information
Protection Measures for 91
Information Processing Systems
Measures to protect the 14
customer’s terminal
Prevention measures against 10
information leakage
Fraud Detection System,
Measures to prevent abnormal 3
financial transactions
Ensure system availability and 12
take emergency measures
Control of physical access to the 5
system installation site
Total 82
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7}k CIAAP ®el 55 2ElS Aokdie},
511 CIAAP HotE2
5.11.1 7|2 A(Confidentiality)

R AL ARD ) AulsE 91T u
7 Qe FAEA eolok G SJvlaked, Au] o
A A Qe Fawel wet v e A

9} 1% ¢k Arw BF3lITH(20).

Table 7. Definition of Confidentiality

. Degree
Security . .
of Consideration
Factor
Level
Unable to release randomly
) H because of high sensitive
Confiden . )
tialit information
Y L Irrelevant with information
being randomly released

5.1.1.2 2Z M (Integrity)

FAXE Mulag Alwslr] ARk wle] AJur)
AR e o] MR Y AA|ER] o AR v
S 4= glojo} §HS ovlaln] | AH|AZ 9]3) ALRE
= ARt Wz 9 =S o Aldd EAlrh i
At ke ARel oA e ART EF3H
t}(20].

Table 8. Definition of Integrity

. Degree
Security . .
of Consideration
Factor
Level
0 Not falsify randomly due to
. high sensitive information
Integrity - -
L Information which has no
problem being falsified

51.13 7128 (Availability)

A AZEE ARt AgA7E A% u A
Aok $ 1S, St A o e
7b HHEA] Psalolshe e el Al
ke = w7 B4 b Aue LRst

(20].

Table 9. Definition of Availability

. Degree
Security . .
of Consideration
Factor
Level
0 Always be available due to
Availabil high sensitive information
ity L Information which has no
problem being not in service

5.1.14 °l=(Authentication)

A5 AMHARIZT WA ISR FEEY,
A9l gkel (identification) 3 fAFslaL
4%49] AEE 2l F &g Au|aF o] 8% gt
AMA ARl HAR 1SS HAX
Wz glo] 7ol &3] Hufjelzl A&
Zii AR S Fd8 B5E £ 9lc) o
AAFEAHNE A ARl AR AlF=
ojo} 3}1— RHetwaalgle g [D/PW el&E F Aw
2 R, e AR 3 FokelSe] dadt
Bk Aol

o
Z2 4

=

o
o —(E
_?L'
N
:L

po °
o r
olN

=

Table 10. Definition of Authentication

. Degree
Security . .
of Consideration
Factor
Level
0 High level of service users’
Authenti standard to Verlfy are requlred
. Low level of service users
cation L . .
standard to verify are required
N No need to verify users

5115 JjelM =2 = S(Personal Information Protection
Privacy)

NAA RS = AFE= Aul2rt AAA R} 3
HEo] sfele =z AR (Zeho|w )7} HEE o]
of &2 oulstn], Mu|aE= 52 ghukgtel] 9lo]
AR ESY 5 AAYS Farsteiof g,

NAARR 5o HilSF-S He LE #/3sla H
= E¢} P2 AEsigict. E(Economy)€ AlF=E+&

a5o] Ale] HAAel Lol FFL VAL A

o

3
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Table 11. Definition of Personal Information
Protection (Privacy)

. Degree
Security . .
of Consideration
Factor
Level

What is provided affects the
E | economic gains and losses of
the individual.

H The item provided relates to
privacy protection and

Privacy
encroachment on the
individual.

Does not have anything to do
with privacy protection
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Alg7te dAFA8| A (Credit Card Loan(Cash
Service,Card Loan)) #3bdel] g CIA xat
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Table 12. Credit Card Loan(Cash Service, Card
Loan) for CIA Security Levels

Internet/Mobile Transaction © I A
Credit Card Loan(Cash

Service,Card Loan)

H H

F47:e  AolA(Financial  account
transfer) 7e|g=ie] g CIA RebeF& A4
s 2 solch.

Table 13. Financial account transfer for CIA
Security Levels

Internet/Mobile Transaction C I A
Financial account transfer
Check
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HeSFS Hgd 2 Folr}
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Table 14. Credit Card Loan(Cash Service,Card
Loan) for CIAAP Security Levels

Internet/Mobile
Transaction
Credit Card Loan(Cash
Service,Card Loan)
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Table 15. Financial account transfer for CIAAP
Security Levels
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Financial account transfer
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Table 16. Application of Security Levels CIAAP
to Electronic Finance Major Transactions (A 'K

$e S Krkeake] A
alo] CIAAP 5+ 447 Holrh.

domestic credit card company)

FeAH ol o

Internet/Mobile
. C P
Transaction
Join Membership H
Credit Card
Use(Bill/Certificate/Perfor | L P
mance Management)
Credit Card Use(Credit L
Card Limit Increase)

Payment L E
Information Change L P
Credit Card Product

Check/Event L L
Guide/Customer FAQ
Issue and l.Apphcatlon of q p
Credit Card
Credit Card Loan(Cash L B
Service, Card Loan)
Partial Payment Forward
Agreement
General Loan/Car Loan | L E
Pointree(Give, Payment) L E
Automatic
Payment(Apartment
maintenance L P
cost,Gas,Phone bill)
Registration
Convenience
Service(Notification, Specify
ing the Use Device,Check L B
Card SmallCredit
Payment,Overseas
Usage,Auto Care)

Payment
Service(ISP,Overseas L E

Payment)

Starshop(Member
Store)Finding/Travel,Shopp| L L
ing

Customer L p

counseling(Theftand Loss)
Accredited certificate q p

Management
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