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Noisy Weighted Data Aggregation for Smart Meter Privacy System

*k

742l

.
a8z, =8¢

Ao

Yong-Gil Kim, Kyung-I1 Moon

ki

2 o WA ofe] FrHEE 2vhE s Azdle] WA, 716, M2 SReIA ele] $ARE] Bk T
BPEA 2 TEE MRS AR gk 2vhe e ss) Baste] Fa3 BAE ke vEY)s] FH 4
J

o

> o Ulo

(e

3l

59
2 FAEA HE SAREC] UE F e oSG ERRE 48 A GEE sk Aolt) o]efdt Zelo|HA] BT
A= OP dlo] A, wok 45t AlaEln) ok AE ﬂﬂsz} e g7 H@l* S 875kl Q) # AFelAe
A= HE AR JA dEstel wgk
sl Hgal s Ak A A F /‘P%%W] ek = Olﬂw HoE s i ARSAL A el 5 A
& Fojshs WAS veRdth HolelA #5658 dust A4S 53] A A5 A Y] w2 10] " A oR
A oA AR JAE & 5 §l=F skl itk DiffieHellman /3715 #-83te A9l Fe 7FoA 52 Fa
Ve Fo A% 3 71X I 00] Dk DiffieHellman 7] 23 BE 5120 ES ALEa] Wil o} F 2 7|58
Ak T2 Paillier 1S st WS Hla) BT 53 A%S 7R,

Abstract Smart grid system has been deployed fast despite of legal, business and technology problems in many
countries. One important problem in deploying the smart grid system is to protect private smart meter readings
from the unbelievable parties while the major smart meter functions are untouched. Privacy-preserving involves
some challenges such as hardware limitations, secure cryptographic schemes and secure signal processing. In this
paper, we focused particularly on the smart meter reading aggregation, which is the major research field in the
smart meter privacy-preserving. We suggest a noisy weighted aggregation scheme to guarantee differential privacy.
The noisy weighted values are generated in such a way that their product is one and are used for making the
veiled measurements. In case that a Diffie-Hellman generator is applied to obtain the noisy weighted values, the
noisy values are transformed in such a way that their sum is zero. The advantage of Diffie and Hellman group is
usually to use 512 bits. Thus, compared to Paillier cryptosystem series which relies on very large key sizes, a
significant performance can be obtained.
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Noisy Weighted Data Aggregation for Smart Meter Privacy System

| . Introduction

Smart grid is usually divided by three parts such as
power generation, transmission—distribution network,
and smart meters. Power generation is not predictable
because  of

transmission-distribution network!  has efficiency

environmental ~ parameters.  But,
features in view of two way energy transmission and
distribution.  Smart
opportunities for new market, even though there are

meters  provide  various

several challenges in measuring, analyzing, and
communicating. Smart meters are designed to be read
periodically in very shorter time interval units remotely.
Therefore, utility providers can have various new
business opportunities such as effective consumption
advices and profiling that prevent power shortages and
obtain load balance. In view of energy consumers, the
smart metering in detail can obtain more economic
energy use and choose an economic energy tariff, etc.
However, smart metering has several security threats
such as safety, fraud, and privacy protectionm. Remote
control can be a major target for smart meter readings,
and it can give severe economic risks. In particular, the
research on privacy prevention is not sufficiently
addressed. The energy actions of the consumers are
easily analyzed through the smart meter readings[g].
Thus, smart meter readings are very serious privacy
threat for the energy consumers. Secure signal
processing is very useful mechanism to prevent the
untrustworthy party from the smart meter readings,
and to process the tasks such as energy hilling and
data analysis[ﬁl. It protects the privacy-specific data
from accessing the smart meter readings, and enables
the utility provider to do data analysis for the energy
management. In the secure signal processing,
encryption method and secure computing tools have
been used. The utility company takes the encrypted
data from the smart meters instead of plaint text data®.
If the decryption key is not used, the utility company
cannot access encryption data, and it guarantees the

privacy protection. To do the typical smart meter

operations such as energy billing, the utility company
must use a suggested protocolm. However, before
discussing for this secure signal processing, there is a
special interdependency between trust and privacy. The
adoption of smart meters affects the trust model
according to the management styles. A centralized
management gives a common trust to the grid operator.
The grid operator would play the role of the collector,
concentrating also the authentication and storage sides,
and having access to all the detail readings. Thus, the
energy consumers are concerned not only with privacy
protection, but also with the validity of meter usage
and tariff. It can be appeared as privacy invasion that
breaks the data protection. A decentralization
management involving  with the collaborative
computing among the meters can provide some
effective solutions for actual privacy protection and
tariff validity. Consequently,

decentralization management is recommended in the

a certain level of

smart metering field, in such a way that there is user
trust among other users of the same group. Of course,
as the trust about the suppliers or operators, there must
be trustworthy for the meter elements such as the
sensors, timing devices, secure storage and secure
cryptographic system. Here, very important problem is
individual
individual
aggregates of smart meter reading can be best defense

the computation and encryption of

aggregated energy consumption. ‘The

regarding to the basics of privacy protection for the
smart meters. Doing cryptographic operations for
individual aggregated measurements is required in the
smart meter system with limited computational power
and memory. Though such operation types are
different, but hash functions,

pseudo-random number generators, symmetric and

somewhat

asymmetric encryptions have been generally used. In
this paper, we focus on the smart meter reading
aggregation, which is the major research field in the
smart meter privacy-preserving. Privacy-preserving
aggregation requires some assumptions such as

network availability, valid certificate per smart meter
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and cryptographic system under hardware environment
with limited computing power. Under

assumptions, we suggest a noisy weighted aggregation

these

scheme to guarantee differential privacy in this paper.
The noisy weighted values are generated in such a
way that their product is one and are used for making
the veiled measurements. A Diffie-Hellman generator
can be used to obtain the noisy weighted values. In this
case, the noisy values are transformed in such a way
that their sum is zero. In particular, the computations
on Diffie-Hellman group are wusually 512 bhits.
Compared to the Paillier cryptosystem series which
relies on very large key sizes, a significant performance
can be obtained®. In section 2, we represent smart
meter privacy basics, architecture and the related
stakeholder group in view of smart meter readings.
Section 3 presents a noisy weighted aggregation
scheme to guarantee individual user privacy. This
scheme tries to preserve the individual privacy for
current smart meter readings, and to comply with data
protection standards. Section 4 demonstrates Java
implementation on Diffie and Hellman group. Finally,
we discuss some problems in privacy-preserving

aggregations and conclude the paper.

Il. Smart Metering Architecture and

Privacy Protection

Smart meters cannot be widely adopted until
technological solutions hide the meter readings and
protect individual privacy. In this section, we represent
smart metering network having related all stakeholders

and suitable trust models.

1. Smart Metering Network

Most of the works dealing with privacy in the smart
metering system suppose only two or three parties,
each of them playing several simultaneous roles (see
Fig.1). Consumers are end-users that receive the

power supply, either households or industrial users.

The individual consumption patterns and the detail
readings are sensitive information that must be
protected for preserving the consumers privacy.
Typically, consumers have access to the metered data
to get an appropriate and advantageous tariff and can
control suitably their consumption habits and electric
appliances. Smart metering devices are located at the
consumer side of network and detect the consumed
energy at every time slot, and send the outputs to the
consumer and the aggregator. One meter must be
present at each consumer, so it is commonly small and
cheap device with limited computational power and

transmission capabilities.

Comsumers Electricity
florw Electricity

Dristribution Grid

Smart Meters

Communication '
Network

i Data Aggregator)

O 1. AOLE O|EQ A=
Fig. 1. Smart Meters and Stakeholders

Grid Operators manage the electricity distribution
architecture.  They

electricity usage data and distribution in order to

and  transportation evaluate
optimize the resources. In particular, load balancing is
an important issue. Communication network is related
to all the stakeholders in the smart metering. If
individual consumption data comes from the meters,
the communication channels must be secured. Data
aggregator takes the meter readings and aggregates it,
and produces the relevant information such as
individual and average total power consumption, power
demand estimation or average user profiling. It is
typically done by the same provider that operates the
grid. Electricity producers supply the electricity to
customers through the provider’s system. The price of
the supplied electricity is agreed according to one or
more tariffs. The provider must consider the demanded
power in order to adjust the produced electricity, and
also get the total individual consumptions for billing
each consumer applying the contracted tariff. The
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interrelations between the parties of the smart metering
system are slight differences according to the
implemented architecture which highly impacts the
trust model.

architecture are namely centralized management and

Two choices of smart metering
distributed one. In the centralized management, the
smart meters fill the role of sensors and send the short
period measurements to central data storage. The
central data storage is used for consumption estimation,
load balancing and billing. Users can access the stored
data to get information related to their consumptions.
The centralized management was the initial trend for
smart metering, and all computations are done at the
central aggregator that has a high computational
power. In case of small grids such as the smart grids
in rural areas, the meters play the role of aggregators,
and all the outputs over the meter readings are
distributed among the consumers that play together the
role of grid operators. The meters compute a partial
data aggregation and the total energy consumption in
each tariff time, and send the results to the appropriate
tariff  time'”.  This

management and data collection requires an absolute

parties typically once per
trust about the grid operators that play the role of the
aggregator and have access to all the detail data. That
is, the grid operators have access to update and remote
control of the smart meters. Thus, the trustworthy
agent will be required to users that are concerned with
privacy protection and exactness of the meter usage
and tariff computing. In the decentralized management
that has possibly divided into groups and computes
together with the collaborative data collection between
the smart meters,
necessarily needed to provide real privacy protection

some effective methods are

and to ensure correct tariff calculation. Therefore, some
trust models are required in such a way that the trust
of the users is appeared among other users of the same
group. Data collection and aggregation between several
related with
trustworthy agent and privacy protection among

users have been new challenges

providers and users.

2. Privacy Preserving Metering

Fig 2 shows an interaction block between the smart
meter stakeholders. The meter readings are certified by
smart metering, encrypted using a local symmetric key
and uploaded to the servers using a wide-area
network. An energy consumer uses typically a
web-browser to communicate with the electricity
producer, where the meter readings are downloaded
and decrypted through the key. Privacy protections like
billing, fraud detection and profiling are done in the
browser. Then, the results are sent back to the provider
for verification and additional tasks. The consumer
application can make further use of the meter readings
to generate efficiency reports and a rich user interface
based on the actual energy consumption of the user.
The providers never know the detailed readings, but
they can give a rich user experience. They compute
highly reliable results on readings to support billing
and other processes. Alternative user agents for
computations could include smart phones, standalone
software clients, as well as third party service
providers trusted by the users. In all those cases, as
above, certified bills or other computations can be

proved correct, ensuring high integrity.

Smart Meter Encrypted & Certified

[ | Meter Readings

Certified 5

Meter Readmgs

WAN Encrypoed &
Cenified Meter
Readings

Meter Core (M)

Home: e Provider

Descrypted Certified P .,

Meter Readings / N

[ Pnvacy

| Friendly Certified Inputs
\ Computations /

User .

Choice &

Control

— Any Certified
Computing

Web Browser (Agent of User)

O 2. oo|MEZIe| S =HE

Fig. 2. Interactions between agents

Currently, the smart meters send all detail energy
data to the utilities or the centralized data storage with
exposed meter readings. For instance, load monitoring
gives the identification of specific electrical devices. It

would capture the energy usage style of users such as
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meal times, work times, home occupancy times, etc. To
these

assessments have been introduced in standard metering

encapsulate activities,  privacy  impact
process. Smart meters and related billings with privacy
protection and high integrity were discussed by Rial
and Danezis'”. They introduced some protocols among
the related stakeholders and a special smart meter. The
smart meter displays certified reading data to the user,
either directly or through a secure network. A final bill
is produced through those readings according to a
certified tariff scenario by the user. The final bill
ensures the correct result to the grid provider exposes
no additional

scenarios are applied over each meter readings and

information. More complex tariff
freely time periods. It can be safely done to support the
other tasks such as forecasting, profiling, settlement
and fraud detection. In particular, the users can
delegate the major calculations including their bill to
the system without throwing doubt on system
integrity. The purpose of the system is to support
privacy protection on internet. The scenarios for
protecting user privacy in smart metering should
satisfy the security basics such as integrity and
privacy. The utility provider must be assured that the
user reports the correct results of calculations. Also,
the provider does not know any information except the
result of computations. For the case of hilling, the
provider is ensured the correct cost is calculated based
on the actual readings, without knowing any detailed
readings. The scenarios must be relied on
cryptographic methods outside the tamperproof part of
the smart meter for the integrity or specific calculations
like hilling. A tamperproof meter M computes the
energy consumption data and the related information. A
service provider makes a pricing decision, and requests
the user to pay the price for total energy consumption
at each billing period. The wusers receive the
consumption readings from smart meter and pay the
cost to the provider. The pricing decision uses a public
function that takes in energy usage data corresponding

to the time of consumption and calculates a price. The

cost is computed by adding the prices corresponding to
the total consumption in a billing period. This pricing
decision can be used as aggregates of meter readings,
which represent a tariff as a result of consumption per
day or week. The provider sends the user a pricing
table. The smart meter evaluates the consumption
readings by using the related information during a
billing period. This result is taken by the user who
wants the total cost and sends it again to the provider.
The user also gives notice that the cost has been
correctly calculated according to the pricing table. The
aggregates of smart meter reading are especially
watchful in privacy preserving. Three common points
are required for privacy preserving aggregation. For
wired
communication link to the utility provider is required,
smart meters are also assumed to be able to

communicate with each other, which can be possible

the communication network, while a

using wireless technologies. Next, a valid credential per
smart meter is assumed. Credentials are the required
aspect needed by the smart meter to validate the
identity of the user. That is, a certification path is
required. Finally, the capability of doing cryptographic
operations is needed in the smart meter architecture
with limited computational power and memorym.
Though such operation types are somewhat different,
but hash functions, pseudo-random number generators,
symmetric and asymmetric encryptions are generally
used. Zheng suggests a new cryptography technique
that combines the digital signature with encryption
method for authentication and confidentiality, which is
based on discrete logarithm problem[lo]

another encryption method based on elliptic curve,

. Zheng proposes

which saves about half computational cost and
communication cost than signature encryption method.
This scheme satisfies the security basics such as

confidentiality, integrity and repudiation’.

lll. Noisy weighted Aggregation

The important measurements are total consumption
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) and hilling B(9) for a certain time instant ¢ both
needed by the electricity producer. For the
measurement r7; of /—th smart meter index, a general
summation ) of the meter readings my; can be

represented as the following:
S =>,, /0n) 0

Here £x) is an identity function in the case of total
consumption, or a given cost function in the case of
billing (typically, a linear or piecewise linear function),
and M represents the set of involved measurements,
either through time slots £ through the meter index 7,
or through both variables. The sensitivity of these
measurements needs some privacy preserving schemes
in order to protect them from the grid operator, the
electricity producer or the aggregator. This scheme
should not hinder the aggregator from calculating S?)
and also avoid some fraud possibilities. S can provide
many functions of interest with either the grid operator
or the electricity producer. Our goal is to enable the
utility company to compute the total consumption
without revealing the individual measurements. The
measurements are mostly kept secret through some
encryptions. A plain text m is encrypted with the

following function:
H,(m)=g" r" modn’®, g € Z:Z )

Here n1is a product of two large primes, p and g, g is
a random number with an order 1, meaning that g”
mod n2:1.’Ihetuple(g, n) is the public key. The random
number r is chosen such that gedr; n) = 1. Using a
different random value for every encryption ensures
that the cipher text for the same plain text will be
different in each case. Note that the recipient of the
cipher text does not need to know r to decrypt the
message since 7 mod 112:1,Wheres is the secret key
and it is /endp-1, g-1). Therefore, any r that is prime
number to 1 can be removed easily if it is raised first
to the power of 77 and then s This encryption scheme

is additively homomorphism, meaning that multiplication

of cipher texts of two messages results in an
encryption of the sum of these two messages:

H () H  (my) = H  (my +my) 3)

The additive homomorphism encryption is suitable
to the aggregation of the encrypted measurements.
However, the same key must be used for the
aggregation by this encryption. In particular, the
measurement aggregation from different smart meters
does not provide privacy protection due to using the
same key for encryption, and thus another technique
must be considered. A privacy-preserving scheme
based on secret sharing can be used”. The main
concept of secret sharing is to divide a secret s into m
pieces called shares. Each of these shares is then sent
to a user in a secure scheme. A union of some users
can reconstruct the secret later. A threshold secret
sharing scheme which any combination of & shares out
of m can be used to reconstruct the secret. This
scheme is based on generating random points on a
polynomial of degree & whose constant term is the
secret. Clearly, when any & points are joined, the
polynomial can be reconstructed, and the secret can be
revealed. The secret sharing achieves the privacy goal
as the utility company cannot access the private
individual measurements. However, since this
encryption scenario relies on secret sharing, it
increases the amount of data. The complexity analysis
with respect to this scheme is not reasonable since the
total number of encryptions and modular operations is
in either case OXN’),whereN is the number of smart
meters. As each cipher text is in the order of thousands
of bits, the communication cost is also expensive. Our
scenario begins with each wuser splitting their
measurements into random shares, one share for each

user:

m, = ijl m; mod B )

Here B is a big integer, and 72}, the measurement for
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/th user. The ith user sends?””?, to the utility
company after encrypting them with public keys of the
other users. The other user s also repeat the same
steps with their shares. When the utility company
receives encrypted shares from the users, the shares
are added, which are encrypted by the same key , using
the homomorphism property of the encryption scheme:
Hy ') =TT H () = 1, (X, m',) )
Here ik denotes the public key of 7~th user. The utility
company sends Hj to /~th user, who decrypt it by
using own public key. To obtain the above equation in

crisp text, /~th user adds own share my to m}, The
other user also repeats the same works, and sends it to
the utility company. The utility company adds all plain
texts and obtains the entire energy consumption. This
simple scheme achieves perfectly the privacy basics,
because the utility company cannot access the private
individual data. However, the cryptographic scenario
relies on secret sharing, which increases the amount of
data.

Assume that £x) is a non-linear function computed

as the hash of a unique identifier such as a serial

number or time and date of the measurement. Let ¢, 1

=1, ==+, n be the noisy values weighted in such a way
that their product is a constant and used for hindering
the measurements. Under these assumptions, all users
calculate ¢y, Then, the utility

company can easily aggregate the measurements from

respectively.
all users.

S =3 €,/ Om,) mod B ®

However, the utility company cannot easily compute
the actual sum in case that 7 requires solving a
discrete-log problem. Assume that Diffie-Hellman key
exchange is used to obtain the noisy values, and that
each user has unique identification index 7 and a secret
key K. To obtain the ¢ values, a generator of a
Diffie-Hellman group / is calculated by using a hash

function, with ¢ being the time period for computing the
total consumption. Then, each smart meter computes
the public key expXK*log(h)) and distributes it to
others with valid certificates. After verification of the

public keys, all users compute the following expression:

< = exp[gf 1, K, K, log(h, )] )
Here Ix;is 1 if the index of meter jis smaller than the
index of meter 7 and zero otherwise. Clearly the
product of all ¢ becomes 4.

Once these noise values are generated, all users can
repeat with the computation of the total consumption as
explained above. The time complexity of the suggested
scenario is the following: The number of messages to
be exchanged is O(f)as each smart meter has to
access a new Diffie-Hellman key for the aggregation in
the more secure form of the scenario. The number of
modular operations is () and the number of
exponentiations is (Xn). Notice that the computations
are on a Diffie-Hellman group, for which the key
length is suggested to be 256 bits. Compared to the
Paillier cryptosystem which relies on very large key
sizes, the small size of the key shows significant

performances.

IV. Java Implementation

In case of applying Diffie and Hellman key
exchange, ¢ can be reduced as exp(r;xlog(/), where
the number r; is represented in such a way that the
sum of 77 is zero. Once these numbers are selected, all
users can continue with the computation of the total
consumption as explained before. So, we only focus on
Diffie and Hellman key-exchange implementation for
evaluating these numbers. The key agreement for
Diffie and Hellman key-exchange can be done as the
following steps. First, an agreement between user 7 and
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user j is made on two large prime numbers, p and g
Next, the user 7 selects a number 7, and also the user
J selects a number _/, where each must be less than p
— 2. The user 7 then computes /, and sends the result

to the user J.
1, =g ' modp ©)

Then, the user 7 computes /, and sends the result to
the user 1.

J, =g’ modp (10)
The user 7 computes the key.
K =exp({ -log({,))mod p (11
The user j computes the key.
K = exp(J -log(J,))mod p (12)

The only calculations that are actually seen across
the network are 7, and J,. From /, and /, alone, the
key cannot be obtained. The user needs the p and g to
do the calculations. The p and g are usually agreed
upon through a secure means, but without the user
ever seeing [ or J, the key cannot be derived. The
security providers that come with Sun’s implementation
of Java provide two types of asymmetric keys: DSA
and RSA. JCE provides an additional type of
asymmetric key: Diffie and Hellman. Each of these has
their own interface that allows you to determine
fundamental information about the key. For most
programmers, however, keys are opaque objects, and
specific features of keys are not needed. Fig 3
demonstrates a key agreement code and the result for
Diffie and Hellman key-exchange. Here, we used a
simple example of p with 71 and g with 41. Also, we
used the random numbers with sum zero. The result
shows that user i and j derived the same secret key
with only opening to each other a piece of their
information. Note that the simple pass of p with 71 and
g with 41 would not have worked. The p and g that is
passed in the algorithm must be 512 bits. Java class
Big Integer supports this problem. The Diffie and
Hellman algorithm is part of an engine class and has an

associated service provider. Fig 4 denotes a method of
letting the algorithm select the lager values of p and g.
Fig 5 denotes a Diffie and Hellman key generation with
larger primes, in which p and g are chosen and passed
into the algorithm. We observed the keys that the
Diffie and Hellman generate normally since the output
in Fig 5 has the same number for the Fig 4. A key can
be generated with 512 bits to 2048 bits as long as the
intervals in between are multiples of 64 bits. The
engine class will call a service provider that will
actually implement the algorithm. In the Fig 5, the
following code will pass the p and g variables into the
algorithm:  DHParameterSpec  param = new
DHParameterSpec(p, g); The p and g must be 512 bits
because the algorithm is specified to use 512 bits in the
following code: kpg.initialize(512).

For our noisy adding energy aggregation scheme,
this Diffie and Hellman key-exchange can be used for
obtaining keys without passing the key itself, but there
are some flaws such as man-in-the-middle attack. The
man-in-the-middle attack is possible because there is

no authentication that user 7 or user ; is actually user

KeyAgreementDH java public static void main(Stringf] args)
q tyf
*| System out printin'DH Proving the algorithm® **#####¢ xesswasssssrssnsr ),

* Select pand q*/

Bugluteger p = new Biglnteger(Integer toString(pValue));

Biginteger g = new Biglnteger(Integer toString{ gValue)),

System out printin("p =" + p),

System out printin'g ="+ g).,

* Select the r values *

Biglnteger | = new Biglnteger(Integer toString( Ivalue)),

Biglnteger J = new Biginteger(Integer. toString Jvalue));

System out prntIn("T = "+ [}, System out println("] =" + J);

* Io caleulation */

Biglnteger lo = g modPow(l, p); System. out printin(*lo ="+ Iu),

* Jo calculation */

Biglnteger Jo = g modPow(J, p), System.out printh("Jo =" + Jo);

1* User 1 computes key */

Biglnteger Ki = Io.modPow(], p), System out printhn('Users 1, K="+ Ki);

1* User j computes key ¥/

Biginteger K = Jo.modPow(J, p);,

System.out printin "Users j, K ="+ Kj),

J InwnctiunsI Console I Compiler Qutput ‘

Welcome to Drlava. Working directory is C:\Security\Test
> mun KeyAgreementDH
DH Proving the algorithm

.........................

a3 3. 72 59| Aot At

Fig. 3. Key agreement code and result
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public void createley() {
ity (
’ KeyParGenerator kpg = KeyPairGenerator. getInstance( "DiffieHellman",
System. out printin “Provider =* + kpg getProviden()).
kpg mutialize( 51 7),
KeyPar kp = kg generateKeyPair).
1* Read the keys, produced by the algorithm */
System out printin(“Public Key =" + kp. getPublic() getEncoded(),
System out printin*Public Key Algonthm =" + kp getPublic(). getAlgonthm()),
System. out println“Public Key Format =* + kp. getPublic(). getF ormat()),
System out printin(*Private Key =" + kp getProvate() getEncoded)),
Algorithm =" + kp.getPrivate). getAlgorithmy));
armat =" + kp getPrivate() getFormat)),
/* Initiakize the KeyFactory for DSA */
KeyFactory kfactory = KeyFactory. getlnstance("DiffieHliman’),
/* Create the DH public key spec */
DHPublicKeySpec kspee = (DHPubcheySpec) Kfactory. getKeySpec(ip. getPublic(), DHPublicKeySpec class),
/* Print out pubkic key
System. out, printin( " Public oY +kspcc gEYO).
System out printin{ Public Key G - * + kspec. getG()),
System out printin“Public Key P " + kspec getP());

30064
542164405743647 u-l]bﬂ"
1323237680519861240

U-l 4. oi“-i:aﬂ a.Hﬁb SOU ﬁﬁ]ﬂ?‘lﬁ ﬁ]i“ﬂ
852702962340887224515603075771 3020036368719

512

Selecting Prime Mumbers

p: 105162553139311264815613308755762015563643761018166342043629603590700643064905469909167753581
83412744544 3603656050001300007788088 10225 35463018551 187400071 3508473905663233354 25688

a7 4. YmAIECE o 2 3t My
Fig. 4. Choosing the larger values by algorithm

7 and user /. User 7 can send the shared values to the

middle user. The middle user can impersonate user j

and retun the correct values, while building the shared

public void createSpecificKey(Biglnteger p, Biglnteger g) {

y{
‘
» Syslem out println ‘Daffie-Hellman Choosing the prime, must be at least 512 bits®),
KeyfF lpg =KeyPas getlnstance'D: ), H 512 to 2048 bits

System out printin{'Provider =' + kpg getProvider();

DHParameter Spec param = new DHParameterSpec(p, @), // pick p and g
kpg izl param},

KeyPair kp = kpg generatekleyPair(),

i read the keys

System out printin{"Public
Systen out, println Public

7 =" + kp getPublic() getEncoded()),
Algonithm =" + kp getPublic(). getAlgorithm()),
System out printin(“Public ormat =" + kp getPublic(). getFormat());
Systen out, printn{'Private Key =" + kp. geiPrivate(), getEncoded))),
System out printin Private Key Algorithm =" + kp.getPrivate(). getAlgorithm()),
Systen out printin{‘Private Key Format = + kp. getPrivate() getFormat());
KeyFactory kfactory = KeyFactory getnstance("DiffieHellman”), // lutialze KeyFactory for DSA
i create Deffie-Hellmann public key *
DHPublicKeySpec kspec = (DHPublicKeySpec) kfactory. getKeySpec(kp. getPublic(), DHPublicKeySpec. class),
‘System out printin"Public Key ¥ * + kspec.getYO);
Systen out proin{Public Key G * + kspee gatG();
System ovt printin/"Public Key P - * + kspec.getP());
)

_[ Inl.muim ] Console T Compiler Output }

Diffie-Helman Choosing the prime, must be at least 512 bits
Provider =SunICE version 1 8

Public B@bdod3
Public Key Algorithm =DH
ublic Key Format =X 500

[B@14c5e37

Private Key Algorithm =DH

Private kc,v Format =PKCS#&

Public 200201899381780982505565433199519104 ‘“660“3 2328026462694036853035672074381837612¢
Public 427502884 5443603656950001 30090 35463018551 18740007135084739956632.
Public Key P - 105162553130311264815613308 1557620 1356364376 01516634 436 0603590TI04 3064905469908

a3l s, o 2 32 My
Fig. 5. Passing larger values into algorithm

key for their use. The middle user can also be doing
the same with user j, while impersonating user z. After
the middle user has the correct keys from real users,
the middle user can watch the messages from each in
the network and continue to impersonate the other user.
It might be some time and many messages later that
real users discover that they have not actually
communicated directly.

V. Conclusion

Now, some solutions have been demonstrated for
privacy protection billing and measurement aggregation
protocols based on secure signal processing which
protects the smart meter readings and enables the
utility company to do data analysis for the smart grid
management. Its major purpose is to prevent the
unbelievable stakeholders from accessing the private
data, and to provide some tools to process the smart
meter readings for hilling and data analysis. In
particular, instead of obtaining the measurements in
plaint text, the utility company receives encrypted data
from the smart meters. This scheme guarantees the
privacy of the users. In order to do the usual task such
as billing, the utility company must interact with the
smart meters according to a previously described
scenario. In this paper, we focused particularly on the
smart meter reading aggregation, which is the major
research field in the smart meter privacy-preserving.
Three  points are usualy considered  for
privacy-preserving aggregation: network availability,
valid certificate per smart meter and cryptographic
hash

generators,

system. The encryption types are usually
functions,
symmetric and asymmetric encryption. Under these

pseudo-random  number
situations, we suggested a noisy weighted aggregation
scheme to guarantee differential privacy. The noisy
weighted values are generated in such a way that their
product is one and are used for making the veiled
measurements. A Diffie-Hellman generator can be used
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to obtain the noisy weighted values. In this case, the
noisy values are transformed in such a way that their
sum is zero. In particular, the computations on
Diffie-Hellman group are usually 512 bits. Compared to
the Paillier cryptosystem series which relies on very
large key sizes, a significant performance can be
obtained. However, the Diffie and Hellman key-exchange
has some flaws such as man-in-the-middle attack. To
prevent the man-in-the-middle attack, each smart
meter must distribute the public key to others with
valid certificates. Another problem is an accuracy loss
for the information that providers might take as the
results of these schemes.
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