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A Study on Non-participating TDL Message Analyzer
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Abstract Modern warfare exhibit a NCW (Network Centric Warfare) aspect through quick situation
awareness and Command and Control. And Tactical messages operate on various tactical data links
(TDLs). For monitoring TDL messages processed by data link processor(DLP), message analysers are
generally developed as a component during system development. In addition, in order to forward TDL
messages processed by DLP to the message anayzer, the interface messages between DLP and message
analysers should be defined interface control document(ICD). We propose the methods using UDP or TCP
packets provided by TDL layers that are delivered to DLP without communicating directly with DLP.
Depending on TDL message standards and Interface Control Documents(ICDs), we design the message
analyzer which communicates with data link processor using internal messages. Using known header
field information from the TDL application standard such as JREAP-C, we can quickly filter candidate
packets against collected packets and use the full data size information contained in the headers to
verify the completed message. Because the methods proposed in this paper do not communicate directly
with DLP, the methods proposed in this paper are enable to analyze the TDL application messages such
as JREAP-C or Link-K without constraints in existing methods that should be reflected in the system
configuration and ICD.
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