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Abstract Cloud services are readily available through a variety of media, attracting a lot of attention from users.
However, there are various security damages that abuse the privacy of users who use cloud services, so there is not
enough technology to prevent them. In this paper, we propose a protection model to safeguard user 's privacy in
a cloud environment so as not to illegally exploit user' s privacy. The proposed model randomly manages the user
's signature to strengthen the role of the middle manager and the cloud server. In the proposed model, the user's
privacy information is provided illegally by the cloud server to the user through the security function and the user
signature. Also, the signature of the user can be safely used by bundling the random number of the multiplication
group and the one-way hash function into the hash chain to protect the user's privacy. As a result of the performance
evaluation, the proposed model achieved an average improvement of data processing time of 24.5% compared to
the existing model and the efficiency of the proposed model was improved by 13.7% than the existing model
because the user 's privacy information was group managed.
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