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An Efficient cryptography for healthcare data in the cloud environment
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Abstract  Recently, healthcare services are using cloud services to efficiently manage users' healthcare data.
However, research to ensure the stability of the user's healthcare data processed in the cloud environment is
insufficient. In this paper, we propose a partial random encryption scheme that efficiently encrypts healthcare data
in a cloud environment. The proposed scheme generates two random keys (p, ¢) generated by the user to optimize
for the hospital medical service and reflects them in public key and private key generation. The random key used
in the proposed scheme improves the efficiency of user 's healthcare data processing by encrypting only part of the
data without encrypting the whole data. As a result of the performance evaluation, the proposed method showed
21.6% lower than the existing method and 18.5% improved the user healthcare data processing time in the hospital.
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Table 1. Key Generation Algorithm

Algorithm 1 Key Generation Algorithm

Input The Security parameter &
Output Tuple (Sk, Pk) consisting of the secret key Sk and Public
key Pk

1: Procedure: Key Generation

2: Generate p(= (0,1)"—(0,1)™) and (= (0,1)"—(0,1)")
3 Select random prime numbers p(—2q +1) and q(—2p +1) and
check that pl=q

3: Compute modulus . = p * q

4: Compute phi, ¢ = (p—1)(g—1)

5: Select public exponent e, 1 <e < ¢ such that GCD(e, ¢) = 1.
6: end procedure
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Table 2. Encryption Algorithm

Algorithm 1 Encryption Algorithm

Input a public key Pk and a plaintext P,
Output Ciphertext C;

1: Procedure: Encryption Process

2: Obtain the receipient’s public key (n, e)

3: Represent the plaintext message as a positive integer m
4: Compute the ciphertext c=M*® (mod n)

5: end procedure
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Table 3. Decryption Algorithm

Algorithm 1 Decryption Algorithm

Input a secret key Sk and a plaintext C,
Output The corresponding plaintext P,

1: Procedure: Decyption Process
2: Use his private key (n, d) to compute m = A(mod n)

3 Extact the plaintext from the integer representative m
4: end procedure
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Table 5. Simulation Evaluation

Parameters
Protocol
Throughput Drop Rate Delay(ms)

[6] 1025 55 101.45

[7 1002 52 94.34

[8] 978 47 89.36
Proposed 935 2 8375
Scheme
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