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Abstract In this study, we try to detect new attacks for vehicle by learning only one class. We use Car-Hacking
dataset, an intrusion detection dataset, which is used to evaluate classification performance. The dataset are created
by logging CAN (Controller Area Network) traffic through OBD-II port from a real vehicle. The dataset have four
attack types. One class classification is one of unsupervised learning methods that classifies attack class by learning
only normal class. When using unsupervised learning, it difficult to achieve high efficiency because it does not use
negative instances for learning. However, unsupervised learning has the advantage for classifying unlabeled data,
which are new attacks. In this study, we use one class classifier to detect new attacks that are difficult to detect
using signature-based rules on network intrusion detection system. The proposed method suggests a combination of
parameters that detect all new attacks and show efficient classification performance for normal dataset.
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Fig. 1. Controller Area Network Topology [4]
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Fig. 2. Structure of CAN frame [12]
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Fig. 3. Message injection attack [13]

Table 1. Features of Car—Hacking dataset [9]

Features Comments
Timestamp recorded time (s)
CAN ID identifier of CAN message in HEX

DLC number of data bytes, from O to 8
DATA[0-7] data value (byte)

T or R, T represents injected mes- sage while
R represents normal m- essage

Flag

Table 2. The number of messages [9]

Attack type f# of # of normal # of attacks
message
DoS 3,665,771 3,078,250 587,521
Fuzzy 3,838,860 2,759,492 1,079,368
Spoofing the
drive gear 4,443 142 2,766,522 1,676,620
Spoofing the 4,621,702 2,290,185 2,331,517
RPM gauge
5 =]
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Fig. 4. Flow chart of the proposed method
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Table 3. Default parameters of one class SVM

Parameter Values
normalize false
nu 0.5
gamma 0.0

Table 4. Test results of one class SVM using
default parameter

Observed
Normal Attack
Normal 785 0
Predicted
Attack 13,453 492

Table 5. Test results of one class SVM (nu=0.28,
gamma=2.7, normalize=False)

Observed
Normal Attack
Normal 4514 0
Predicted
Attack 9,724 492
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Table 6. Test results of one class SVM (nu=0.28,
gamma=2.7, normalize=True)

Observed
Normal Attack
Normal 10,253 0
P i )
redicted Attack 3985 492
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Table 8. Test results of one class SVM according
to gamma parameters (fuzzy attacks)

bt gamma Normal(recall) Abnormal(FPR)
o 0.1 0.715 0.285
02 0.2 0.715 0.270
o 03 0713 0.254
0.1 0.2 03 0.4 32 0.6 0.7 0.8 0.9 04 0713 0240
——Normal (Recall) - Abnormal (TNR) 05 0.710 0.222
Fig. 5. Test results of one class SVM according to 25 0701 0.006
nu parameters 26 0701 0.002
) 2.7 0.701 0.000
Table 7. Test results of one class SVM according 28 0701 0.000
to nu parameters 29 0.702 0.000
nu Normal(recall) Abnormal(TNR) 3.0 0.703 0.000
0.1 0.899 0.559
0.2 0.798 0.663
0.3 0.696 0.730
04 0.593 0.793
05 0490 0841 5. 4 &
06 0.386 0.900
07 020 0947 A% A AT Q%) delele] AT et ol mu
08 0.197 0.978
09 0.098 0990 gamima 3EprE 23S AF8-8e] Thekgh A3 g
AGA Hole st Rl wel ABE Aol
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Fig. 6. Test results of one class SVM according to
gamma parameters

oF 227019] A5 Aol & Bt nu Skl e choys)
& Aol ) FA7E ReFE AdelEs] B
Z]q

QLo ol A2 BAYo)E e BE Ao ol
Ak YA A2 AL FAGE o] FL
st AdtlolEdl taid e enke 7S sk Aol

olF Fasith webx AdulelE o A
&3 F4dol8ge TPRE 2#3t nu +3& 028

Astal gamma FAE 243 gamma )
HEE /\Hi—r Fuzzy 45 100%

%g Hort,

AT ARE 1 o, N2 AL BT gHsH
A& AAdelE o] vEHs o BE & e 7Fsdel =
thal A g5 A gaEs, EHEAR], Al ]
HE ojdga 22 W Fel2g17-20] 719ke] &ar
g5 AHES HA o) e Aom A7t

REFERENCES

[1] B. Mukherjee, L. T. Heberlein & K. N. Levitt. (1994).
Network intrusion detection. IEEE network, 8(3), 26-41.
[21 P. Garcia-Teodoro, J. Diaz-Verdejo. G. Macia-
Fernandez & E. Vazquez. (2009). Anomaly-based



38

rok

- §5eta]=wA] A9E A6s

[10]

[11]

[12]

[13]

[14]

[15]

network intrusion detection: Techniques, systems and
challenges. computers & security, 28(1-2), 18-28.

E. M. Yang, L J. Lee & C. H. Seo. (2017). Comparison
of Detection Performance of Intrusion Detection System
Using Fuzzy and Artificial Neural Network. Journal of
Digital Convergence, 15(6), 391-398.

Vehicle anomaly detection tutorial, Information protec—
tion R&D data challenge.

D. H Choi & J. H. Park. (2015). Security tendency
analysis techniques through machine learning algorithms
applications in big data environments. Journal of Digital
Convergence, 13(9), 269-276.

M. S. Han & W. S. Bae. (2014). Security Verification of
a Communication Authentication Protocol in Vehicular
Security System. Journal of Digital Convergence, 12(8),
229-234.

S. J. Lee & W. S. Bae. (2015). Inter-device Mutual
Authentication and Formal Verification in Vehicular
Security System. Journal of Digital Convergence, 13(4),
205-210.

S. J. Lee & W. S. Bae. (2015). Verification of a
Communication Method Secure against Attacks Using
Convergence Hash Functions in Inter-vehicular Secure
Communication. Journal of Digital Convergence, 13(9),
297-302.

CAN intrusion dataset. http://ocslab.hksecurity.net/
Datasets/CAN-intrusion-dataset

L. Portnoy, E. Eskin & S. Stolfo. (2001). Intrusion
detection with unlabeled data using clustering. In
Proceedings of ACM CSS Workshop on Data Mining
Applied to Security (DMSA-2001.

L. M. Manevitz & M. Yousef. (2001). One-class SVMs
for document classification. Journal of machine Learning
research, 2(Dec), 139-154.

H. S. Lee, S. H Jeong & Huy Kang Kim. (2017). OTIDS:
A Novel Intrusion Detection System for In—vehicle
Network by using Remote Frame, PST (Privacy,
Security and Trust).

H M Song, H R Kim & Huy Kang Kim. (2016).
Intrusion detection system based on the analysis of time
intervals of CAN messages for in-vehicle network, In
Information Networking (ICOIN), 2016 International
Conference on. IEEE. 63-63.

S. Woo, H. J. Jo & D. H. Lee. (2015). A practical
wireless attack on the connected car and security
protocol for in-vehicle CAN. IEEE Transactions on
Intelligent Transportation Systems, 16(2), 993-1006.
WEKA, https://www.cs.waikato.ac.nz/ml/weka/

[16] C. C. Chang & C. J. Lin. (2011). LIBSVM: a library for
support vector machines. ACM transactions on
intelligent systems and technology (TIST), 2(3), 21.
D. E. Goldberg & J. H Holland. (1983). Genetic
algorithms and machine learning. Machine learning,
3(2), %-R.

F. Glover. (1989). Tabu search—part . ORSA Journal
on computing, 1(3), 190-206.

P. J. Van Laarhoven & E. H. Aarts. (1987). Simulated
annealing.

[17]

(18]

[19]
In  Simulated annealing: Theory and
applications. Springer, Dordrecht, 7-15.

Metaheuristic, https://en.wikipedia.org/wiki/Metaheuris—
tic

[20]

A A @(Seo, Jae Hyun)
= 2008 2¢ : FIdishu

shep} (38494h

-+,
o>
e
O
29
BN
)
B
™
ot
re
>
N
o
Lo
hurpd

* E-Mail : delphia7@wku.ac kr



