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Improved Original Entry Point Detection Method
Based on PinDemonium

Kim Gyeong Min" - Park Yong Su™

ABSTRACT

Many malicious programs have been compressed or encrypted using various commercial packers to prevent reverse engineering, So
malicious code analysts must decompress or decrypt them first. The OEP (Original Entry Point) is the address of the first instruction
executed after returning the encrypted or compressed executable file back to the original binary state. Several unpackers, including
PinDemonium, execute the packed file and keep tracks of the addresses until the OEP appears and find the OEP among the addresses.
However, instead of finding exact one OEP, unpackers provide a relatively large set of OEP candidates and sometimes OEP is missing
among candidates. In other words, existing unpackers have difficulty in finding the correct OEP. We have developed new tool which
provides fewer OEP candidate sets by adding two methods based on the property of the OEP. In this paper, we propose two methods
to provide fewer OEP candidate sets by using the property that the function call sequence and parameters are same between packed
program and original program. First way is based on a function call. Programs written in the C/C++ language are compiled to
translate languages into binary code. Compiler-specific system functions are added to the compiled program. After examining these
functions, we have added a method that we suggest to PinDemonium to detect the unpacking work by matching the patterns of
system functions that are called in packed programs and unpacked programs. Second way is based on parameters. The parameters
include not only the user—entered inputs, but also the system inputs. We have added a method that we suggest to PinDemonium to
find the OEP using the system parameters of a particular function in stack memory. OEP detection experiments were performed on
sample programs packed by 16 commercial packers. We can reduce the OEP candidate by more than 40% on average compared to
PinDemonium except 2 commercial packers which are can not be executed due to the anti-debugging technique.

Keywords : Computer Security, Malicious Code Analysis, Unpacking, OEP, Reverse Engineering, Dynamic Analysis,
Code Obfuscation
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Table 1. The Elements of Array W and Array X

Classification Description
are The address at which the writing page—fault exception has performed the write command
to the R / X page that occurred.
Array W K .
dst The address at which the write command was performed on the R / X page where the
writing page—fault exception occurred.
Array X The address at which the command was performed on the W / NX page where executing page-fault exception
occurred.
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2) Parameters of packed programs after OEP
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Fig. 3. Stack Memory Values Inside __getmainargs Function
of non-packed Program

3) OEP exists at program execution flow change
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4) OEP in WrittenAndExecute pages
dufolvie) mEE 70 o8 Bas/dEaA fo 2

T dutelve] mErh AddH7] wiie] OEP+ @74 &z
27 & AgE oo ote] EAFT}. o volrt Azbsrw
Aol eheisiAl o & Adeell A vhA R 2] 227] o]
Aol e Wigo] 47k OEP7F ®H3] 3 e =23
o] w=e] sojAlell= Al 7HA fB[14]e] gl 2 el o
gk A" Table 29t 2t}

Table 2. Three Types of Memory Pages in a packed Program[14]

Classification Description
Tyoe 1 Pages executed after memory write
yp (Modified and executed page).
Pure status pages that have not been written or
Type 2
executed yet.
Pages that have been written but never
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executed.
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Table 3. Function Call Sequence for Each Compiler
Classification SE Hanc}ler ID, Version, Time M?H.IOWAI.IOC’ AppType, . argument COD}.I' enviromnet
installation Initialize pointer ScreenInformation setting
GetCommandLineA
GetEnvironmentStringsW
WideCharToMultiByte
FreeEnvironmentStringsW
HeapCreate Géigf;ﬁi?;oj GetACP
MSVC8.0 mov fs:[0] GetVersion() RtlAllocateHeap CetFileTvoe GetCPInfo
VirtualAlloc SetHandle gcl))un " GetString TypeW
MultiByteToWideChar
LCMapStringW
GetModuleFileNameA
IsBadReadPtr
RtlEncodePointer
GetSystemTimeAsFileTime _Clzittf;lrff_:
MSVC2013 mov fs:[0] (}et?urrentThreadId _11?1Ftenn_e __set_app_type _initterm
GetCurrentProcessId _initterm .
QueryPerformanceCounter __crtSetUnhandledException
R RtlDecodePointer
__getmainargs
GetSystemTimeAsFileTime set. a0, tvpe
tdm ecc GetCurrentProcessld - ir;ittpé)rgnyp initterm
5 1% mov fs:[0] GetCurrent Threadld _initterm _1 v init _tm o
o GetTickCount 7(;(2)nviir1it —setmanargs
QueryPerformanceCounter —=£ -
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4) OEP in WrittenAndExecute pages
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- ETE UE FE AL Vs 44 5 9tk Pinel
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APlE Fxstd €t

Aee 16%(UPX, PECompack, ASPack, ASProtect,

Obsidium, Themida, VMProtect, WWPack, Packman, petite,
MEW, Enigma %)¢] 7 ¥ 238 tjdo = g} A&
¥ ZRafe v 9AES &%) 295 tdm gee
51082 FHutd vy A3dgel 0S= Windows7 SP1&
AH-glem, Intel i7 CPU 34GHz, 14GB DDR3E AR-3lth.
ARE®E Pin #AS 21403, Pin® 2191 VisualStudio
20102 #3949 3t} PinDemoniuml8]2 mFAw =4 o]2 o]
20161 7921 WS Githubdl| 4] th1kol ARE-3}A T

42 Moty 3

B AR 3% OEP7} 7HA = 543 A7 47/ &
Eg2 F&3Ic} Table 49} Table 59 &18]&L Pin[9]¢]
APIE ©]83] PinDemonium® & 73 glth Table 69 <]
%< PinDemonium([8]2] A& Zd|2 o] &3r}. Table 7
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1) Sequence of system function call after OEP
2 A= A" SE5EA 2 OEPE Zeth &
SAI= Table 39 H77F 3&HUAEA &lste] OEP §1

FAaE Bt 2 oo $aeES Table 49 21t
Table 4+ flag HTE5S &8319] Table 39 450 &
ZH A=A gelste] OEP $1E etk BE flag WFE
P

Table 4. System Function Call Matching Pseudo Code

Algorithm: system function call matching
var flag 1, flag 2, flag 3, flag 4, flag 5 = FALSE;

while Pin api trace
if(not long jump, jump outer section detected)

if(get SE Handler installation instruction)
set flag 1 = TRUE;
if(get ID, Version, Time function call)
set flag 2 = TRUE;
if(get MemoryAlloc, Initialize pointer function call)
set flag 3 = TRUE;
if(get AppType, ScreenInformation function call)
set flag 4 = TRUE;
if(get argument copy, enviromnet setting function call)
set flag 5 = TRUE;

if(flag 1, flag 2, flag 3, flag 4, flag 5 == TRUE)
Return recent WrittenAndExecute Address;
end while
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2) Parameters of packed programs after OEP
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mt mam(mt argc, char *argv)2] v
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Table 5. Parameters Matching Pseudo Code

Algorithm: parameters matching

var programName

while Pin instruction trace
if(programName != Current Program name)
if(get __getmainargs)
get argument from stack memory
at ESP+10 address;
set programName;
el if(get getCommnadLineA)
get argument from stack memory
at EAX value;
set programName;
if(programName == Current Program name)
Return recent WrittenAndExecute Address;
end while

Table 55 @A) A8 == 7139 (Current Program name)

I e EAge] = visfESsE Zol OFP R E Ze
tl. _ getmainargs 23 % ESP+109] & vizld g9 & A
Ay ZRadgs ¥laste]  FYsiH FH
WrittenAndExecute 545 OEP $REZ jighaic) di =
233 _getmainargss AHE3SHA &=t o] ASE
getCommnadLineA A|2~® &4 23 F EAX #A2=Hol
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3) OEP exists at program execution flow change
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Table 6. Execution Flow Change Detect Pseudo Code

Algorithm: execution flow change detect

var curEip
var preEip

while Pin instruction trace
set preEip
go next instruction
set curEip

if(lcurEip—preEip| > 0x200) Return curEip;
if(curEip's memory section name
!= preEip’s memory section name) Return curEip;

end while

AIAE T7H M6=(2018. 6)

Table 62 PinDemoniumell +&¥ W[8]7 U3t &
Al A B PinDemonium(8]9] AAz =

Table 62> 2217 A3 F EIPE &84 715 A3}
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4) OEP in WrittenAndExecute pages

B AAE Isawa et al's work 9 UntA st RG] &5
A3}, 3FA R Pin[9] 0.2 &3l Isawa et al.’s work ¢ U
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Table 7. (Little) Modified Isawa et al.’s Work Pseudo Code

Algorithm: modified Isawa et al.’s work pseudo code

var writeAddressSet<src, dst>
var markedAddressSet<addr>

while Pin instruction trace
if(IsWritelnstruction)
writeAddressSet.push(src, dst)
if(Eip in writeAddressSet’s dst) marking U at src;
if(any marked U writeAddressSet's src ==
any in writeAddressSet’s dst) marking U at dst;

save marking U address at markedAddressSet;

if(current WrittendAndExecute Address
in markedAddressSet) Return ;
else Return current WrittendAndExecute Address;
end while

Table 7& A =0l 98] 207 MEY FA2E sre(h
22) FAa8} dst(EFHA) F425 o2 writeAddressSetoll Xﬂ
Zste] OEP $1WE zh=tl WrittenAndExecute F4
writeAddressSetd] 4 F 227] HEo]o] =X z*(dst)
9} EIPZ ZrolAt}y, =219 el % writeAddressSet2]
dst 29} ¢ X3k= EIP7F Y42 WrittenAndExecute 54
2 & 4 v} o] wl, writeAddressSet ¢Fe] dd 2] src
Fahve ‘AT gk TR AslF Frlo] ulo]
YglZeg AAste Frlold ou& Ugla np st 13]
I writeAddressSet?] src, dst 4 S Al7F S0 & ¢
dst a0 UrtAlo] JEA et UnkAdE Fa0 UﬂJ_E]
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Table 8. Experiment Result

O = OEP exists in OEP candidates
X = OEP does not exists in OEP candidates

Classification PinDemonium Isawa et al.'s work QuickUnpack?2.2 Suggestion

UPX 1.02 2 05 0] 2 05 0] 1 1.0 0] 1 1.0 0]

PECompack 5 0.2 0O 2 05 0] 1 1.0 0] 1 1.0 0]

ASPack 2.0 13 0.076 0 2 05 0 1 1.0 0] 1 1.0 0]

ASprotectl.2 92 0.010 0] 16 0.062 0] 1 -1.0 X 3 0.333 0]

Obsidium1.3 68 0.014 ) 31 0.032 0] 1 -1.0 X 7 0.142 0

Themida2.2 592 0.001 0] 26 0.038 0] 1 -1.0 X 53 0.018 0]

VMProtect 2.0 4 0.25 ) 2 05 0] 1 -1.0 X 1 1.0 0]

WWPack 4 0.25 0] 3 0.333 0] 1 -1.0 X 1 1.0 0

Packman 2 05 ) 2 05 0] 1 1.0 0] 1 1.0 0]

petite 11 0.090 0 5 0.2 0] 1 -1.0 X 2 05 0]

MEW 3 0.333 0 3 0.333 0] 1 1.0 o) 1 1.0 0]

Enigma4.03 10 0.1 ) 9 0.111 0] 1 -1.0 X 6 0.166 0]

mpress 4 0.25 (0] 3 0.333 O 1 -1.0 X 2 05 O

nspack 4 0.25 0] 2 05 0] 1 -1.0 X 2 05 0]

yodal.3 2 -05 X 2 -05 X 1 -1.0 X 2 -05 X

safeingine 3.09 2 -05 X 2 -05 X 1 -1.0 X 2 -05 X
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