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Abstract

Ciphertext-policy attribute-based encryption (CP-ABE) associates ciphertext with access
policies. Only when the user’s attributes satisfy the ciphertext's policy, they can be capable to
decrypt the ciphertext. Expressivity and security are the two directions for the research of
CP-ABE. Most of the existing schemes only consider monotonic access structures are
selectively secure, resulting in lower expressivity and lower security. Therefore, fully secure
CP-ABE schemes with non-monotonic access structure are desired. In the existing fully secure
non-monotonic access structure CP-ABE schemes, the attributes that are set is bounded and a
one-use constraint is required by these projects on attributes, and efficiency will be lost. In this
paper, to overcome the flaw referred to above, we propose a new fully secure non-monotonic
access structure CP-ABE. Our proposition enforces no constraints on the scale of the attributes
that are set and permits attributes' unrestricted utilization. Furthermore, the scheme's public
parameters are composed of a constant number of group elements. We further compare the
performance of our scheme with former non-monotonic access structure ABE schemes. It is
shown that our scheme has relatively lower computation cost and stronger security.
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1. Introduction

The fundamental lineaments making the cloud so attracting today is the grand accessibility it

supplies: users can access their data by means of the Internet from anywhere, whereas
unauthorized receivers can not access the data. One possible approach to support this feature is
to encrypt stored data. Conventional public-key encryption mechanisms, nevertheless, were
formulated to encode data confidentially to a objective receiver, which appears to limit the
scope of possibilities and flexibility provided by the cloud environment.

To solve this problem, The fuzzy identity-based scheme was proposed by Sahai and Waters
[1], then the concept of attribute-based encryption (ABE) was foremost presented. This
scheme is restricted therein it allows an authority merely to issue private keys expressing
threshold policies. Since then, several works [2-17] proposed different ABE systems and
applications, among which two worksare remarkable. Goyal et al. [6] propounded a
fine-grained access constraint for attribute-based encryption. Their constructure supplies a
mechanism to create secret key with a fine grained access tree policy built up through AND,
OR, and threshold gates. Such scheme as key-policy attribute-based encryption(KP-ABE) was
called by researchers. Contrary to [6], Bethencourt et al. [2] proposed a scheme, which the
access policy imbeded in ciphertext instead of in secret key. The scheme was entitled as
ciphertext-policy attribute-based encryption (CP-ABE). In recent years, Li [14] propounded a
hidden access policy CP-ABE scheme, which can protect the privacy of the encryptor and
decryptor. Guan [16] proposed a conditional CP-ABE which enables data owner to add extra
access trees and the corresponding conditions. Jiang [15] proposed a flexible CP-ABE
supporting AND-gate and threshold with short ciphertexts.

The research on ABE focus on two subjects: one is to raise its expressivity; the other is to
reach stronger security. An extensive rank of access structures can be expressed by the above
schemes, but they are still restricted since they support a monotonic access structure only. For
example, we merely want to authorize the set {a,,a,} or {a,,a,}, but the authorized sets can

be expressed in (a, A&, A—a, A—a,) Vv (—a A—a, Aa; A8,) Only, no monotonic access

structure can fulfill such demand. Ostrovsky [18] proposed the first KP-ABE scheme with
non-monotone access structure to address this problem. The scheme adopts the idea from the
Naor-Pinkas revocation scheme [19] to obtain the selective security and fixed size of attributes
set. Cheung [4] propounded an ABE scheme with non-monotonic access structure, according
to doubling attributes universe’s size. A bounded CP-ABE was proposed by Vipul Goyal [5],
in which attributes should be mapped to three values: Non-Negated, Negated and Ignorable.
Sadikin [20] propounded a non-monotonic access structure CP-ABE using the real NOT gate
in the access structure. Yamada [21] proposed a new non-monotonic ABE schemes with
compact parameters. Conditional CP-ABE was broadened by Wang [22] to give support to
XACML (eXtensible Access Control Markup Language) based policy transformation and to
support logical NOT in policies by means of De Morgan's Laws. Unfortunately, all these
schemes were proved to be secure under Selective-ID model. The attacker ought to announce
the access structure he will attack prior to getting public parameters of the system. This is
apparently not acceptable for the security requirements in practice.

Some works have presented fully secure schemes to enhance the security. Waters [23]
proposed a fully secure IBE scheme using what they called dual system encryption. Okamoto
[24] proposed a fully secure functional encryption (FE) scheme with non-monotonic access
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structure. Lewko [25] provided an ABE scheme with the inaugural proof of full security in the
standard model through exploiting the dual system encryption. Nevertheless, the attributes in
these schemes needing a one-use constraint, a loss will be incurred by such mechanism in
efficiency. To obviate the efficiency loss, a fully secure monotonic access structure CP-ABE
scheme was propounded by Lewko and Waters [26], which full security is reached by using
selective methods. This work permits attributes’ unrestricted use when even proving to be fully
secure in the standard model. Yang [27] proposed a fully secure non-monotonic access
structure KP-ABE by making use of the new proof methods, but the number of attributes was
fixed. Yuan [13] propounded a fine-grained access control based on non-monotonic CP-ABE
without proving the security. Yet fully secure non-monotonic access structure ABE schemes
are still desired.

In this paper, to conquer the deficiency mentioned above, we propose a new fully secure
non-monotonic access structure CP-ABE. The size of the attributes that are set is not restricted
by our construction and our construction allows unrestricted use of attributes. Furthermore, the
scheme's public parameters comprise a constant number of group elements. We further
compare our scheme with former non-monotonic access structure ABE schemes. The results
show that our scheme has relatively lower computation cost and stronger security.

The remainder of the article was organized as follows. In Section 2, we present the principal
theoretic background we utilize later on. In Section 3, our construction is explained in
particular. In Section 4, we prove its full security in the standard model. In Section 5, we
compare our work with former works in the literature. In Section 6, we conclude the article.

2. Preliminaries

2.1 Composite Order Bilinear Groups

We define composite order bilinear groups as follows [26].
We let G denote a group generator, an algorithm which takes a security parameter A as
input and outputs a description of a bilinear group G . We define G's outputas (N,G,G; ,e),

where N = p,p,p, is a product of three distinct primes, G and G, are cyclic groups of order
N,and e:G> — G, isa map such that:

(1) (Bilinear)va,bez,,e(g9% 9")=¢e(g,9)®

(2) (Non-degenerate) 3g € G such that e(g,g) has order N in G,

We refer to G as the source group and G, as the target group. We assume that the group
operationsin G and G, andthe map e are computable in polynomial time with respectto 4,
and the group descriptions of G and G, include a generator of each group.

2.2 Access Structure

The definition of Access Structure is defined as follows [27].

Let U ={U,,U,,...U,} be a set of parties. ASc 2" is a subset of 2” and 2" denoted the
set of all the subset of U . The collection AS is called an access structure. The sets in AS are
called the authorized sets, and the sets not in AS are called the unauthorized sets. The access
structure is monotone if VA, A", Ac AS and AcC A', then A'e AS.
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2.3 Linear Secret Sharing Scheme

We define linear Secret Sharing Scheme as follows [21].

Let P be a set of parties. Let L be an | xm matrix. Let z:{l,---,1}— P Dbe a function that
maps a row to a party for labeling. A secret sharing scheme = for access structure T"over a set
of P isa linear secret-sharing scheme (LSSS) in Z, and is represented by (L,7) if it consists
of two efficient algorithms:

Share_, . There exists an efficient algorithm that takes as input a value to be shared se Z .

It chooses s,,---,s,, <= Z, and let s=(s,5,,---,5,). It outputs L-s as the vector of | shares.

The share 4 =(L;,s) belongs to party (i), where L denotes the i row of L .
Recon,_ . . The algorithm takes as inputanaccess setS eI". Let | ={i|z(i) € S}. It outputs a

set of constants {(i, )},., which has a linear reconstruction property: Ziel WA =S.

2.4 CP-ABE Definition

A CP-ABE system consists of four algorithms:
Setup: This is a probabilistic algorithm that takes no input other than the implicit security
parameter. It outputs the public parameters PP and a master secret key MSK .
Encryption: This is a probabilistic algorithm that takes as input a message M , an access
structure 4, and the public parameters PP . It outputs the ciphertext CT .
Key Generation: This is a probabilistic algorithm that takes as input a set of attributes w, the
public parameters PP, and the master secret key MSK . It outputs a decryption key SK .
Decryption: This algorithm takes as input the ciphertext CT that was encrypted under an
access structure A, the decryption key SK for a set of attributes w, and the public
parameters PP . It outputs the message M ifwe 4.

2.5 Complexity Assumptions

Assumption 1. [26] Given a group generator G , we define the following distribution:
G :(N = PP, pg,G,GT,E)(R—g,
: sz ! g3 N

D=(G.0,.9,.05,0;X,. 05, ). T, =€(9,,0,) . T, «*—G.
We define the advantage of an algorithm A in breaking this assumption to be:
AdV: (ﬂ)::‘Pr[A(D,TO)zl]— Pr[A(D,Tl)zl]
Assumption 2. (The General Subgroup Decision Assumption [26]) We let G denote a group
generator and Z,,Z,,...,Z, denote a collection of non-empty subsets of {1,2,3} where each
Z, for i>2 satisfies either Z,NZ, #@#7Z, nZ, or Z,nZ, =B =7, nZ;. We define the
following distribution:
G:(N = PP, pa’G’GT ’e)<_R—g'

R R
9z, «—G,,,....04,«—G, ,

R

9, <G, ,9,, X,,Y, ¢ G, a,5¢«——1Z,

D=(G,9z,,...,0% ), Ty «——G, ,T,«——G, .
Fixing the collection of setsZ,,Z7,,...,Z, , we define the advantage of an algorithm A in
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breaking this assumption to be:
AdvP, (ﬂ)::‘Pr[A(D,TO)zlj— Pr[A(D,Tl)zlj\
Assumption 3. (The Three Party Diffie-Hellman Assumption in a Subgroup [26]) Given a
group generator G ,we define the following distribution:
G=(N=p,p,p;,G.Gr )G,
G, ,0;¢
D=(G,0,,9,.95.9;.95.0;). T, = 0}". T,«*—G, .
We define the advantage of an algorithm A in breaking this assumption to be:
AdvCr (ﬂ)::‘Pr[A(D,TO) =1]- PrI:A(D,Tl)zl]‘

Assumption 4. (The Source Group g-Parallel BDHE Assumption in a Subgroup [26]) Given a
group generator G and a positive ¢, we define the following distribution:

G:(N = plp2p3,G,GT,e)<Lg,
R

gl<R—Gp1,g2<R—Gp2,g3<R—Gp3,c,d, f.b, b «"—2Z

R

g, «——G, .0, ¢ G, XY, Z¢"—Z,

N

cq+2

D=(G.9,,0,.0,.9/ .0, 05,95 .05 95 o0

c'Ib;

9, ' Vie[2q]\{q+1},je[a],

dfb; dfc'b;. /b,

9, Vielal.g, " viela].jj'e[a]stj= )

Ty= ggc“*l

We define the advantage of an algorithm A in breaking this assumption to be:
Advg, (4)=|Pr[A(D,T,)=1]-Pr[A(D,T,)=1]

TG, .

2.6 Non-monotonic Access Structure

We recall a technique proposed by Ostrovsky, Sahai, and Waters [18] to move from
monotonic access structures to non-monotonic access structure. Denoted A as a collection of
monotonic access structures for a set of parties P, the parties in P has the following
properties: either the name is normal (like x) or it is primed (like x'), and if xe P then x'e P
and vice versa. Conceptually, prime attributes are associated with negation of unprimed
attributes.

We define the family of non-monotonic access structure A: For each monotonic access
structure A, the corresponding non-monotonic access structure is NM (A) over a set of

parties P, where P is a set of all the unprimed parties in P . For every setS c P, N(§) is
defined as N(S)=Su{x'|x e P\S}. Then NM (A) is defined by saying that S is authorized

in NM (A) ifand only if N(§) is authorized in A. For each access set X € NM (A), there is a
set in A containing the elements in X and primed elements for each party not in X .
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3. Main Construction
Setup(A) : The setup algorithm executes as follows. It selects a bilinear group G of order
N = p,p,p, (3 different primes). We let G, denote the subgroup of order p; in G. It then
selects random exponents «,a,k € Z, and a random group element g G, . Finally the
public parameters: PP=(N,g,9% g% ,e(g,9)“) . The master secret key: MSK =(g“,g,), g, is
a generator of G .
KeyGen(MSK,PP,y) : Given a set of attributes y ={y,,--,y;}<Z, , the key generation
algorithm  chooses random exponents b,c,deZ, , and random elements
RR'{W, Vi}AW,"V, }; €G, . It then chooses r,1,--,F; «Z, and I, 1 €Z,
randomly such that r, +---+r, =r. The secret key is K =g°g"R, K, =9 (g“"g%)"W,,
K'=g'R', K, =gV, K, =(g""g®)"W K, ="V, vie[f].
The final output is SK = (K,K'{K; ,K,, Ki,l' , Ki’z, Viel[f]}).
Encrypt(PP,M ,f): A ciphertext satisfying the non-monotonic access structure T will be

computed by the encryption algorithm. As presented in Part 2.6, there is a monotonic access
structure I" and linear secret sharing scheme (L,7) over P corresponding to I. First, the

algorithm chooses randomly s=(s,s,,-,s,) < Z and for each (i) ,i=1---,| computes
share 4, =(L, -s) . It then computes C,=M -e(g,g)**, C,=g°.
If x. is not primed, we have
C =(Ci=g"g".Cl=(g"g")".Cl=0") (1)
If x._is primed, we have
C =(C'=g"g"".C’=(g"g")".C’=g") (2
Decrypt(PP,CT, SK) : First the decryption algorithm checks whether y e[, if not it outputs

L. Ify e[, we can get [ =NM (') and corresponding linear secret sharing scheme (L, 7).
For I ={i|z(i))ey"}, y'=N(y)el, if the attributes set y' satisfy I', a set of coefficients

{(i, 2£)}.., can be computed by the receiver such that Ziel A-u=5S.
Next, for every positive attribute x. € y , the decrypt procedure computes:

e(Cl.K")-e(Cf,K;,) -e(CP K;))

=e(g"9%,9")-e((g"9%) ", 9")-e(g", 9" (9" 9%)") (3)
=e(g,9)"" -e(9,9)™ -e(g,9) " -e(g,9) ™" -e(g,9)""
=e(g9.9)"

For every negated attribute x, € y , the decrypt procedure computes:
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1

e(C! K- T (e(C!, K ) e(C?, K, )

ief]

1
=e(9,9)"" -e(9,9)™" - [ (e(g,9)™"™" -e(g,g) ™" )* " 4)
i<[1]
kbrt;

'-e(9,9)

Kbrt;

=e(9,9)"" -e(g,9)

=e(g,9)""
Finally the message can be obtained by computing:
C

M — 0
e(C.. K)-J(e(g,9)"*)*

iel

C0
e(9°,9%9")- ] (e(a,9) )

iel

©)

_ C0
e(9,9)”

4. Proof of Security

Our scheme's security is now proven as follows:

Theorem 1. Under Assumption 1, the General Subgroup Decision Assumption, the Three
Party Diffie-Hellman Assumption in a Subgroup, and the Source Group g-Parallel BDHE
Assumption in a Subgroup defined in Section 2.5, our scheme defined in Section 3 is fully
secure.

The security proof is acquired via a hybrid argument by means of a sequence of games,. We

let g, : a fixed generator of the subgroup G, .

Semi-functional keys: In order to generate a semi-functional key for an attribute set y , one
first calls the normal key generation algorithm to create the normal key:
K, K'{Ki1, K, Kip  Ki, Fieg » then a random element W G is chosen, and gets the
semi-functional key: KW, K" {K;,,K;,,K; ;" K, }; -

Semi-functional ciphertext: In order to generate a semi-functional ciphertext for the

non-monotonic access structure I, one first runs the normal encryption algorithm to create the
normal ciphertext, then randomly choosesa',b',d",c',k'e Z, , random exponent 7, € Z,, and

6, € Z, for eachiel, a random exponent y, € Z, for each attribute i .The semi-functional
ciphertext is: C,, C,q5, if w, is a positive attribute: C;,gy 4*",C,,9," ™™ | C, 97 ; if
w, is a negated attribute: C;, 'g; *"**” ,C,,"g,*"™ "™ [ C, "9y .

Nominal Semi-functional keys: The simulator first takes the normal keys using the normal
key generation algorithm, then randomly choosesr'e Z,, and ¢. € Z,, for eachie[f]. The
nominal semi-functional key is: Kgd"™, K'gl', K., ™ "™*% K00, K,g5" o 2va,

i192 i,292 i192
K.,g%", Vie[f].
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Temporary Semi-functional keys: The simulator randomly chooses W € G, and creates
the temporary semi-functional keys: KW , K'gy', K;,g,¢ ™" ™ K, ,07, K;,g; "%,
K;,00, Vie[f].

For each k from1toQ, the following games are defined:

Game,,,, : This is the actual security game, the ciphertext and keys are normal.

Game, : The ciphertext that is supplied to the attacker is semi-functional, and the keys are

normal.
Game, : The ciphertext that is supplied to the attacker is semi-functional. The remaining

keys are normal.

Game,' : This is similar toGame, , apart from the fact that the Kk, key supplied to the
attacker is a nominal semi-functional key. The first k —1 keys are still semi-functional in the
original sense, whereas the remaining keys are normal.

Game, : This is similar to Game, , apart from the fact that the k,, key supplied to the

attacker is a temporary semi-functional key. The remaining keys are normal and the first k —1
keys are semi-functional in the original sense.

Gamey,,, - This is similar to Game,,, the only difference is that the ciphertext sent to an

attacker is encrypted with random messages.

Our hybrid argument is completed in the following lemmas.

Lemma 1. Beneath Assumption 2, there is no polynomial time attacker can achieve a
non-negligible difference in advantage between Game,, and Game, .

Proof. Assuming that a PPT attacker .4 achieving a non-negligible difference in advantage
between Game,,, and Game,, we can generate a PPT algorithm 5 to break the assumption 2

with sets: Z, ={1},Z, ={1,2},Z, ={1}, Z, ={3}. Bisgiven g,,9,, T , where g, denotes a
generator of G, , g, denotes a generator of G, , and T is either from G, or G, . B will

simulate either Game,,,, or Game, with A.
B randomly  selects a,akez, then the public parameters:

PP={N,g=0,,0°=07,9"=05,e(9,9)* =e(g,,9,)“}. It gives these to A. B saves the
MSK .

In some stage, A request a challenge ciphertext for non-monotonic access structures r
and message M, M,. B first chooses a random bit b, then B chooses random exponents

A e€Zy, t ez, for each i from 1 to I, It sets g7 equal to the G, part of T and sets
A =sA , t, =st , then outputs the challenge ciphertext: C, =M,e(g,,T)*, C, =T, if x, is a
positive attribute: C}:T‘“N**“? , CP=TY, C? —Ttetean) - x, is a negated attribute:
CH = T9AHL o5 _T-(ktrat) (6 _Th

If TeG, , thisis a distributed normal ciphertext, and B has properly simulated Game,,

with 4. If T €G,, | with

A . So B can break the assumption 2 with the same advantage if the adversary A can
achieve a non-negligible difference in advantage between Game,.,, and Game, .

this is a semi-functional ciphertext, and B has simulated Game,

real

real
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Lemma 2. Beneath Assumption 2, for any 1<k <Q, no polynomial time attacker can

achieve a non-negligible difference in advantage between Game, , and Game," .

Proof. Assuming that there is a PPT attacker .4 achieving a non-negligible difference in
advantage between Game,,,, and Game,, we can generate a PPT algorithm B to break the

assumption 2 with sets: Z, ={1,3}, Z, ={1,2,3}, Z, ={1}, Z, ={3}, Z, ={1.2}, Z, :={2,3}.
B is given g, g, X, X,,Y,Y;, T, where X, is a generator of group G, , g, and X, are
generator of group G, , X, isa generator of group G, ,and T is either a random element of

G,, or G,,, - B will simulate either Game, , or Game,' with A.
For the inaugural k —1enquiries, B first announces the normal key generation algorithm to
get K, K", K, K,,K,", K,", then B selects ez, randomly, and creates the

semi-functional key: K(Y,Y,)", K', K, Kii' K,

i17 Ki,Z' i1 N2

To respond the enquiries of k key, B selects R,R'{W;,V;},{W;"V;}€G, and a
exponent BeZN , then creates the key: K=g T°R, K'=TR', KiYI:T’“EWi“*A“W ,
Ki,=T™W,, K, =T"®W:  K,'=T"V,". In order to create the semi-functional
challenge ciphertext for non-monotonic T and message M, , B outputs the semi-functional
ciphertext: C, = M,e(g,, X, X,)“, C, =X, X, , if x; is a positive attribute: C; = x1x2d5+°‘7,
Cr=X,X, Mt cioxX,* ; if x is a negated attribute:
C = X, X000 €8 = X X, M6 cf = X X, b,

This is a properly distributed normal key if TG, , , B simulated Game, , with A . This
omp, » B Simulated Game;' with 4. So B can break the

assumption 2 with the same advantage if the adversary .4 can achieve a non-negligible
difference in advantage between Game, , and Game,'.

Lemma 3. Beneath Assumption 3, no polynomial time attacker can achieve a
non-negligible difference in advantage between Game; and Game ,k =1,---,Q,.

Proof. Assuming that there is a PPT attacker .4 achieving a non-negligible difference in
advantage between Game; and Game,', we can generate a PPT algorithm B to break the

is a semi-functional key if T eG

assumption 3. B is given 9,,0,,0,,.95.9,,9,,T , where T is either g;* or a random
element of G, . B will simulate either Game; or Game,' with .4 depending on the nature

of T.
For the first k —1 queries made by A, B firstly runs the normal key generation algorithm

to get K,K'K;,K, K ;"K,", then B randomly chooses Wer2 , and forms the

2 N1
semi-functional key as: KW,K*K,,,K,,,K;,"K;,". To form the k" key, B first calls the
normal key generation algorithm, then randomly choose r'e Z ;and ¢, € Z,, . It sets the key
as Kg; T, K'g;, Ki,lgz_CIrl+kIV/ir'+M Ki297, Kil,lg;IbIWﬁaW , Kil,zgg‘% -

If T =g,” this is a properly distributed nominal semi-functional key, and if T is a random
in G, , this is a properly distributed temporary semi-functional key.

i1
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To create the semi-functional challenge ciphertext for non-monotonic access structures r
and message M, , B first runs the normal encryption algorithm to produce a normal ciphertext.

Then finds the monotonic access structure T" and linear secret sharing scheme IT over P
corresponding to I' . For every attribute Z corresponding to T" , where Z eP ,
lety'=N(y)el'. Let M be the share-generating matrix for linear secret sharing scheme. B

can efficiently find a vector we Z, such that w- M, =0. Such a vector will exist as long as
(1,0,---,0) is not in the span of {M,}
vector w'e Z;, with first entry equal to 0 and implicitly set w = W+ c-w'. For semi-functional

ciphertext, B first computes C, and C,g; .
To compute the other part of semi-functional ciphertext, firstly, for the positive
attributes x, =x, . If x ey , B selects 5 ez, and outputs: C'g"g:" , (C2gf*gZ)™ ,

e, Modulo eachof p,, p,, p,.B also chooses a random

Clgl . If x ey, it will implicitly set » =(c’)"4 - W+77 and outputs: C! wagcn, ’

(C2g gy ™, C3g® #"g’ . For the negated attributes x, = x.". If x'e , then x.'¢ y'. B
selects ¢. eZ, and settmg w_—A, +¢, randomly. B creates the semi-functional ciphertext:
ClglCw gk | Cog (xah)  Cogd | If x'gy, then x'ey'. B selects 4'eZ, and
outputs the semi-functional ciphertext: g™ gk™ , C3g, "4 +#4) cogé .

If T=g,",B simulates Game,' with A. If T is random inG, , B simulates Game;
with A. So B can break the assumption 3 with the same advantage if the adversary A can
achieve a non-negligible difference in advantage between Game, and Game, .

Lemma 4. Beneath Assumption 4, no polynomial time attacker can achieve a
non-negligible difference in advantage between Game, and Game," .

Proof. Assuming that there is a PPT attacker .4 achieving a non-negligible difference in
advantage between Game] and Game,' for some k such that Q, <k <Q, we can generate a

¢ clb

PPT algorithm B to break the assumption 4. B is given gl,gz,ga,gz,g2 05,0, ',

dfc’ bj /b;

vie2a\{g+3 jelal, g, Vieldl. g,
T is either equal to g;W or a random element of G, . B will simulate either Game, or

, Vie[q], j,j l[q] such that j= j', and

Game,' with A dependingon T .
B can firstly create a normal key and then multiply the K using a random element of G

to create the first k —1 semi-functional keys. Because we are assuming the k™ key query is a
Phase 2 key query, before requesting the k™ key, .4 will request the challenge ciphertext for
non-monotonic access structures I'. B first finds linear secret sharing scheme over P
corresponding to I and the monotonic access structures I . For every attribute Z
corresponding to F,whereZe P, J, istheset of indices j suchthat p(j)=i. B define g/,
g4 as:

f=of [ (o ™)™ )™
©®)
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of =07 TT(as"™)"™ (g5 ™)™ (g ™)™
= (7)
Then B sets the sharing vector w : w:=(y,(cd)™", y,(cd)™ -y, (cd)™)
Vi Yo Yo €Zy » SO We have f'Aw=y A, +y,A4,+--+y,4,. B finally creates the

semi-functional ciphertext: C,, C,g; . If X, is a positive attribute: Cg%**% , C2g,@t+a%)
C2gi™ g ; If x isa negated attribute: ClgY% ™' | C2g,@+® c3g®gh,
If A later asks the k™ key for attribute setsy, B firstly calls the usual key generation

algorithm to create a normal key. In order to create the semi-functional components, it firstly
selects a vector 8=(6,,6,,---,0,) € Z,, such that -M, =0mod N . Such a vector will exist as

long as (1,0,---,0) is not in the span of {Mi}p(i)ey modulo each of p,, p,, p, . B sets
d'=6,c +6,c7" +---+0,c7™ . Then B canform g¢ =(g<')% (g )%+ (g )% Sinced
is orthogonal to M, we have:

d!ni :d!;};_’_z Z HmlMi'mzbi—quﬂ-ﬁ—mz—ml (8)

ied; my,my=1
my #m,

B can compute g;” from the terms it is given in the assumption because of
g+1+m,—m is in the set [2q]\{q+1}. So B creates the semi-functional term for key

(g5 )"
B simulates Game]' with 4 if T=g®" . B simulates Game] with A4 if T isarandom
elementof G, . So B can break the assumption 4 with the same advantage if the adversary A

component K : T% (g™ )%

can achieve a non-negligible difference in advantage between Game; and Game,',.
Lemma 5. Beneath Assumption 2, for any k from1to Q, no polynomial time attacker can

achieve a non-negligible difference in advantage between Game, and Game, .

Proof. The proof of lemma 5 is similar to the proof of lemma 2, apart from that B takes
Y,Y, to create a semi-functional key.

Lemma 6. Beneath Assumption 1, no polynomial time attacker can achieve a
non-negligible difference in advantage between Game, and Gamey,,, .

Proof. Assuming that there is a PPT attacker .4 achieving a non-negligible difference in
advantage between Game, and Gameg,, ,then we can get a PPT algorithm B to break the

Assumption 1. B is given g,,d,,9,,9°X,,9:Y,,T , where T is either e(g,,9,)” or a
random element of G, . B will simulate either Game, and Gamey,,, with A.

B chooses random exponento e Z,, if A requests a key for an attribute set » . The key is:
K'=g/R" , K=(g/X,)9;Rg} » K= 9,7 (9" g1)'W, Ki,llz(glkai 9:) W',
Kiz'= VHAAS

In order to create the semi-functional challenge ciphertext for non-monotonic T and
message M, , BB chooses randomly exponent ;1: el andtNi e Z,, the ciphertext is formed
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as:C, =M,T ,C, =gY,. if X is a positive attribute: C = (g3Y,)***" ,C2 = (gJY,) 4+t
C’=(gY,)" - if X is a negated attribute: Cl =(g;Y,)"" "™ , C?=(g;Y,) " ,
Ci6 = (glez)t' i

This is semi-functional encryption of a random message and B simulated Gameg,,, if T is

a random element of group G, . If T :e(gl,gl)a5 , this is semi-functional encryption of M,
and B simulated Game, with A.So, B can break Assumption 1 with the same advantage if
the adversary .4 can achieve a non-negligible difference in advantage between Game, and

Gamey,,, .
The proof of Theorem 1 is completed.

5. Comparisons

In this part, we compare our work with former works in the literature. We compare our work
with [13, 20-22, 27] as they also constructed ABE with non-monotonic access structure. For
convenience, PP, SK and CT are shortened from the size of the public parameters, the

secret key, and the ciphertext length excluding the access policy respectively. |G,|,|G,| denote

the bit-length of the elements belongs to G,, G, . t denotes the attributes’ number. n denotes
the number of attributes appearing in an access policy.

Table 1. Size of each Value

Schemes PP SK CT Policy
YDW13[27] (t+3)|G4] (3n+2)|G4] (t+3)|G4] Key

RSY 13[20] (t+2)|G1[+|G2| (3t+3)|G4| (2n+1)|G4|+|G4| Ciphertext
SNG 14[21] (4t+1)|G4] (4t+2)|G4] (3n+1)|G4] Ciphertext
YML15[13] (t+3)|G1[+|G2] (3t+2)|G4] (3n+2)|G4|+|G,| Ciphertext
WWT17[22] (3t+1)|G4| (2t+1)|G4|+|G| (2n+3)|G4] Ciphertext
Our scheme |Gy (4t+1)|G4] (3n+1)|G4] Ciphertext
Table 2. Security Properties of ABE

Schemes Security | Monotonic Assumption :Q/slttizg Attributes set
YDW13[27] | Fully Non g-parallel BDHE Yes Bounded
RSY13[20] Fully Non Generic bilinear group Yes Bounded
SNG14[21] | Selective Non n-(B) Yes Unbounded
YML15[13] | Selective Non DBDH No Bounded
WWT17[22] | Selective Non DBDH Yes Bounded
Our scheme | Fully Non g-parallel BDHE Yes Unbounded

In Table 1, the size of PP and CT in our scheme is the shortest ones, and the size of SK
of our scheme is short, so our scheme’s communication cost is small. In Table 2, compared
with YDW13, RSY13, WWT17 and YML15, the size of the attributes that are set is not
restricted by our construction. Compared with SNG14, YML15 and WWT 17, our constructer
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is fully secure in the standard model. In summary, our constructer has relatively lower
computation cost and stronger security than existing ABE schemes.

6. Conclusion

We presented a non-monotonic access structure CP-ABE scheme and the security is proven
in the adaptively model. The performance of our scheme compares favorably with previous
ones. A safer and more expressive scheme in the future deserves to be put forward.
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