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Abstract

Secure routing services in Wireless Sensor Networks (WSNs) are essential, especially in
mission critical fields such as the military and in medical applications. Additionally, they play
a vital role in the current and future Internet of Things (10T) services. Lightness and efficiency
of a routing protocol are not the only requirements that guarantee success; security assurance
also needs to be enforced. This paper proposes a Secure-Fuzzy Energy Aware Routing
Protocol (S-FEAR) for WSNs. S-FEAR applies a security model to an existing energy
efficient FEAR protocol. As part of this research, the S-FEAR protocol has been analyzed in
terms of the communication and processing costs associated with building and applying this
model, regardless of the security techniques used. Moreover, the Qualnet network simulator
was used to implement both FEAR and S-FEAR after carefully selecting the following
security techniques to achieve both authentication and data integrity: the Cipher Block
Chaining-Message Authentication Code (CBC-MAC) and the Elliptic Curve Digital Signature
Algorithm (ECDSA). The performance of both protocols was assessed in terms of complexity
and energy consumption. The results reveal that achieving authentication and data integrity
successfully excluded all attackers from the network topology regardless of the percentage of
attackers. Consequently, the constructed topology is secure and thus, safe data transmission
over the network is ensured. Simulation results show that using CBC-MAC for example, costs
0.00064% of network energy while ECDSA costs about 0.0091%. On the other hand, attacks
cost the network about 4.7 times the cost of applying these techniques.

Keywords: Wireless Sensor Network, S-FEAR, Energy, Tree, Routing Protocols, Network
Security
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1. Introduction

WSNs have a wide range of civilian and military applications including area and battlefield

monitoring, environmental/earth sensing, manufacturing/industrial monitoring, health care,
smart homes/cities/transportation, and the Internet of Things (1oT), among others. Owing to
the significant use of WSNs in such applications, which could involve the transmission of
extremely sensitive information, maintaining data security becomes a major challenge in the
implementation of WSN protocols. Consequently, it is important to consider security issues
and possible threats in any protocol design. The reliability of the sensed data is reduced when
few security requirements are in place. Breaking data security not only diminishes the
importance of data but also affects the services provided by triggering false alarms and wrong
reactions [1].

WSNs exhibit many characteristics such as low cost deployment, decentralized nature, easy
setting up and tearing down of the network, multi-hop communication, self-configuration and
routing, as well as limited resources in terms of energy, processing, memory, and
communication bandwidth, which make them attractive in many application areas. However,
such characteristics also introduce many challenges. In addition, WSNSs are open-air in nature,
and hence more vulnerable to security attacks [2-6]. To this end, proposing an energy-efficient
secure routing protocol to prolong the lifetime of WSNs, while taking into consideration their
characteristics and limited resources is a challenge.

The Fuzzy-based Energy Aware Routing (FEAR) protocol [2] was reviewed and studied as
a part of the research described in this paper. A vulnerability assessment was performed and
the resulting security model was proposed and mathematically analyzed. Subsequently, this
model was implemented by applying security enforcers to produce a Secure FEAR (S-FEAR)
protocol. The focus in this paper is to achieve both authentication and data integrity. Thus,
both the Cipher Block Chaining-Message Authentication Code (CBC-MAC) and Elliptic
Curve Digital Signature Algorithm (ECDSA) techniques were applied to the FEAR protocol
and evaluated to measure their energy requirements and capabilities in preventing dangerous
attacks, as well as limiting their occurrence. The use of these techniques protects the
constructed routing topology among network nodes. Consequently, this topology can be used
for safe data transmission. The FEAR protocol was chosen due to its proven efficiency in
solving the problems of the Tree Routing protocol [7] and other tree-based protocols [8-10] in
terms of reducing the number of messages exchanged among network nodes. In addition, it
provides an energy-efficient solution to solve node or link failure problems. By applying
energy-efficient security schemes to the FEAR protocol, a well-structured, energy-balanced
secure routing protocol was built to protect the network from various security attacks that
threaten the services it provides.

The rest of this paper is organized as follows: section 2 discusses the related work. Section 3
presents an overview of the FEAR protocol. The S-FEAR protocol is proposed in section 4,
including a detailed FEAR attack analysis, S-FEAR security requirements, S-FEAR
mathematical cost analysis and implementation. The S-FEAR evaluation results are presented
and discussed in section 5. Finally, the paper is concluded and possibilities for future research
are presented in section 6.
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2. Related Work

This section summarizes the secure routing protocols in WSNs. Abuhelaleh et al. [11]
proposed an armor leach protocol as a cluster-based WSN to secure the LEACH protocol
using mechanisms to achieve authentication, confidentiality and integrity. Klaoudatou et al.
[12] proposed another cluster-based security framework where two different scenarios for
infrastructure and infrastructure-less WSN environments were described.

Pathan and Hong [13] proposed a secure routing protocol for tree-based networks by
ensuring authentication and confidentiality using a one-way hash chain and a preloaded key. A
sink rooted tree was constructed for use in the routing process. To ensure the authenticity of
the transmitted data, all intermediate nodes were initialized with a basic one-way hash chain
number during the tree construction. Additionally, the authors assumed that no node could be
compromised during the tree construction.

Another secure protocol for tree based routing was proposed by Papadimitriou et al. [14].
This protocol uses Public Key Cryptography (PKC) to protect the network against sinkhole
attacks by signing the message to prove its identity.

To evaluate security techniques, Séderlund [15] studied the impact of adding a message
authentication code on the lifetime of the WSN based on different symmetric and asymmetric
approaches. The results showed that the lifetime of a sensor node is not affected by the
addition of authentication. In addition, the results also demonstrated that using
symmetric-based authentication is more efficient than asymmetric approaches.

In the studies conducted by Ren et al. [16] and Yeh et al. [17], the authors presented
asymmetric-based authentication schemes. Ren et al. [16] used different cryptographic
techniques, such as a Merkle hash tree and an identity-based signature scheme to achieve
immediate broadcast authentication and to minimize the computation and communication cost.
Yeh et al. [17] provided an Elliptic Curve Cryptography (ECC)-based solution to achieve
authentication. Gupta et al. [18] proposed another ECC authentication scheme.

This paper focuses on enhancing energy efficient tree-based routing protocols in WSNSs,
and mainly, the FEAR protocol, by applying security schemes to ensure a secure topology is
constructed among the network nodes. In so doing, this topology can be used for safe data
transmission. The FEAR [2] protocol has been chosen due to its efficiency in solving the
challenges of tree-based routing protocols in terms of reducing the number of messages
exchanged among network nodes. In addition, it provides a power efficient solution to solve
node or link failure problems. The FEAR protocol has been reviewed, studied, analyzed, and
compared with many other WSN routing protocols [19-31]. However, none of these studies
have tackled the security aspects of this protocol. By applying energy-efficient security
schemes to FEAR, a secure, well-structured routing protocol is constructed to protect the
network from different threats and attacks, as well as provide many security services including
authentication, data integrity, and confidentiality.

3. FEAR Overview

This section presents an overview of the FEAR protocol and introduces its main phases,
advantages, and disadvantages.

FEAR is a tree-based routing protocol that improves the Tree Routing (TR) protocol, which
is supported by IEEE 802.15.4 [7]. The TR protocol has two main drawbacks. Firstly, message
transmission depends on the source depth, the deeper the node the longer the path. Secondly, it
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suffers from node or link failure that causes the isolation of nodes. The FEAR protocol reduces
excessive control messages transmitted among network nodes and eliminates the overhead of
constructing and updating routing tables.

FEAR has three main phases; first, a logical tree is constructed among the network nodes.
During the construction phase, each node gets a logical ID and creates its neighbors’ table. Fig.
1 shows an example of logical tree construction. Secondly, data packets are transmitted using
neighbors’ links convoyed with parent-child links. During this stage, both the energy of
intermediate nodes and the depth are considered. Finally, the tree is reconstructed due to node
or link failure or the entry of a new node. In tree construction and reconstruction phases, a
fuzzy inference system is used to rank neighboring nodes according to specific factors. This
ranking is used to associate a particular node with the best possible parent in terms of
remaining energy, depth (number of hops to sink), and distance to maintain a balanced

network.
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Fig. 1. Logical tree construction

The FEAR protocol defines different control messages to control the tree construction and
reconstruction phases. Table 1 lists these messages with their corresponding purposes.

Table 1. FEAR control messages

Message

Purpose

Phase(s)

Ready

This message is sent by the node to broadcast its ID to its
neighbors and inform other nodes that it is ready to accept
children. It contains the sender 1D, power, and status.

Tree Construction.
Tree Reconstruction.

Engagement

This message is sent by the node to request an ID and a parent.

Tree Construction.
Tree Reconstruction.

Engagement_
Acceptance

This message is sent as a reply to an Engagement message. It
contains the sender ID, current energy, and the ID to be offered
to the requesting node.

Tree Construction.
Tree
Reconstruction.

UnReady

This message is sent by the node to broadcast its ID to its
neighbors.

Tree Reconstruction.

RequestParent

This message is sent when a node cannot reach its parent.

Tree Reconstruction.

NewNode

This message is sent when a new node wants to join the network.

Tree Reconstruction.

Inform

This message is sent by the node to inform the neighbors that the
node will go down soon.

Tree Reconstruction.

ChangelD

This message is sent when a node changes its ID due to any
failure (e.g. the node changed its parent). It informs other nodes
to modify its ID in their neighbors' tables.

Tree Reconstruction.
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The main disadvantage of the FEAR protocol is the lack of security countermeasures
throughout its phases. Attackers can easily bring the network down by overrunning its limited
resources or distributing fake topological information among network nodes. The following
section discusses possible FEAR routing attacks and proposes the S-FEAR protocol.

4. S-FEAR

As mentioned in the FEAR overview section, attackers can affect FEAR’s constructed
topology by distributing the wrong topological information. Consequently, this topology
cannot provide secure data transmission. In the following subsections, possible attacks that
affect the routing process in the FEAR protocol and their consequences are discussed. In
addition, security solutions to protect the network from these attacks are also presented and
their costs are analyzed and measured.

4.1 FEAR Routing Attacks

The FEAR protocol uses control messages during the tree construction and reconstruction
phases. Owing to the absence of security defenses, attackers can utilize these messages to
affect the topology construction and disseminate the wrong control data. Additionally,
attackers could influence data transmission by injecting false data or dropping important data.
Table 2 lists possible attacks and their consequences on the FEAR data routing and delivery
processes.

4.2 S-FEAR Security Requirements

To protect WSNs from different types of attacks, prevention techniques must be applied to the
FEAR protocol. Choosing the appropriate techniques depends on both the security
requirements and the available resources. This study focuses on establishing a secure topology
in the data transmission phase to ensure correct and safe data delivery. The secrecy of the data
itself (even among normal sensors) is out of the scope of this paper because it depends on the
application itself.

To establish a secure topology and exclude adversary nodes, all sensors participating in the
construction phase are required to be benign. To achieve this, node authentication and data
integrity are required to ensure the correct distribution of topological information. This paper
demonstrates how both authentication and data integrity could be achieved, as well as the
corresponding cost in terms of consumed energy.

4.3 S-FEAR Cost Analysis

The communication cost in WSN routing protocols in general and the FEAR protocol in
particular is the main cause of sensor energy draining [2]. This includes the sending and
receiving of messages performed by all sensors.

Applying security schemes to achieve security services such as authentication and data
integrity requires the sensor to perform local operations to verify the authenticity and
correctness of the messages, which also costs the sensors some of their energy.

This section analytically measures the cost of building a secure model to secure FEAR and
produce S-FEAR, considering both the communication and processing operational costs.
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Table 2. FEAR routing attacks and their consequences

Control Purpose of the Attack Attack Consequences
Message message
Sent when: Send a large number of fake | - Overrun neighbors' resources due to the cost of receiving,
1. A node gets an ID; | Ready messages. processing, and storing fake Ready messages.
it is wused to - Neighbors add the adversary node to their neighbors’
broadcast the ID to tables.
inform other nodes | Eavesdrop on neighbors' Ready | Adversary node becomes aware of the network topology.
Ready that it is ready to | messages.
accept children Change the contents of the | - Neighbors store wrong topological information in their
2. The node receives | neighbors' Ready messages. tables.
a New-Node or - Affect the engagement process.
RequestParent
messages
Engagem | Sent when receiving | Send a large number of fake | - Overrun neighbors' resources due to the cost of receiving,
ent a Ready message and | Engagement messages. processing, and replying to fake Engagement messages.
used to request an ID - Neighbors accept the adversary node as a child and send a
and to assign a Parent reply (Engagement_Acceptance).
Sent as a response to | Send a large number of fake | - Overrun neighbors' resources due to the cost of receiving
Engagem | an Engagement | Engagement_Acceptance and processing fake Engagement_Acceptance messages.
ent_Accep | message. messages. - Neighbors accept the adversary node as a parent.
tance Change the contents of | - Neighbors get wrong Offered IDs; and consequently, have
neighbors' wrong IDs.
Engagement_Acceptance - Incorrect topological information is exchanged among the
messages. nodes.
UnReady | Used to broadcast the | Send a large number of fake | - Overrun neighbors' resources due to the cost of receiving,
ID. UnReady messages. processing, and storing fake UnReady messages.
- Neighbors add the adversary node into neighbors table.
Eavesdrop  on  neighbors' | Adversary node becomes aware of the network topology.
UnReady messages.
Change the contents of | Neighbors store the wrong topological information in their
neighbors' UnReady messages. | tables.
NewNode | Sent when: Send a large number of fake | - Overrun neighbors' resources due to the cost of receiving,
/ a new node wants to | NewNode/RequestParent processing, and replying to fake NewNode / RequestParent
RequestP | join the network / a | messages. messages.
arent node cannot reach its - Neighbors may accept the adversary node as a child.
parent
Inform Sent to inform | Send a large number of fake | Overrun neighbors' resources due to the cost of receiving,
neighbors that the | Inform messages. processing, and responding to fake Inform messages.
node will go down. Eavesdrop on  neighbors' | Adversary node becomes aware of the network topology.
Inform messages.
Change the contents of | - Neighbors may exclude benign nodes from their neighbors
neighbors' Inform messages. table; consequently, wrong topological information will be
stored.
- Wrong topology will be constructed among network
nodes.
ChangelD | Sent when a node | Send large number of fake | - Overrun neighbors' resources due to the cost of receiving,

changes its ID due to
some failure to
inform other nodes to
modify the ID in their
tables.

ChangelD messages.

processing, and responding to fake ChangelD messages.

Eavesdrop on  neighbors' | Adversary node becomes aware of the network topology.
ChangelD messages.

Change the contents of | - Neighbors change neighbors' ID. Consequently, wrong
neighbors' ChangelD | topological information will be stored.

messages. - Wrong topological information will be exchanged among

network nodes.
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Table 3 summarizes the list of notations used in the following equations and their meanings.

Table 3. Equation notations and meanings

Notations Meaning

N Number of nodes.

K Message size in bits.

D Distance between sender and receiver.

BC Block Cost. Depends on the security mechanisms that are used.
BS Block Size. Depends on the security mechanisms that are used.
RS; The size of i'th Ready message.

ES; The size of i'th Engagement message.

EAS; The size of i'th EngagementAcceptance message.

Ney; Number of neighbors for node i.

In terms of the communication cost, Heinzelman et al. [32] demonstrated that a node needs
ETx(k,d) to send a k bits message to a destination at distance d.

SendingCost (k, d) = ETx (k, d) = Eelec*k + Eamp*k * d ? (1)

Where,
e Eelec =50 nJ/bit
e Eamp = 100 pJ/bit/m?

Additionally, a node needs ERx(k) to receive a k bits message
receivingCost (k) = ERx (k) = Eelec*k 2
According to the FEAR protocol, the maximum number of messages that might be exchanged

among the nodes during the tree construction phase is calculated in Equations 3 and 4. This
number was proved in [2].

N
SentMessages = 2N + > Ne(n; ) ?)
i=1
N
receivedMessages = N + 2*2 Ne(n,) (4)
i=1
Where,

e N = Number of sensor nodes
e Ne(n;) = Number of neighbors for a specific sensor

Therefore, using Equations 1- 4, the S-FEAR communication cost is calculated as shown in
Equation 5:

N N
S-FEAR ComCost = 2N + > Ne(n; ) *ETx(k,d) +2* > Ne(n, ) * ERx(k) (5)
i=1 i=1
In terms of the processing cost, Equation 6 shows the cost of one control message. This cost
depends on two factors: number of message blocks and the cost of processing one block.

Message Cost (MsgCost)=NumOfBlocks ?loc k Cost (6)
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Where,

NumOfBlocks :[

MessageSize
_gw @

BlockSize

The Block Cost (BC) is the cost of processing one message block and it depends on the
security mechanism(s) used. The processing cost of both sent and received messages in
S-FEAR is calculated in Theorem 1 and Theorem 2.

Theorem 1: In the S-FEAR protocol, the maximum amount of energy that is consumed by
processing the sent messages during secure tree construction phase is:

(Z([qu (EI:\SSW) Z(Ne *ESI}»*BC

i=1

Proof: According to the FEAR protocol, three control messages are sent during tree
construction which are Ready, Engagement, and EngagementAcceptance. For Ready
messages, it has been proved in FEAR that N Ready messages are needed to build the tree.

Based on this, the number of blocks for all Ready messages is derived to be equal to ZN:{RS'W .
| BS

The same calculations were performed for the Engagement and EngagementAcceptance

messages with Z(Ne *[ES']) and Z(EAS'-‘blocks, respectively. Knowing the number of
i=1 BS

blocks for all control messages we can use Equations 6 and 7 to calculate the total cost

aS(Z({RS'—‘ [EASF‘) +Z(Nem *[ESF‘)) +BC.

Theorem 2: In the S-FEAR protocol, the maximum amount of energy that is consumed by
processing the received messages during the secure tree construction phase is:

S5 S [

Proof: According to the FEAR protocol, three control messages are received during tree
construction which are Ready, Engagement, and EngagementAcceptance. For Ready

N

messages, it has been proved that FEAR receives Z (Ne,,) Ready messages to build the tree.
i=1

Based on this, we derived the number of blocks for all Ready messages to be equal

to Z(Ne [ESS'W) . The same calculation was performed for Engagement and

. N ES| EAS|
EngagementAcceptance messages with Z(Nem ) and (Z( ) blocks,

respectively. Knowing the number of blocks for all control messages we can use Equatlons 6

and 7 to calculate the total cost as EAS'] {RS'] [ES'W
O St e 3o, B+ £y e

In conclusion, the overall cost (Communication + processing) of building the S-FEAR
topology is calculated in Equation 8.
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OverallCost(S-FEAR) = (8)
(2N + " Ne(n; ) *[ETx(k,d) + MsgCost]) + (N + 2 > Ne(n; )) *[ERx(k) + MsgCost])

i=1 i=1

This secure model was implemented by applying specific security techniques to achieve the
required security services. Afterwards, experiments were conducted to test the protocol’s
performance in terms of attack prevention and energy consumption after implementing the
selected security enforcers, as illustrated in the following sections.

4.4 S-FEAR Protocol Implementation

As this paper focuses on achieving authentication and data integrity, Message Authentication
Code (MAC) or Digital Signature (DS) schemes could be used to achieve these two security
requirements. MAC algorithms are either hash-based or block cipher-based. On the other hand,
DS uses Public Key Cryptography (PKC) to sign the transmitted messages.

A detailed study about the energy cost estimation of different MAC and DS techniques has
been conducted in [33]. Based on this study, and to balance security strength and energy
consumption, both CBC-MAC using AES and Elliptic Curve Cartography (ECC) were
examined in this study to develop a secure FEAR protocol (S-FEAR).

AES [34] is one of the most popular symmetric-key cryptographic algorithms. It uses a 4 x 4
array of bytes called the state array. Its main operations are substitution and permutation and it
operates on a fixed block size of 128 bits and variable key sizes, 128, 192, or 256 bits, with 10,
12, and 14 rounds, respectively.

CBC-MAC [35] is a technique used to calculate the MAC value based on a block cipher.
The message is encrypted using the block cipher algorithm in CBC mode to create a chain of
blocks. The MAC value is added to the message and this value is the result of the encryption of
the last block. It uses two different keys; one key is used by the block cipher algorithms (CBC)
and the other for the MAC calculation [36]. In this way, any change to any plaintext bit(s) will
cause a significant change in the final encrypted block that cannot be predicted without
knowing the block cipher key.

The use of authentication and data integrity techniques requires that all nodes agree on
either shared or public keys before applying the security schemes. Therefore, the following
assumptions were made in this study:

e All required keys are preloaded into network sensors.
e All sensors participate in the security verification process.

Control messages during different phases of the FEAR protocol should be either signed or
embedded with a MAC value. When a sensor receives a control message, it should verify
whether an authenticated node sent this message or not. In addition, it should verify if it has
been received without any modification, otherwise the constructed topology should not be
considered secure. Table 4 lists the main steps to achieve a secure network topology.

The following is an example of calculating the processing cost of one message after
specifying the security techniques. Using CBC-MAC the cost of processing a 128-bit block is
112.2 pJ when an AES-128 block cipher is used with a key size of 128 bits [36]. On the other
hand, signing the message using ECDSA-160 costs 6.26 mJ and verifying the signature costs
12.41 mJ [37].

Assuming that the size of a Ready message is 160 bits when using CBC-MAC, the message
processing cost can be calculated using Equation 6 as:
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Table 4. Main steps performed by each node to achieve a secure network topology in the S-FEAR

protocol
Sending Step 1. Apply CBC-MAC or ECDSA for any sent control message.
Process Step 2. Attach the calculated MAC value or the signature of the control message.
Step 3.  Exit.
Receiving Step 1. Apply CBC-MAC or ECDSA to verify the correctness of any received message.
Process Step 2. If the message is successfully verified then go to step 3 otherwise go to step 4.

Step 3. Process the message according to the FEAR protocol procedures and go to step 5.
Step 4. Ignore the message.
Step 5.  Exit.

o Number of blocks = 160/128 = 2
e Message cost =2 * 112.2 = 224.4 uJ

While in the case of using ECDSA, the cost of signing and verifying the message is 6.26 +
12.41 = 18.67 mJ. Using Equation 8, the overall processing cost of the tree construction phase
given the number of messages can be calculated.

The following section provides a detailed empirical study to test the performance of
S-FEAR after implementing the secure model and measuring its cost. Moreover, the effect of
attacks before and after injecting the security enforcers is studied.

5. Evaluation and Simulation Results

In this section, the estimated energy cost for applying security techniques and the simulation
results are discussed. The Qualnet 5.0 Network simulator [38] was used to simulate both the
FEAR and S-FEAR protocols. Table 5 lists the hardware and software specifications in
addition to the simulation parameters that were used to conduct the experiments. Different
evaluation metrics are used to evaluate the two protocols (with and without applying security
schemes).

Table 5. Hardware and Software Specifications and Simulation Parameters

Hardware/Software Description

CPU Intel (R) core (TM) i3

RAM 4GB

0S Windows XP

Simulation Parameter Value(s)

Network Size 10, 20, 30, 40, and 50 nodes

Terrain Area 1500 m X 1500 m

Radio Range 250 m

Number of Sinks 1

Initial Energy 1000J

Number of Attackers 10%, 20%, 30%, 40%, and 50 % of network size.
Attack start time after 3000 s from the beginning of the simulation time

Experiment Simulation Times 20000 s

5.1 S-FEAR Security Cost

This section evaluates the cost of applying CBC-MAC or ECDSA in the S-FEAR protocol.
Both network overhead and energy consumption are studied before and after applying the
security mechanisms.
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e Impact of Applying Security Schemes on the Network Overhead

The overhead is calculated in terms of the number of sent and received messages during the
network’s lifetime. Different network sizes: 10, 20, 30, 40, and 50 nodes were tested. For each
size, the same node characteristics (initial energy, node distribution, and distance from sink)
were used for FEAR, S-FEAR (MAC), and S-FEAR (DS). Fig. 2 and Fig. 3 show the number
of sent and received messages of the FEAR protocol before and after applying the security
mechanisms, respectively. As illustrated in the figures, no additional overhead is caused by the
S-FEAR protocol after applying CBC-MAC or ECDSA. This is because it is implemented on
the same number of control messages that are required to construct the tree without the need to
exchange extra messages.

160

60

Number of Sent Messages
g

40

20

0 +
30

[Orear 23 59 88 119 148
| s-Fear (Mac) 29 59 88 119 148
[BsFear os) 29 59 88 119 148

Network Size

Fig. 2. Comparison between FEAR, S-FEAR (MAC), and S-FEAR (DS) in terms of the number of sent
messages with different network sizes.

350

Number of Received Messages

10 20 30 40 50
O FEAR 55 123 144 199 288
W S-FEAR (MAC) 55 123 144 199 288
B 5-FEAR (DS) 55 123 144 199 288

Network Size
Fig. 3. Comparison between FEAR, S-FEAR(MAC), and S-FEAR(DS) in terms of number of the
received messages with different network sizes
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e Impact of Applying Security Schemes on the Energy Consumed in the Network

As discussed earlier, energy consumption due to local processing needs to be considered in
addition to the communication cost. To obtain energy consumption results, the same
simulation characteristics and scenarios considered in evaluating the overhead were used. Fig.
4 shows that the consumed energy increases when applying the security schemes.

6000

5000

4000

2000

Consumed Energy [ml)
]
=

-
: 10 0 30 40 50
B FEAR 15 31 52 76 89
B S-FEAR [MAC) 63 130 184 258 329
Bl 5-FEAR (D5) 919 2008 2436 3470 4795
Network Size

Fig. 4. Comparison between FEAR, S-FEAR(MAC), and S-FEAR(DS) in terms of energy consumption
against different network sizes.

The results illustrate that using CBC-MAC costs about 64 x 10"°% of the network’s energy
whereas ECDSA costs about 91 x 10 %. Note that the asymmetric-based security enforcer
consumes more energy than the symmetric enforcer does; due to the complexity of the
signature generation and verification processes.

5.2 Effect of Security Attacks

This section evaluates the impact of external attacks on the FEAR protocol in terms of network
overhead and consumed energy. Five different attacks are studied: Ready Attack, Inform
attack, ChangelD attack, RequestParent attack, and NewNode attack. Each attack is named
according to the type of fake control message the attackers could send.

o [Effect of Attacks on Network Overhead

In this section, the overhead is also calculated in terms of the number of sent and received
messages. The assumed attacking scenario dictates that each attack starts after 3000 s from the
beginning of the simulation time and sends one fake control message per second until the
simulation stops after 20000 s. The resulting number of sent messages are shown in Fig. 5 and
Fig. 6 (Note: the results are split into two figures due to a scaling gap).

In Fig. 5, the results of the Ready and Inform attacks are illustrated. For the Ready attack,
the number of sent messages remains constant (60 messages) after 2000 s from the start of the
simulation time. This is because Ready attacks are performed by sending fake Ready messages.
The receivers of these Ready messages from normal network sensors are not required to send
any control messages as replies. On the other hand, Inform attacks affected the number of sent
messages during the time interval from 2000 to 8000 s. This was because some of the attackers



1448 Almomani et al.: S-FEAR: Secure-Fuzzy Energy Aware Routing Protocol for WSNs

were parents to some of the sensor nodes. The parent attacker sends a fake Inform massage
telling its children that it will go down, thus the children should find another parent through the
tree reconstruction phase. This reconstruction requires extra messages to be exchanged among
the network nodes.

66

62 | o

Number of Sent Messages

58

56
2000 | 4000 | 6000 | 8000 |10000|12000|14000] 16000 18000| 20000

= #== Ready Attack | 60 60 60 60 60 60 60 60 60 60
++ &+ Inform Attack| 62 64 64 67 67 67 67 67 67 67

Simulation Time (s)

|
Fig. 5. Effect of Ready and Inform attacks on the number of sent messages versus simulation time.

After 8000 s, the reconstruction phase completed and all parent attackers were excluded.
Consequently, the number of sent messages remained constant until the end of the simulation.
The Inform attacks remained active until the end of the simulation, but after 8000 s, they
would have only affected the number of received messages.

In Fig. 6, the results of the ChangelD, RequestParent, and NewNode attacks are illustrated.
Unlike other attacks, RequestParent and NewNode attacks significantly increased the number
of sent messages since all neighbors (attacker’s neighbors) reply to these attacks by sending
Ready or UnReady messages. On the other hand, the ChangelD attack affected only children
nodes. If any child (attacker's child) received a fake ChangelD message, it also sends a
ChangelD message. Thus, only children are affected by this attack in terms of sent messages.

The impact on the number of received messages is shown in Fig. 7. RequestParent and
NewNode attacks increased the received messages significantly since the neighbor nodes
broadcast replies to these attack messages by sending either Ready or UnReady messages
affecting all nodes within their ranges.
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Fig. 6. Effect of ChangelD, RequestParent, and NewNode attacks on the number of sent messages
during simulation time.
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o Effect of Attacks on the Energy Consumed in the Network
Since no local security processes and verifications are required in the FEAR protocol, the
consumed energy depends mainly on communicating the sent and received messages, which is
calculated in Equations 1 and 2. The results were obtained according to two different
scenarios:

Firstly, the impact on network energy considering different attack intensities (10%, 20%,
30%, 40%, and 50% of network size) was studied. The simulation time was 6000 s to give
attacks enough time to have an effect. The results are shown in Fig. 8. The larger the number
of attackers, the more energy is consumed. Moreover, RequestParent, NewNode, and
ChangelD attacks consume more energy than other attacks due to the large overhead caused
by these attacks.

Secondly, the impact of attackers on network energy compared to simulation time was
studied. The results are illustrated in Fig. 9. The number of attackers in this scenario was fixed
for all types of attacks, which is 30% of the network size. As illustrated in the figure,
increasing the duration of the attacks increases the consumed energy since the overhead
increases as well. According to the conducted scenarios, the attacks could consume up to 1.3%
of the network’s energy after only 20000 s of network lifetime.
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Fig. 8. Effect of different FEAR attacks on network energy under different attack intensities.

5.3 Impact of Attackers on S-FEAR

This section studies the impact of attackers on S-FEAR after applying CBC-MAC or ECDSA
and compares them with the unsecure FEAR protocol. Three evaluation metrics are
considered: network overhead, energy consumed by the network, and network topology.

e Network Overhead and Energy Consumption

The overhead and the energy consumption that are caused by external attacks before and after
applying the security mechanisms are compared. The same scenarios characteristics are used
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Fig. 9. Effect of different FEAR attacks on the network energy against simulation time.

evaluate three protocols: FEAR, S-FEAR (MAC), and S-FEAR (DS). The results of sent and
received messages are shown in Fig. 10 and Fig. 11, respectively, whereas the results of the
energy consumption are shown in Fig. 12. According to the network overhead, applying
security mechanisms (either CBC-MC or ECDSA) will decrease the effect of attacks since
sensors will not respond to adversary nodes and consequently, the number of exchanged
messages will be reduced. Please note that Ready and Inform attacks do not affect the number
of sent messages (as mentioned earlier).
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Fig. 10. Comparison of FEAR, S-FEAR(MAC), and S-FEAR(DS) in terms of the effect of different
FEAR attacks on the number of sent messages.
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Fig. 11. Comparison of FEAR, S-FEAR (MAC), and S-FEAR (DS) in terms of the effect of different
FEAR attacks on the number of received messages.

According to the consumed energy (Fig. 12), the results show that some attacks
(RequestParent and NewNode) cost the network about 4.7 times the cost that is required when
security requirements are applied using the CBC-MAC technique. This value is calculated by
dividing 0.241125, which is the cost of the FEAR protocol under RequestParent and NewNode
attacks, by 0.0513, which is the cost of the FEAR protocol under the same attacks using
CBC-MAC. On the other hand, other attacks cost the network more when the security schemes
are applied due to the verification process of fake messages. Moreover, as illustrated in the
following figure, the DS scheme consumes the most energy due to its complexity in
comparison with the MAC scheme.
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]
Ready Inform ChangelD Request MNew Mode
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N FEAR 0.002215 0.000645 0.06584 0.241125 0.241125
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Attack Type

Fig. 12. Comparison of FEAR, S-FEAR (MAC), and S-FEAR (DS) in terms of the effect of different
FEAR attacks on the energy consumption.
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e Network Topology

This section assesses the impact of attackers on the network topology before and after
applying the security schemes. A scenario with a small network size was chosen to illustrate
this impact. In Fig. 13 (a), the network consists of 10 normal nodes and 2 attackers (20% of
attacker intensity), which are nodes 21 and 22.

When the FEAR protocol is applied as shown in Fig. 13 (b), all attackers had participated in
the tree construction phase and were treated as normal nodes. In this scenario, the tree
construction was started by node 1, with a logical ID of 0, which broadcasts a Ready message
to the other nodes. Attacker 21 is engaged with node 0, with an ID of 03. The same is true for
attacker 22 that is engaged with node 02 with an ID of 021. The tree construction continues
until all nodes, including attackers, receive 1Ds. Thus, in the FEAR protocol, attackers can
participate easily in the tree construction phase, which will lead to an unsecure topology
construction.

On the other hand, S-FEAR excludes all attackers from the constructed tree since they are
not authenticated (Fig. 13 (c)). Consequently, the topology is kept safe and can be used to
transmit data packets safely and securely among the network nodes.
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METE.
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. i
2 gl gt
0 g
g
I

attacker

attacker

(b) (©)
Fig. 13. Effect of attackers on the network topology, (a) The network field with 20% of attackers,
(b) The constructed topology in FEAR, (c) The constructed topology in S-FEAR.
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6. Conclusions and Future Work

Considering security in the development of any protocol dedicated for WSNs is vital. This
paper shows how malicious nodes can badly affect the services provided by WSNs and drain
network energy. Including proactive security solutions will guarantee secure routing and
correct, successful data delivery in addition to prolonging the network’s lifetime.

This study introduced a Secure-Fuzzy Energy Aware Routing (S-FEAR) protocol for WSNE.
S-FEAR improves the original FEAR protocol by applying security mechanisms to build an
energy efficient secure routing protocol that protects the network from different external
attacks. The main goal is to build a secure topology among network nodes to be used for
secure data transmission. A secure model was proposed to secure the FEAR protocol. This
model was evaluated analytically and empirically. Both authentication and data integrity were
considered in this study and achieved by applying CBC-MAC or ECDSA based on symmetric
and asymmetric approaches, respectively.

The Qualnet 5.0 Network simulator was used to assess the impact of attackers on the
network topology and the routing process in the FEAR, S-FEAR (MAC), and S-FEAR (DS)
protocols. In addition, the cost of attacks on the FEAR and S-FEAR protocol using different
simulation experiments was assessed.

After applying the security schemes, the results show that CBC-MAC costs 0.00064% of
network energy and ECDSA costs about 0.0091%. Although this cost is required to achieve
the necessary security requirements, the results also show that some attacks cost the network
about 4.7 times the cost of achieving these requirements. Moreover, the results demonstrate
that considering only the resource limitations of the sensor nodes is not enough to develop an
efficient routing protocol. Protecting the network from different routing attacks is important
since attackers can drain the network energy over time. Requiring authentication and data
integrity during tree construction excludes all attackers from the constructed network topology.
Consequently, this topology can be used for safe data transmission, which will guarantee the
success of services running over WSNSs.

As part of future research, S-FEAR could include a more intelligent service that considers
the application type, data sensitivity, remaining network energy, and the type of security
techniques in terms of complexity, security strength, and latency before deciding in real time
which security technique to apply.

Additionally, S-FEAR could also tackle internal attackers. This requires an additional
intrusion detection service that might cost the network some of its resources; this is a problem
worth investigating in a future study.

Moreover, other existing energy efficient protocols for WSN can be analyzed from a
security perspective. In addition, new protocols could be proposed and evaluated to consider
their security characteristics during the early design phase, as well as their impact on WSNSs.
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