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Abstract

QR codes as public patent are widely used to acquire the information in various fields.
However, it faces security problem when delivering the privacy message by QR code. To
overcome this weakness, we propose a secret hiding scheme by improving exploiting
modification direction to protect the private message in QR code. The secret messages will
be converted into octal digit stream and concealed to the cover QR code by overwriting the
cover QR code public message bits. And the private messages can be faithfully decoded
using the extraction function. In our secret hiding scheme, the QR code public message still
can be fully decoded publicly from the marked QR codes via any standard QR Code reader,
which helps to reduce attackers’ curiosity. Experiments show that the proposed scheme is

http://doi.org/10.3837/tiis.2018.05.024 ISSN : 1976-7277



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 12, NO. 5, May 2018 2349

feasible, with high secret payload, high security protection level, and resistant to common
image post-processing attacks.

Keywords: Secret hiding, QR code, exploiting modification direction

1. Introduction

With the development of information technology, QR code [1] has been widely used to

deliver and receive interested information in the realm of e-commerce, m-commerce,
entertainment industry and social network. The original framework of QR code aims to embed
the machine-readable message with error tolerance. As we know that the QR code standard is a
public patent, so the QR code message can be read directly by any standard QR code reader.
Such intrinsic nature of QR code will result in privacy issues when the sender wants to deliver
private messages using QR code to the receiver. Take hospital medical care as an example, it is
a good practice to use QR code to record patient information for better management. However,
as shown in Fig. 1, anyone can read the patient’s private information which is stored in the QR
code by standard QR code reader. Such mechanism enhances the risks of the patient’s private
information being leaked. In order to protect the private messages, the traditional way [2] is to
store the private messages in the database in the cloud, and the QR code only embeds the URL
that links to the database. Only the user with the right access permission can log in to the
database and retrieve the private messages [3]. However, the exposed URL that links to the
back-end database will attract the intruder’s attention, which incubates a potential risk.

Message Printer General QR code reader Decode message
No:0561096 No0:0561096
Name: Alex Hwang 1 » | Name: Alex Hwang
Blood type: O : ‘T Blood type: O
Age: 36 > % Age: 36

Fig. 1. One practical scenario of general QR code in medical care

In recent years, many researchers proposed new methods for this purpose using data
hiding technique. Again, let’s take medical care as an example. As shown in Fig. 2, with the
help of data hiding technique, the patient’s private information will be encoded into a cover
QR code, and the general QR code reader can only decode the public message of cover QR
code which is a meaningless patient’s serial number. However, with the private key, the special
QR code reader can read not only the patient’s serial number but also the patient’s detail
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information. In such a way, we can reduce the risk of the leakage of the patient’s personal
information.

Message Printer General QR code reader

No:0561096
Name: Alex Hwang

Decode message

No:0561096

Blood type: O

Private message

Decode message

Private key

0987654321

Fig. 2. One practical scenario of the QR code with data hiding ability.

No:0561096
Name: Alex Hwang
Blood type: O

Age: 36

In recent years, some researchers start to use the pattern recognition technique to embed
and extract the private messages under the cover QR code. Teraura et al. [4] designed an
information hiding scheme to hide the private message in each QR code module with different
patterns. Here, a module represents a bit of information in the QR code. Their method treated
each QR code module as a cell, which is further segmented to be a 3*3 subcell or 5*5 subcell.
The patterns of different subcells represent different information. In order to improve the
accuracy of private message extraction, their method exploited Hamming code to correct the
errors when some subcells in the QR code were wrongly decoded. However, these subcells
may be recognized as white module with the standard QR code decoding processing, so how
to correctly identify these subcell’s patterns still remains a challenge in their scheme.
Tkachenko et al. [5] presented a new rich QR code which has public and private storage levels.
The public storage level of this two-level QR code stored QR code public message, which
could be decode by any general QR code reader. The private level was used to share private
message by replacing the QR code black modules with special textured patterns. The private
message was firstly encoded in a q -ary notational system, and g kinds of textured patterns
were used to represent these q numbers. Using a special QR code reader, the receiver could
correctly extract the private message from the two-level QR code. However, how to improve
the correct rate of pattern recognition of these textured pattern is a critical issue in their
scheme.

Some researchers start to use the data hiding technique and the QR code error correction
mechanism to embed and extract the private messages under the cover QR code. According to
the standard of QR code, it employs Reed-Solomon code [6] to correct the errors when a
portion of QR code was defaced or some QR code modules were wrongly decoded. The
eight consecutive bits of QR code message constitute a codeword, each of which will be the
coefficients of the message polynomial in Reed-Solomon code encoding, and the
corresponding error correction codewords will be generated. A single codeword error always
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needs two codeword error correction codes to correct it in the QR code decoding procedure.

Chiang et al. [7] designed a blind QR code steganographic scheme to embed the private
message into the cover QR code randomly by exploiting the wet paper codes algorithm [8].
An additional secret key was used to generate a pseudorandom binary bits stream to mask
with the secret bits stream in order to guarantee the security of the secret message. This
secret key was shared among the sender and receiver. With the error correction capacity of
QR code, QR code reader can decode the QR code public message, but the private message
can only be retrieved by the authored user. The private message payload is limited by the
cover QR code version and its error correction level. However, the wet paper codes
algorithm is an average distribution of probability models. All the secret bits will be evenly
distributed in the data codewords of the cover QR code. This means that most data
codewords of QR code will have a bit of error, it will lead to these data codewords to be an
error codeword. So the number of error codewords will be larger than the QR code error
correction capacity, and the decoding procedure will fail. The details of the private message
capacity will be discussed in Section 4.3. In order to guarantee their scheme can work, the
capacity of secret message should be far less than the estimated value in [7].

To improve the robustness of secret hiding scheme, Bui et al. [9] designed a robust
secret hiding scheme to encode the secret message bits stream by applying Reed-Solomon
codes before embedding process and recover the lost secret bit by applying List Decoding
[10] in extraction process. It is worth mentioning that this scheme encoded the private
message with redundant information by applying Reed-Solomon code before embedding
them into the QR code. These redundant information messages formed the so-called error
correction codes which need to take up some storage space, so the private message payload
would be smaller than Chiang et al.’s scheme.

Lin and Chen [11] proposed a QR code data hiding scheme to hide each two secret
message bits in a module pair by exploiting modification direction (EMD) [12]. But their
scheme did not consider the overflow and underflow problem in the embedding process. To
increase the private message payload, Lin et al. [13] designed another QR code
steganographic scheme to hide private message in cover QR code using LSB matching
revisited embedding algorithm. The experimental results showed that the average private
message payload would be a little bit higher than the previous research. However, these two
schemes built a pool which contains all the module pairs at the beginning of secret
embedding process, then used a secret key to randomly pick up one or two module pairs
from the pool, and embedded the secret bits in these module pairs. The operation is similar to
the wet paper codes algorithm mentioned earlier, embedded the secret bits into the data
codewords of cover QR code randomly. These secret bits will be evenly distributed in the
data codewords of the cover QR code, this will cause these two schemes to face the same
situation as Chiang et al.’s scheme. There are too many error codewords in the QR code data
codewords, more than its error correction capacity, and the QR code decoding process may
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fail. In order to ensure that those schemes can work, the secret payload will be less than
expected.

To overcome the shortcoming of these secret hiding scheme, we propose a new efficient
and feasible QR code secret hiding approach to conceal the secret message bits by improving
exploiting modification direction. The new approach embeds the secret message bit stream by
modifying the QR code module in sequence to avoid excessive consumption of QR code error
correction capacity, and it meets the requirement of the security and robustness for the QR
secret hiding system. The generated marked QR codes have high robustness when suffered
from noise and blur, and the secret payload is enhanced.

This paper is organized as follows. The technique of QR code and exploiting modification
direction are introduced in Section 2. The proposed secret hiding scheme with secret payload
enhancement will be presented in Section 3. Section 4 presents the simulation result and the
performance of the proposed scheme. Finally, Section 5 presents the conclusions and future
works.

2. Preliminary

2.1 The Technology of QR Code

QR code was invented by a Japanese company named Denso Wave in 1994. The QR code
consists of an array of nominally square module arranged in an overall square pattern, and
the black and white square module represent the digits one and zero, respectively. Fig. 3
shows the basic structure of the QR code, such as the version information, format
information, data codewords, error correction codewords, position detecting patterns,
alignment patterns, timing patterns and the quiet zone.

+— Position detecting patterns

Format information—
Error correction codewords
. —— Data codewords
Timing patterns

Version informatio n=—

—— Alignment patterns

Fig. 3. Structure of a QR Code symbol

The QR code standard provides a total of 40 different versions of the storage density
structure. The first version of QR code has 21 x 21 modules, and its length and width are
increased by 4 modules when the version increased by 1. The largest version of QR code has
177 x 177 modules. QR code has the ability of fault tolerance, which can still be decoded
even if portions of the QR code were destroyed or damaged. To achieve fault tolerance, the
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QR code standard offers four user-selectable error correction levels for each version, as listed
in Table 1. For instance, level H of error correction allows recovery of 30% of the
codewords. Here, the codeword is a unit in the QR tag that is equal to eight modules.

Table 1. Error correction levels

Recovery Capacity %
(approx.)
7
15
25
30

Error Correction Level

T|IO|ILZ]—

Table 2 briefly presents the storage capacity of different error correction levels and
versions of QR code. For example, in the version 20-H, there is a total of 1085 codewords, of
which 700 are error correction codewords (leaving 385 data codewords). The 700 error
correction codewords can correct 350 misdecodes or substitution errors, i.e. 350/1085 or
32.3% of the symbol capacity.

Table 2. Capacity of different versions of QR code.

Error Number of
. . Number of .
Versions Correction Error Correction
Data Codewords
Level Codewords
L 19 7
1 M 16 10
Q 13 13
H 9 17
L 861 224
M 669 416
20
Q 485 600
H 385 700
L 2,956 750
M 2,334 1,372
40
Q 1,666 2,040
H 1,276 2,430

2.2 Exploiting Modification Direction
As we all know, a group of n pixels has 2n kinds of possible ways of modification when
only one pixel is modified by increasing or decreasing by 1 each time. Considering the case in

which no pixel value is changed, there are (2n +1) possible ways of modification. Take

advantage of this principle, Zhang and Wang [12] proposed a steganographic embedding
method by exploiting modification direction (EMD) to hide each secret digit in n cover
pixels. In the secret embedding phase, the EMD method firstly converted the secret message
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into a stream digits in a (2n +1) -ary notational system, then pseudo-randomly permuted all

the cover pixels using a privacy key, and divided them into groups, each of them with n
pixels. The grayscale values of each pixel group was denoted as p,,p,,---,p,, and the
weighted sum could be calculated by the extraction function f modulo 2n+1.

n

f(pl,pz,-«',pn)z{Z(pi-i)} mod(2n+1). (1)

i=1

For a group of n pixels, when the secret bit s to be embedded is equal to the
weighted sum f of that pixel group, there is no need to change in this pixel group. When

s#f, calculate d=s-f mod (2n+1), then one pixel value would be modified by

Formula (2) , as shown in the following.

{pé,=pd+1, if d <n
Poniad = Panuag —Lif d >N .

()

In the extraction phase, the secret bit can be easily retrieved by calculating the
extraction function f of stegoimage pixel group, as shown in Formula (1). With the

application of the EMD embedding method, the PSNR value of stego-image would be larger
than fifty, and the embedding rate R upto log,”"" /n.

Many researchers [14, 15] started to use the EMD method to hide secret in the cover
image. The experiments showed that the EMD method had a great help in increasing the
secret payload and improving stego-image quality.

3. The Proposed Scheme

The proposed scheme is a QR code steganographic method with high secret payload by
improving exploiting modification direction. It contains secret embedding procedure and
secret extraction procedure. Fig. 4 shows the flowchart of secret embedding procedure. In
this proposed scheme, the secret message bits are hided and extracted by using the improving
EMD method, the extraction function is defined as the sum of the first digit multiplied by
one and the second digit multiplied by three modulo eight, as shown in Eq. (3). This is the
major difference from those extraction functions in Zhang and Wang’s scheme [12] (as
shown in Eq. (1)) and Lin and Chen’s scheme [11].

f (X, %,) =% x1+X,x3 (mod 8). ®)

With the new extraction function, the secret message bits are easy to hide into the cover
QR code and extract from marked QR code. Moreover, the proposed scheme has a high
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secret payload while keeps the marked QR code readable, and is able to avoid the overflow
and underflow problems.

3.1 The embedding procedure

Suppose that S is the secret message bits stream to be embedded, and a private key k is
used to permute the secret message to be a pseudo-random message s'. The cover QR code
stores meaningful messages, such as public message or an URL. The secret message will be
concealed into the cover QR code by improving EMD method, and a meaningful marked QR
code will be generated. The meaningful marked QR code will help to reduce the attention of
attacker. The flowchart of embedding procedure is listed as follows:

L)

E E Calculate the Select a data pair
tolerant capacity ¢ (x1,%2)

Cover QR code

Secret Key k EErct , Embed a secret digit

message s [NESSALE 5 into data pair
m’ = m+1 when nesessary
n' = n+l

Il the secret digit have

been embedded?
false

true

c2(m*6/8)?
false

true

[m] % [w]

-

Secret embedding
procedure failed E
Marked QR code

Fig. 4. The flowchart of secret embedding procedure

Step 1) convert the secret message into a stream of secret digits in an 8-ary notational system.
A digit in 8-ary notational system is very easy to transform into a 3-bit value in a binary
system. Then pseudo-random permuted all the secret digits using a privacy key k.

Step 2) calculate the tolerant capacity, c, of secret message bits for the cover QR code. QR



2356 Huang et al.: Efficient Scheme for Secret Hiding in QR
Code by Improving Exploiting Modification Direction

code employs Reed-Solomon code to enable the symbol to withstand damage without loss of
data. According to the feature of Reed-Solomon code, two error correction codewords (ECC)
could correct one codeword’s error, here, the codeword is a unit in the QR code that is equal
to eight modules. The capacity c¢ is defined as

ecc
%) “

here, ecc is the number of error correction codewords in the cover QR code. Obviously,
the value c¢ is dynamically changed with the cover QR code version and its error correction
level. According to the QR code specification, QR code versions of 1-L, 1-M, 1-Q, 1-H, 2-L,
3-L use some error correction codewords as misdecode protection codewords, that will
sacrifice the QR code error correction capacity, so the actual capacity of those version of QR
code will be a little bit less than |ecc/2].

Step 3) transform the message of cover QR code into binary bit stream.
Step 4) sequentially pick two 3-bits length cover QR code message bit stream, and denote
them as x, andx,, where x, and x, stand for the value of the first and second 3-bits

length message stream, respectively. Finally, let them be a data pair (x1 xz) .

Step 5) calculate the weight sum of the data pair (xl, xz) by performing the extraction
function f asshown in Eq. (3).

Step 6) sequentially pick up a secret digit s in 8-ary notational system, and then compare
s with f . Use a counter, denoted as m, to record the number of times the data pair was
modified. If s is equal to f(x,x,), there is nothing to change in the data pair (xl,xz).
When s = f(x,X,), the data pair will be modified according to Eq. (5), and the counter m is
updated as m+1.

X =% +1 if s=f(x+1Lx,)
X, =X, +1 if s=f(x,x,+1)
X =x-1 if s=1f(x-1Xx,)
Xy = X,-1 if s=f(x,x,-1)

' 5
X=X +LX, =%, +1 if s=f(x +1,X,+1) ®)

X =%X-1%X =X%,-1 if s=1f(x-1x,-1)
X =%+1x,=x-1 if s="f(x +1x,-1)
X =%Lx,=x,+1 if s=f(x-1x,+1)

here, all the operations in Eq. (5) are in the Galois Field GF(8). That will effectively avoid
the overflow and underflow problems. Table 3 shows the changes of the data pair (5,2)

when embedding the secret digits 0-7 in it, and Table 4 shows the changes of data pair
(0,7) when embedding the secret digits 0-7 in it. Note that the data pair (0,7) is very easy

overflow or underflow when embedding a secret digit in it, the operations in the GF(8) will
help to avoid these situation.
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Step 7) use another counter, denoted as n, to count the secret digits embedded by this
proposed scheme. After Step 6, the counter n isupdatedas n+1.

Step 8) repeat the Steps 4 to 7 under the condition that the tolerant capacity ¢ 2> (mx 6+8)
until all the secret digits have been embedded completely.

When the embedding procedure is finished, the secret digits are successfully hided in
the cover QR code message area, and a new message bit stream for marked QR code is
produced. Then, the marked QR code tag will be generated by replacing the QR code
message with new message bit stream in sequence. The proposed scheme can guarantee that
at most ¢ codewords of cover QR code will be modified. This means the number of data
codewords modified by embedding procedure is limited within the scope of marked QR code
error correction capacity, so the marked QR code public message can still be read by any
general QR code reader. The meaningful public message read from the marked QR code
helps to reduce uninvolved user’s curiosity.

Table 3. The changes of data pair (5,2) when hiding secret digits 0-7 in it

Secret digit The extraction function value Data pair after being modified
0 f(x +0,x,-1) (5,0
1 f(x +1,x,-1) (6,1
2 f(x,—1,x,+0) (4,2)
3 f (x, +0, x,+0) (5,2)
4 f(x +1,x, +0) (6,2)
5 f(x—-1,x,+1) (4,3)
6 f(x, +0,%,+1) (5,3)
7 f(x+1x,+1) (6,3)

Table 4. The changes of data pair (0,7) when hiding secret digits 0-7 in it

Secret digit The extraction function value Data pair after being modified
0 f(x, +0,%,+1) (0,0)
1 f(x+1x,+1) (1,0)
2 f(x +0,x,-1) (0,6)
3 f(x +1,x,-1) (1,6)
4 f(x —-1,x,+0) (7,7)
5 f (x, +0,x,+0) 0,7
6 f(x+1x,+0) @7
7 f(x —-1x,+1) (7,0)
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3.2 The extraction procedure

Note that the marked QR code is meaningful, its public message can be read by any standard
QR code reader. So, the extracted meaningful marked QR code data messages can help to
reduce other people’s curiosity while they are scanning this QR code. At the same time, the
private message of marked QR code can also be easily extracted with the help of extraction
function f (asshown in Eq. 3) and a private key k by a special QR code decoder. The
secret message extraction procedure is listed as follows:

Step 1) read the original message from the marked QR code, and convert them to be a digit
stream in 8-ary notational system.

Step 2) partition the first two digits as a data pair (xl', xz') , then extract a secret digit by

applying Eq. (3).
Step 3) after one secret digit extraction, remove this data pair (xl', xz') , and update the

secret digit number counter n as n-1.

Step 4) repeat the Step 2 to 3, until the secret digit number counter n is decreased to 0.
That means all the secret digits are extracted completely.

Step 5) the secret message will be retrieved by reversing the permutation operation with the
privacy key k.

Step 6) with the help of Reed-Solomon error correction code, the pubic message of marked
QR code still can be decoded by general QR code reader.

4. Simulation Results and Analysis

The QR code secret hiding approach is implemented by python programming language
under the simulation environment. Some experiments were performed from the lowest
version to the highest version of error correction level of QR code. Fig. 5 shows the results
of the proposed scheme for a QR code, whose version is 1 and error correction level is L.
According to the standard of QR code, version 1-L QR code can tolerate 2 codewords errors
maximally. The cover QR code is a meaningful QR code with public message “fcu.edu.tw”.
The proposed scheme embeds a secret number 29 into the cover QR code with the improved
EMD method to produce a new data codeword for marked QR code, and overwrites the first
12 bits of data codewords with those new data codewords in sequence, and the
corresponding marked QR code will be generated, as shown in Fig. 5(b). This operation will

cause the marked QR code to have 12 bits errors, which are equal to [12/81]=2 codewords

errors. This two error codewords are equal to the version 1-L QR code’s maximal error
correction capacity, which is 2 codewords. So the public message “fcu.edu.tw” of the marked
QR code still can be successfully decoded by any standard QR code reader. At the same time,
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the private message “29” also can be extracted by a special QR code decoder. Fig. 6 shows
the results of version 10-M QR code after embedding secret message number 1866. And Fig.
7 shows the results of version 40-H QR code after embedding secret message number

119475,
IEI%EI IEI%EI
Ta T
met="  [e]eh
(@) (b)

Fig. 5. Example for version 1-L QR code; (a) the cover QR code with public message “fcu.edu.tw”, (b)

the marked QR code embedded with secret number: 29

(@) (b)

Jup

T -qa; i

Fig. 7. Example for version 40-H QR code; (a) the cover QR code with public message “fcu.edu.tw”,
(b) the marked QR code embedded with secret number: 119475
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4.1 Storage capacity of the proposed scheme

The proposed scheme converts the secret message and original QR code data codewords in
the 8-ary notation system, and hides the secret digits into a data pair within the scope of QR
code error correction capacity. According to the secret embedding procedure, an octal secret
number is hidden in an octal data pair, it means that six bits of data codewords are used to
hide three bits of secret message. The maximal secret hiding capacity is limited to the QR
code error correction capacity. So the storage capacity of the proposed scheme is equal to

er8/6jx3, here, I is the QR code error correction capacity. According to the

specification of QR code, the error correction capacity of version 1-L QR code is the
smallest, the corresponding value of I is equal to 2. The maximum value of I equals to
1215 in the version 40-H QR code. So it is easy to figure out that the scope of secret payload
is in the range of [6, 4860], which is adjustable depending on the version and error correction
level of cover QR code. Table 5 shows the secret message payload for different versions and
error correction levels of cover QR code.

Table 5. The secret message payload of the proposed scheme

Error correction Secret payload (bits)
levels
\ersions L M Q H
1 6 15 24 30
5 51 96 144 174
10 144 258 384 447
15 264 480 720 864
20 447 831 1200 1398
25 624 1176 1740 2100
30 900 1623 2400 2880
35 1140 2127 3180 3780
40 1500 2742 4080 4860

4.2 Robustness of the proposed scheme

In the real world applications, when the digital QR code is scanned in the absence of
sufficient light conditions, it usually suffers from several image degradation factors, such as
noise, blur, print-and-scan (P&S) and so on. These factors can be considered as a kind of
image attack. Although the image after being attacked is visually similar to the original
image, but in fact the image quality has degraded significantly. Fig. 8 shows the results of
the marked QR codes in Fig. 6(b) suffered from Gaussian noise (M=0, V=0.10), salt &
pepper noise (d=0.10), speckle noise (v=0.10), Poisson noise, Gaussian blur (¢ = 1) and print
and scan process, respectively. In the print-and-scan attack module, the marked QR code was
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printed in 600dpi with the HP LaserJet 500 color M551 printer, and then scanned in 200 dip
with HP LaserJet M2727nf scanner. The P&S process always causes image pixel distortion
and geometric distortion, because it involves digital-to-analog and analog-to-digital
conversion process.

The term “Readable” labels the QR code public message that can be successful read by
any standard QR code reader. The term “Decodable” labels the QR code secret message that
can be successfully decoded by the special QR code reader.

Although the fidelity of the marked QR code was seriously distorted after suffering
from various attacks, the public message of these marked QR codes after the attack still
could be read by any standard QR code reader. Moreover, the secret message 1866 could be
decoded successfully. It demonstrates that the proposed secret hiding scheme is tolerant to
the common attack and practically usable in the real-world applications.

Attack types: Gaussian noise (M=0, V=0.10) Salt & pepper noise (d=0.10) Speckle noise (v=0.10)

e, {

Results:
Public message: Readable Readable Readable
Secret message: Decodable Decodable Decodable

Attack types: Poisson noise Gaussian blurring (¢ = 1) Print-and-scan process
; "[.. (8] Tl 42 L (=]
L

Results: ‘I
Public message: Readable Readable Readable
Secret message: Decodable Decodable Decodable

Fig. 8. Results of the marked QR code in Fig. 6(b) after image degradation processes

4.3 Comparison and Discussion
At present, QR code is very popular with the development of 4G and the popularity of
smart phones. Researchers start to focus on hiding secret data in QR code by applying data
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hiding technology to deliver secret message. This research mainly concerns how to improve
the secret payload under the condition that keeping the cover QR code readable. The
readable meaningful QR code public message will help to reduce the attacker’s curiosity.
Most of the research exploit the error correction mechanism of QR code to recover the
hiding secret message by modifying portion of cover QR code data modules.

Chiang et al.’s scheme treated all the bits of QR code data codewords as a
one-dimension matrix, and employed the wet paper codes algorithm to randomly hide the
secret message bits in data codewords of the cover QR code within the scope of QR code

error correction capacity C:Lecc/ZJ. Here a codeword is equal to eight bits and ecc is the

number of error correction codewords. According to the technical specification of QR code,
QR code employs Reed-Solomon code to correct the errors when a portion of QR code was
defaced or some QR code modules were wrongly decoded. A codeword error always needs
two error correction codewords to correct it. For instance, assume we want to encode the
string “HELLO WORLD” in alphanumeric mode as the public message with QR code
version 1 and error correction level M. The corresponding data codewords encoding results
are as follows:

00100000 01011011 00001011 01111000 11010001 01110010 11011100 01001101
01000011 01000000 11101100 00010001 11101100 00010001 11101100 00010001

Converting those binary numbers into decimal codewords, we get

32,91, 11, 120, 209, 114, 220, 77, 67, 64, 236, 17, 236, 17, 236, 17.

These codewords will be the coefficients of the message polynomial in Reed-Solomon
code encoding, then the ten error correction codewords will be generated:

196, 35, 39, 119, 235, 215, 231, 226, 93, 23.

These ten error correction codewords can correct five data codewords errors at
maximum. The QR code decoding procedure will fail when there are more than five data
codewords errors in the QR code. Chiang et al.’s scheme calculated the error correction

capacity C=L10/2J=5 codewords which was up to 40 bits, the secret bits and

authentication stream bits would replace the 40 bits of QR code data codewords by applying
the wet paper codes algorithm. However, the wet paper codes algorithm uses probability
models of average distribution. These 40 bits would be evenly distributed in the cover QR
code data codewords. In the above example, it would lead to more than five data codewords
to be modified, which means the QR code decoding procedure would fail because the
number of errors is greater than the QR code error correction capacity. Under this secret
message concealing strategy, the maximum secret payload of Chiang et al.’s scheme in
version 1-M cover QR code would be reduced to 5 bits rather than 40 bits. So the secret
payload of Chiang et al.’s scheme will equal to the error correction capacity of cover QR
code. According to the specification of QR code, the scope of secret payload of Chiang et
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al.’s scheme will be in the range of [2, 1215], which is much less than what they claimed in
[7].

Lin and Chen’s schemes [11] [13] tried to hide secret message bits by exploiting
modification direction, and using LSB matching revisited embedding algorithm. However,
these two schemes built a pool which contain all the module pairs at the beginning of secret
embedding process, then used a secret key to randomly pick up one or two module pairs
from the pool, and embedded the secret bits in these module pairs. The operation is similar to
the wet paper codes algorithm mentioned earlier, which embedded the secret bits into the
data codewords of cover QR code randomly. These secret bits will be evenly distributed in
the data codewords of the cover QR code, this will cause these two schemes to face the same
problem as Chiang et al.’s scheme. The number of error codewords in the QR code data
codewords would be too many, more than the error correction capacity of QR code, and the
QR code decoding process may fail. In order to ensure that those schemes can work, the
secret payload will be less than expected. Similar to Chiang et al.’s scheme, the scope of
secret payload of Lin and Chen’s schemes [11] [13] will be in the range of [2, 1215].

The proposed scheme hides the secret message digits into the data codewords of cover
QR code by improving the exploiting modification direction, and produce a new data
codewords for marked QR code, then adopts a simple strategy to conceal these new data
codewords for the marked QR code, which overwrites the front of continuous data
codewords of the cover QR code with in sequence. This strategy ensures that the number of
errors are within the scope of error correction capacity of the cover QR code. As shown in
Table 5, the secret payload of the proposed scheme is in the range of [6, 4860], which is
three times more than Chiang et al.’s scheme and Lin and Chen’s schemes [11] [13]. Table 6
shows the comparisons of secret payload between the proposed scheme and the existing
work for QR code versions of 1-L, 10-L, 20-M, 30-Q, 40-H.

Table 6. The secret payload of the proposed scheme compared with related schemes

. Chiang et al.'s Lin and Chen's
QR code versions the proposed scheme
scheme [7] schemes [11] [13]
1-L 2 2 6
10-L 48 48 144
20-M 277 277 831
30-Q 800 800 2400
40-H 1215 1215 4860

5. Conclusions

In this paper, a new secret hiding scheme was proposed by investigating the technology of
EMD and QR code. The proposed scheme explores the QR code error correction capability to
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provide the steganography, robustness and adjustable secret capacity for the secret hiding
mechanism. Experiments show that the proposed scheme is feasible, with high level of
security, and resistant to common image-processing attacks. For the future work, we will try to
investigate the Isomorphic characteristics of the Reed-Solomon code used by QR code
technique to improve the secret payload.
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