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ABSTRACT

In this paper, we propose a PIN entry method that combines with machine learning technique on smartphone. We use not only a PIN
but also touch time intervals and locations as factors to identify whether the user is correct or not. In the user registration phase, a remote
server was used to train/create a machine learning model using data that collected from end-user device (i.e. smartphone). In the user
authentication phase, the pre-trained model and the saved PIN was used to decide the authentication success or failure. We examined that
there is no big inconvenience to use this technique (FRR: 0%) and more secure than the previous PIN entry techniques (FAR : 0%), through
usability and security experiments, as a result we could confirm that this technique can be used sufficiently. In addition, we examined that
a security incident is unlikely to occur (FAR: 5%) even if the PIN is leaked through the shoulder surfing attack experiments.
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Input: PIN, T, L
Output: MODEL

save(PIN)

var_L = Learning(sigmoid(T, L))
var_M = Modeling(var_L)
return var_M

Fig. 5. Pseudo Code Algorithm of User Registration Phase
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Input: PIN, T, L
Output: SUCCESS, FAIL

if PIN = PIN’
var_Result = var_ M(T, L)
if var_Result > ©
return SUCCESS
else
return FAIL

Fig. 7. Pseudo Code Algorithm of User Authentication Phase
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Table 4. Results

of the Security Experiment after 3 Times of

Shoulder Surfing Attack

Number of Average of Number of
attempts Model Result Auth. Succ.

Att. 1 20 0.305 0/20

Att. 2 20 0.011 0/ 20

Att. 3 20 0.090 0/ 20

Att. 4 20 0.827 7/20

Att. 5 20 0.370 1/20

Att. 6 20 0.306 2/20

Att. 7 20 0.308 0/20

Att. 8 20 0.121 0/20

Att. 9 20 0.056 0/20

Att. 10 20 0.219 0/20

Aver. - 0.261

Max - 0.938 -
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Table 5. Analysis of the FAR and FRR Using Number of
Authentication Success on Table 2, Table 3, and Table 4

Number of Auth. Succ. FAR FRR
Table 2 100 / 100 - 0%
Table 3 0/ 200 0% -
Table 4 10 / 200 5% -
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Table 6. Results of the Experiment When We Try to
Authenticate with Only Two Identifiers

Number of attempts 20
PIN, Average of Model Result 0.062
e Maximum of Model Result 0.326
Number of Auth. Succ. 0/20

Number of attempts 20
LI, Average of Model Result 0.080
Leeien Maximum of Model Result 0.247
Number of Auth. Succ. 0/20
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