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Abstract Much research has been done using the KDDCup99 data set to study intrusion detection using artificial
intelligence. Previous studies have shown that the performance of the SMO (SVM) algorithm is superior. However,
intrusion detection studies of new intrusion types not used in training are insufficient. In this paper, a model was
created using the instances of weka's SMO and KDDCup99 training data set, kddcup.data.gz. We tested existing
instances(292,300) of the corrected.gz file and new intrusions(18,729). In general, intrusion labels not used in
training are not tested, so new intrusion labels were changed to normal. Of the 18,729 new intrusions, 1,827 were
classified as intrusions. 1,827 instances classified as new intrusions are buffer overflow. Three, neptune. 392,
portsweep. 164, ipsweep. 9, back. 511, imap. 1, satan. Dogs, 645, nmap. 102.
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2. Weka % SVM

2.1 Weka

7H(Waikato  Environment for  Knowledge

Analysis)= 72 W= Waikato Hamilton thshel A W&
o vjEat= lolEntold ¥ Zmade]r},
g7t A AEZEHHHHA(SVM) & 7AHE -8
918l John Platte] =2b4 24 H4gh dae]Fow
EECEs ] ;Lsﬂg w2t g g“’ xaoﬂxjgi o A8k
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5 7‘—34th o5 & ol AE ‘jr[15 16]
« Kappa Statistic: +FA7F 5753 543 2

2 Alole] UX| % (agreement)o| T} K=10]4
SHAl 3t 3l K=00]H 3]
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Table 1. Kappa Statistic

Kappa Value Result

02 < k Slight(Poor)
02 < k < 04 Fair
04 < k < 06 Moderate
06 < k < 08 Substantial

08 < k Almost Perfect

+ Mean Absolute Error(MAE): ol 2159 Atz
Gt og dSo] dAe dvh 7Pke7kE Akt
* Root Mean Squared Error(RMSE): ol 2] gh(#=-4k
I mdghe] zohEe Awe 3 YS Fdow
A Ao Ebgholth. ek RMSE &
MAE #o] 29w oS3 J&wr} $-sirh

Table 2. Confusion Matrix

True Condition
Intrusion Normal
Predicted Intrusion TP P
Condition Normal =N ™

(

 TP(True Positive): 12=E127}F 2] Q1o]aL
"“|’|‘6P oT
+ FN(False Negative): 21228127} 2 Q]o]al 4o

2 BFd BF
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:



SVME o] &3 Y ESA 7wt

APEA] A=glol A A= el wek A7 401

« FP(False Positive): 12=B1227} A dolar 3Qlo
2R A

« TN(True Negative): Q128 27} gAdo]a Ao
2 ERE AT

* Recall: A4 JYES 9= At

Recall =

+ Precision: ¢&3F Yol AA AJow At
TP

Precision = W

FPR(False Positive Rate): 24| ZJollA Ao
= 3

FP
FP+ TN

FPR =
+ F-Measure: Reacll-Precision A4%5S shte] $4t%
¥335h= WH o 2 Reacll-Precision®] Z3}H
Precision X Recall
Precision+ Recall

F— Measure = 2

+ Accuracy: 43} A4S 2nlEA dd
TP + TN
TP+ FP+ FN+ TN

Accuracy =

3. KDDCUP99 Hlo]E] A E

tlolE] AEXE KDD-99 Al5x} =A13] )¢t 37 /H
H A)33] A A AA 2D glolg] wloly T &
AR HlolElo|t), FRA A= U EZ Y
g T3S o] vlolEE vy YES A $
AEdolAd B the AP AdEolE g
cH171.

dlolel= H9)FHe] 2y e dojelel ghile]
Sl dlole 2 FEE o] vk ghdo] gle dolHwe 7
S8 Aol thdstAl ARS-E o gitt

& 2t 3l

ghlo]  9dx  dHely AMEE  kddcupdata.gz
kddcup.data_10_percnet.gz, corrected.gz©] =
kddcup.datagz &  AA o] € AEo]aL

kddcup.data_10_percnet.gz2 kddcup.data.gz2] 10% ¢

Table 3.

. corrected.gz2 7
x3glet dolH NEZ FHd Ay}
to]Ej o]},

Intrusion Categories and Intrusion label
statistics for kddcup.data.gz file

label count rate note
back. 2203 0.045
land. 21 0.000
neptune. 1,072,017 21.885
pod. 264 0.005 DoS
smurf. 2,807,836 57.322
teardrop. 979 0.020
Subtotal 3833370 79.278
normal. 972,781 19.859 NOR
ipsweep. 12,481 0.255
nmap. 2,316 0.047
portsweep. 10,413 0.213 Probe
satan. 15,892 0.324
Subtotal 41,102 0.839
ftp_write. 8 0.000
guess_passwd. 53 0.001
imap. 12 0.000
multihop. 7 0.000
phf. 4 0.000 R2L
Spy. 2 0.000
warezclient. 1,020 0.021
warezmaster. 20 0.000
Subtotal 1,126 0.023
buffer_overflow. 30 0.001
loadmodule. 9 0.000
perl. 3 0.000 U2R
rootkit. 10 0.000
Subtotal 52 0.001
Total 4,898,431 100.0

Table 32 kddcupdatagz Fdo A sleue] %
2 Qjeple] w2 Eﬂ o] A= 29 Jig B ] go|t
Ol AEI~ 7 F 488431700)a 1 & DoS7f
383370712 793%°]tl. normal.e] {1AEHA~9] 7}
972,810 = 198% % /%ol Yornz thi-ite] Q1

2227} normal. % DoS HloJ8 = -4 =0} Tt Probe,
R2L, U2L9] K2~ 422807 = 0.863% = T2 71|

28] Aol A HlEo] B Apol7) Sl
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Table 4. Intrusion Categories and Intrusion label
statistics for kddcup.data_10_percnet.gz

Table 5. Intrusion Categories and Intrusion label
statistics for corrected.gz file

file
label count rate note
label count rate note :’a‘;k- ! ,093 gggg
and. I
back. 2208 0446 neptune. 58,001 18.648
land. 21 0.004 pod. 87 0028 DoS
neptune. 107,201 21.700 smurf. 164,091 52.757
0od. 264 0.083 DoS teardrop. 12 0.004
Subtotal 2232938 71.793
smurt. BO7T0| %688 norml. 80593 19481 NOR
teardrop. 979 0.198 ipsweep. 306 0.098
Subtotal 21458 79.239 nmap. ﬁ 8??471 e
portsweep. . ro
normal. 97,278 19.691 NOR satan. 163 055
ipsweep. 1247 0252 Subtotal 2377 0.764
nmap. 231 0.047 ftp_write. 3 0.001
portsweep. 1,040 0.211 Probe 9“‘3334) asswd. 4,367 1404
imap. 1 0.000
satan. 1589 032 multihop. 18] 0006 R2L
Subtotal 4,107 0.831 phf. 2 0.001
fip_write. 8 0.002 warezmaster. 1,602 0515
quess passwd 53 0011 Subtotal 5993 1.927
- ’ ’ buffer_overflow. 2 0.007
imep. 12 0.002 loadmodule. 2 0.001
multihop. 7 0.001 perl. 2 0.001 2R
oht. 4 0,001 RoL rootkit. 13 0.004
Subtotal 39 0013
SpY. 2| 0000 apache2. 794 025
warezclient. 1,020 0.206 httptunnel. 158 0.051
warezmaster. 20 0.004 mailoomb. 5,000 1608
mscan. 1,053 0.339
Subtotal 1,126 0.228 named. 17 0,005
buffer_overflow. 30 0.006 processtable. 759 0.244
loadmodule. 9 0.002 ps. 16 0.005
perl 3 0,001 UoR saint. : 736 0.237
sendmai. 17 0.005 NEW Attack
rootkit. 10 0.002 snmpgetattack. 774 2489 Label
Subtotal 52 0.011 SNMpguess. 2406 0.774
Totel w4001 1000 sqlattack. 2| oo
udpstorm. 2 0.001
worm. 2 0.001
_ xlock. 9 0.003
Table 4 kddcup.data_10_percnet.gz 3% 2] <] 7} XSNOOD. 4 oo
e 2 gdehie] we dole daEs g Y [xem oo
- | 18,72 022
H)golt) & 4402170¢] HolE F DoS7 VLA o 311 ol 000l Tom

79.2%°] 31 normal. BloE17} 97278/ 2 19.7% = T35
of Joerz ot doly QIA¥A7F normal %
DoS®E A=) 2t} Probe, R2L, UZL Hlo|H = 5285
M2 11%2 AL v&e P ok aAR
kddcup.data.gze] tle]e <SlAEA F DoS, normal,
Probet= 10%7HF A% R2L, UZL vlolE= 1dj=2
3t o] itk

Table 5+ corrected.gz 9] A 7he|az] 2 3
ghilol] w2 dlolE QlxElxo] A4 F H|&olt F
311,029711¢] dlel¥ & DoS7} 223298712 71.8%°] L
normal. Hl©JE17} 6059371 = 195%= =] Ath.
Fio] dlolg 2B A7t normal. ¥} DoSE 74 = o
At} Probe, R2L, U2L Elo]8 = 280370 = 2.7%= vl
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SVM<-
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Classify§lol A= 858 a5y A4S AgsH
Ho oy dugse destar A
(Cross-Validation 10 Folds)< 7|32 2 A}g-st9]c}. &
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Fig. 1& corrected.gz 92 ¢1~E1 A9 ||
g okolt}. 311,20971¢] 912~

=
cho]m T}\

oj A&

A ebdE normal. 2.2 WA 7] wol Yoz &
21E Aol 1,8277/00] 3 normal. 2.2 BXE Ze] 16902
Aoleh 2L Ade] FAEe2 9.7549%0]th
-;:Iassiﬁer output
| === Summary ===
| Correctly Classified Instances 284727 97,4092 %
Incorrect |y Classified Instances T3 2.5908 ¥
| Kappa. statistic 0.9667
| Mean absolute error 0.0795
Root mean squared errar 0.1963
| Total Mumber of Instances 252300
lgnored Class Unknown |nstances 18729

Fig. 1. corrected.gz Supplied Test Summary

Classifier output
| === Summary ===

Correctly Classified Instances 301629 96.9778 ¥
Incorrectly Classified Instances 3400 30222 ¥
Kappa statistic 0.9511

Mean absolute error 0.079%

Root mean sauared error 0.1963

Total Mumber of Instances 311029

Fig. 2. corrected.gz Supplied Test Summary
(new intrusion—>normal.)

Table 6. Normal. and Intrusion Matrix

Actual Class
- Total
Intrusion Normal
Predicated | Intrusion 225,123 945 226,068
Class Normal 6,584 59,648 66,232
Total 231,707 60,593 292,300
Table 7. Normal. and Intrusion Matrix
(new intrusion —> normal.)
Actual Class
- Total
Intrusion Normal
Predicated | Intrusion 225,123 2,772 227,895
Class Normal 6,584 76,550 83,134
Total 231,707 79,322 311,029

Fig. 32 Fig. 1¢] Confusion Matrix®]t}. a= normal.
0] 31 normal. & normal 2 BX] g QIAE A 5964871 9]

3, normal. S Yo = ©A 3 A AE 945700t
Fig. 3.& A9 3} AAttole| = Aej3k A o] Table. 6. ©]
=3
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Actual Class
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226,950
23,486
227,895

and Intrusion Matrix
(normal —> new intrusion.)
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Table 9. Recall, Precision, FPR, Accuracy, F—Meansure
of Classifiers

corrected.az corrected.gz
0 (new instrusion —>normal)

Recall 0.9716 0.9062
Precision 0.9958 0.9959

FPR 0.0156 0.0156
F-Measure 0.9836 0.9489
Accuracy 0.9742 0.9215
Table 102 A= 5ol &A1 g} QaH 29

7R4=o]c}. buffer_overflow. 37}, neptune. 3927}, portsweep.
16470, ipsweep. 97V, back. 5117}, imap. 170, satan. 645
7N, nmap. 1027012 BA| = Atk

Table 10. Count of New Intrusion Detection

label count
buffer_overflow. 3
neptune. 392
portsweep. 164
ipsweep. 9
back. 511
imap. 1
satan. 645
nmap. 102
Total 1,827
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