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Data Reliability and Anomaly Pattern Detection of Smart City Platform
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Abstract

The smart city is developing an energy system efficiently through a common management of the city resource for the growth
and a low carbon social. However, the smart city doesn’t counter a verification effectively about a anomaly pattern detection
when existing security technology (authentication, integrity, confidentiality) is used by fixed security key and key deodorization
according to generated big data. This paper is proposed the "security nonce generation based on security nonce generation" for
anomaly pattern detection of the adversary and a safety of the key is high through the key generation of the KDC (Key
Distribution Center; KDC) for improvement. The proposed scheme distributes the generated security nonce and authentication
keys to each facilities system by the KDC. This proposed scheme can be enhanced to the security by doing the external pattern
detection and changed new security key through distributed security nonce with keys. Therefore, this paper can do improving
the security and a responsibility of the smart city platform management data through the anomaly pattern detection and the
safety of the keys.
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