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[Abstract]

Recently, the cloud technology has made dynamical network changes by enabling the construction of a logical network without
building a physical network. Despite recent research on the cloud, it is necessary to study security functions for the identification
of fake virtual network functions and the encryption of communication between entities. Because the VNFs are open to subscribers
and able to implement service directly, which can make them an attack target. In this paper, we propose a virtual public key
infrastructure mechanism that detects a fake VNFs and guarantees data security through mutual authentication between VNFs. To
evaluate the virtual PKI, we built a management and orchestration environment to test the performance of authentication and key
generation for data security. And we test the detection of a distributed denial of service by using several Al algorithms to enhance
the security in NFV.
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