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[Abstract]

The breakthrough in computer and network has facilitated a variety of information exchange. However, at the same time,
malicious users and groups are attacking vulnerable systems. Intrusion Detection System(IDS) detects malicious behaviors through
network packet analysis. However, it has a burden of processing a large amount of packets in a short time. Therefore, in order
to solve these problem, we propose a network intrusion detection system that operates at kernel level to improve detection
performance at user level. In fact, we confirmed that the network intrusion detection system implemented at kernel level improves

packet analysis and detection performance.
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Algorithm Group Search for Intrusion Detection Rule
Input: Network Protocols
Output: TCP/IP/UDP/ICHP Protocols, TCP Source/Destination Fort, TCP Any Port, UDP Source Fort,
ICHP Any Port, IP Any Port
procedure {
switch (protocel)

case IPPROTO_TCP: //TCP ZEEEE H2 _
3r roup = patternConf_->tcpSrcPortGroup; //TCPAZ 2E JF
ds roup = patternConf_->tcpDstPortGrowp; //TCPEAA ZE 1§
genericPortGroup = patternConf ->anyPortSroup->tepAnyAny; //TCPHY 2E J§
break;
case IPPROTO_UDP: //UDP EEEE 2
. i{,;PnLKGE‘_DUP = patternConf_->udpSrcPorthroup;
reak;
case IPPROTO_TCHP: //ICMp ZEEE FRols ZE U glo] 4o £E JEW AF
lg;an.e,:‘icPortﬁrnup = patternConf_->anyPortGroup->icmpAnyAny ;
reak;
default:
genericPortGroup = patternConf ->anyPortGroup->ipAnyAny;
break;

¥
}

End
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Fig. 4. Searching Algorithm for Detection Group of KNIDS
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Algorithm for Final Checking of Group Rule in KNIDS
Input: Rule Group Patterns, TCP Direction, TCP State
Output: False, Is Matched, Mot Matched
Procedure
Begin {
BOOL Detect(P_RULE_GROUP pulefroup, CHAR® data, USHORT datalen,
TCP_DIRECTION tchi;fg:;j,nn, TCP_STATE t.EgS!EtE)
BOOL isMatch =
e e
ceturn FaLsE
3
isMatch = RealDetect(ruleGroup->noContentRulelist, data, datalen, tcpDirection,
tepState);
if (lisMatch)
isMatch = RealDetect(rulefroup->caseMatchRulelist, data, datalen, tepDirection,
tepstate);
if (lisMatch)
istatch = Realbetect(ruleGroup->noCaserulelist, data, dstaten, tcpBirection,
tepState);
3
b 4
_return istatch;
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Fig. 5. Quick Pattern Matching Algorithm of KNIDS
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Table 1. Result of Packet Processing
Division 1st Test 2nd Test
NIDS KNIDS NIDS KNIDS
Packet Number 2,568 2,568 2,568 2,568
Rule Number 1,075 1,075 2,362 2,362
Initial 393 796 6,150 6,656
Time(ms)
Memory(MB) 30 33 193 233
Total P. T. 259 48 399 78
Average P. T. 0.101 0.019 0.155 0.030
P. M. 30 33 193 233

3 P.T. = Process Time(ms), P.M. = Process Memory(MB)
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