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[Abstract]

Virtual router redundancy protocol (VRRP) was designed as a solution to support fast fail-over in case of network failure.
There exists virtual router which acts as default gateway in LAN, and the virtual router is dynamically elected between master
and backup router. Through this protocol, end-hosts can be provided seamless network service. However, it needs expensive
license fees and maintenance costs to adopt current commercial network operating systems. Furthermore, they are commonly
enterprise proprietary software and inherently closed source. In order to tackle these problem, Open N2OS which is open source
based open network software platform was developed. It has no dependency on hardware equipment, and provides high
availability, scalability, various networking functions. In this paper, we handle VRRP operation and mechanism with related

command line interface (CLI).

AQlo] : BIRE 0|53 Z2EE, YEYA 2YMA|, 2 24, JfHH ZUE, 1I84

Key word : VRRP, Network OS, Open source, Open platform, High availability

http://dx.doi.org/10.9728/dcs.2018.19.4.693 Received 12 April 2018; Revised 24 April 2018

® @ This is an Open Access article distributed under Accepted 27 April 2018
@ the terms of the Creative Commons Attribution
CLaL Non-CommercialLicense(http://creativecommons

.org/licenses/by-nc/3.0/) which permits unrestricted non-commercial
use, distribution, and reproduction in any medium, provided the Tel: +82-10-8640-2624, +82-62-530-1796

original work is properly cited. E-mail: cslee2624@etri.re.kr, hyeoung@jnu.ac.kr

*Corresponding Author; Jaehyung Park

Copyright (©) 2018 The Digital Contents Society 693 http://www.dcs.or.kr  pISSN: 1598-2009 elSSN: 2287-738X



CI X & 2 =535 =2FX|(J. DCS) Vol. 19, No. 4, pp. 693-700, Apr. 2018
=
L. kl = Management Suite Application Adoption Suite High Availability Suite
[ Configuration ][ Orchestration ] [ RIP ][ OSPF ] u-[ BGP ] [ In Senvice Upgrade ]
W o] AARE ol Eg Aol Aulz (RAIRE AIY, 7F , IEEER T T EIRET U e
- - _ (Y]
A, S A4 Bo] TASHEA, YEY A AMH|2 AlEd 8 Networking Service Management Suite
_ ("]
A0 of w3 AFsFol| A & 2tk gl AH] < A ol i3t & d [ s ] s M | J[ s ]
- ~ ~ ® nager lanager lanager nager anager
S EECDESEU R ER U E SRS EDEE S 5 —
H] 212 Aol & ggl.:rLg = a7k Y EY T HH]&- 719 o) Customized Utility Acceleration Suite

&g g/do] oA WA, 71 2k 0|53t 2R EZ (VRRP;
virtual router redundancy protocol) [1]-[3] 7152 BA1% L3 &}
FE7L ERAA,

VRRP Z 2 EF2 19991 ol IETFoI| 4] SPOF (single point
of failure) [4] =A1E S2sl7] 8l auqhel Q=8be = F
Z o|t}. LAN (local area network) ol EA51= 271 o] 2}
FEE roll vhE 2he-Eok Ml 2heEHE A o= st
AL, mkzElel] o3 $-QHE 7 R EE T w2, el
A= AREARSOIAl YA A AR 25 AlFgt) 53], nhE
2k ] FA7F HAEHAS Af-olle AR S jle
AR RS WS 5= QRS W EL F 053} 7] 5S Al EEH]
S8l AHg-E T [5]-6].

SHAIRE 7]229] L2, L3 WEH A 1] GAE-2 IP Infusion
] ZebOSE HIES Pica, Cumulus & ‘3-8 =4 A4 (0S;
operating system)E T3l ARE-3l Skt o] A8 OS= &
A7 &= AgE = A7 BoM, 27] = A Hig gl Al
2= H-&-& A&l of H AL vid A& of H= FA B H[ S =
Ath= WS 7R AL AT B3 closed 422 T320] 7] wj<ol]
G g BE5to] A 75 e AV Bekel=d oY
= 7 AL dek

ol2] gk whlol| A Hlojubr] e, o A 7IRke] 7
HIE A FGAAZF L= 7] A &Fepit) 58], 3 =l A
Z2~71& Open N20S (network neutralized operating system)= 3}
sojofol] FLE5 4] eaL, 7R U ES A An] 2 B ke v
ENA 715 AlFshs OF AT EL o] 2ot} welA
o] & &-gahH, 7|9 B 8 - FAA thal AR g n]go
2 UESLA R 5] 7Fssh, AlE s
wo 2 sho) 2t 7]%4o] Ak 7S Sk neshet] &
o|3lt}k. Open N20SolA AFsh= HEYH B 75
L2/L3 (stp, mstp, rstp, lacp, lldp, rip, ospf, isis, vrrp, bfd) = bgp,
mpls, openflow 5©] T}, I = A= o] 5 shte] 715
VRRP ZREZ 7391 7|5 52}, 18]aL ¥ ool tha)
A =ik

= 0E arE )

LIS S

. 8 =

EEof| A= Open N20S9] 7|22l 529} VRRP 7|5 &
2} F-ze]| gis) A gt

http://dx.doi.org/10.9728/dcs.2018.19.4.693

694

Live

Commen
Update

Library Network Switch SDKC

|

e ]

|

Dedicated Kernel Space Suite
Bridging ][ ARP Tunneling ][ OVS Driver ][ TBD Driver ]

Routing ][ i ][

33 1. Open N20S #=T
Fig. 1. Framework of Open N20S
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X 1. VRRP 7|5 &
Table 1. Standard Specification of VRRP

Standard List Reference
VRRP Packet Format RFC3768
Virtual MAC Address RFC3768
VRRP Multicast IP Address RFC3768
VRRP Protocol Number RFC3768
VRRP Group ID RFC3768
Priority RFC3768
Preemption Mode RFC3768
Advertisement Interval RFC3768
Skew Time RFC3768
Master Down Interval RFC3768
Authentication RFC3768
Checksum RFC3768

VRRP 1L sfj7lo] 41w a1, of 7)ol @71 92429 (priority)
#hol #Apale] 949 FhRT =S 7 f-oll Rk

‘Master Down Timer’7} T2 wj7}A] ApAlH T =& 9

9 S 2t Fa gjBle] AR 28 A9, slld U
2957} viaE G9-EH R AgkE o] 7]Ee] vlE #$9-E 7}
T 71 el o] IS skA "otk

Ho

2) Open N20S — VRRP 9 T-%

717 23= Open N20S9l| A} -6 5]3= VRRP H A ES] 712
=& Bl VRRP <1Zeli= VRRPZF 15591 <E o]
22 AR5 72 31= ‘Interface Database’, object tracking &
2] }= “Tracking Database’, A2~7 2 E}o]|HE #A2|3taL A
ofek THE o2 prolzich wS] ehEL BhE] 2
B2 233 A9 7 IP T4 MAC 45 7]E9] viiH
ShSE19) F4- kot AP AASA S, FF oA
dow Fopzt H9-E tiulshA el T4 ghs AgE 2
27} 9t} o], Interface Database®l] #]7H kS ka1s}he] ul
A M FA& AXA Hrt

o] ¥l %= VRRP <l7le]+= PIF v %], CMD YA, IPC
U A, PROCESS " A 53 A5at7] 913 QlEj#o] =7}
Z )3t} B3k VRRP Packet Process YFE || A+ nf~E 7} 5
71502 HUlE VRRP B3 sj7lS 7438k 715, ¥4
ZHp-Elol A o] & FAlEke] /4A1R1 VRRP FaL 371914 &
ek 750 E3E ] vk

. VRRP 23 9§42i0§

Open N20SE &t&¢ct 7t 29 O|FEt ZE2EZE2| 7|5 S5t WHo

VRRP
Advertisement Advertisement
lsmie i st N Packet Process PR N
(Send/Receive)
VRRP Engine
VRRP le = n VRRP
Router 3 > 3 || Router
Interface Tracking Socket/ i
Database Database Timerl... |
| precess stat
| Process Teminats
PIFmgr CMDmgr IPCmgr 1 Process Health Check
Interface Interface Interface : e
IF ADD/DELETE o Command =t IPC SenciReceive ! I—I

IF UF/DOWM SetUnset Event Send/Receive |

IF Addr ADD/DELETE

|
A 4

PIF CMD IPC PROC
Manager Manager Manager Manager

38 2. VRRP & 7=
Fig. 2. Operation Mechanism of VRRP

Open N20S°l A AlF3H= CLI % #H o] AAI= execute ==
H#o], configure == &0, interface == W o] & 1} Fo]
2 Itk GubH O & execute ol A= A A K, Aol o)
St &8 o7t Al FH Y, configure =0 A= EH9-E12]
dE& AEskaL AloJsts Eo], interface oA 3G
interface®l| A G~8)sk= AXHESE 2} U o & Al
St} Zh 'm =l A A F-8h= VRRP 3 W # o= th2-3 2t}

3-1 Execute == 32104
1) show object

4795k QlE|#| 0] 229] object tracking °l] Tt HEE

ok

i
{
ro

2) show ip virp status

TE5 I Q= EE VRRP 1Eel dgt ARE gt} 1
9 33} o], &8 Y& O 2= VRRP L& ID, A (master &=
+ backup), 73 IP 4, VRRP MAC 4, advertisement
interval, priority, authentication, object tracking ¥% A H Eo0]
FAEh

3) show memory virp
VRRP HIEEA] ARG
g},

Sk viwe) e Yng &

K

4) show log virp
VRRP HEHE] AAH o] gl= =1 e Jus &3
o,

3-2 Configure ‘== HE0|

1) track <number> interface <interface name> line-protocol
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e»ec)#show ip vrrp status
VRRP VERSION 2
ethl - vrrp group 1
State js MASTER
virtual ip address is 199.0.1.1
Virtual mac address is 00:00:5e:00:01:01

Advertisement interval is 1 sec

Preemption is enabled

Priority is 200

No authentication

No object tracking
 Router-1(exec)#

38 3. VRRP M| HE £ g
Fig. 3. Show Information of VRRP Status

3 elE]H o] 20 thalA] Object tracking S EHd3}stt}. A4
gk QlEj o] 20| track &S she], al Q1E| o] 2~9] up
T down O|HIEE 734 ]'_Lﬁ 3}, object tracking2- 3| Al 5}
A olgl|e} 2ol no WHE o] & A3t

2+A4 3} o)) track 1 interface eth1 line-protocol
1] 243} o)) no track 1

2) log virp priority <log level>
VRRP HEAESNA FAS 2719 $459] 572 47
ek Y TPsd =

warning, notice, info, debug £°| #l|-5- €t}

A4=9] =2 emerg, alert, crit, err,
o) log vrrp priority debug

3-3 Interface == H&0{

1) virp <id> ip <ip address>

VRRP 1% IDE AA3sta, sid 159 7P 1P 422 A
gk AAE P T4 kS AHAlsk W ofg et o] no HH
o5 ARE-FITt

7} o)) vrrp 1ip 199.0.1.1

244 ell) no vrrp 1ip 199.0.1.1

2) virp <id> ip priority <value>

s VRRP “152] 94159 ghe ARk -S4 @
1~254 Afo©] @& 747,

474 o)) vrrp 1 priority 150

3) vnp <id> timers advertise <second>
39 VRRP 15-9] 4L 3j7] A5 1148 % 992 A A3

o,

47 of]) vrrp 1 timers advertise 2

4) vnp <id> preempt
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39 VRRP 12| preemption modeE 24 3}slt}. VRRP
IREZ FAXAET} 52 v 7|44 92 preemption E=
2293} el o] ). Preemption FEE B2 S5 HH, WY
2587} vk 2 A8 75l Eakan, vhaE 2h9-E
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H] &3 8} o) no vrrp 1 preempt

5) vnp <id> authentication text <word>

G VRRP 129 text 215 W] dj A== HA3r)
Text 912 WA 45k 49 A9, oo ehelo)
VRRP #9706 s TR L Frlete] e, o2
A5 3 L9 B AL o] A A EA
o} 915 o]35 Westol, Al vhEl o) EA4E HsH
ok 913 W2 A5 no B0l E ALg B

2H4d 8} o) vrrp 1 authentication text openn2os
5}-x]
= O

Y

H] &4 8} o) no vrrp 1 authentication

6) virp <id> track <number> decrement <value>

a5 VRRP L&l Tl A object trackingS A A 3T}, o] =
H3IME HA configure S-=0l A tracking® QIE|FH o] =5 A
“goh= Zlo] A= oo gtk Tracking skal Sl QlE #|o] 2~
ol down o[ EZ} 2 3t 7 -9- decrement #R+E 3F VRRP
1%94 A= 7”\"]7]3’— up oJHEZ} A & A -4

2233} of]) vrrp 1 track 1 decrement 50
1|24 3} o) no vrrp 1 track 1

7) no vnp <id>
3 VRRP L5 AfAllefar, 2= A gk
Y no vrrp 1

o
b
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2
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V. 7ls S& AlE
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/‘1 Ageh= 7HERIEIH 0] 2221 VMnet 0.2 A3 Al
%@ﬂﬂ%%VMiiE%ﬂﬂﬂgﬁiﬂ%ﬁ+W*Em
NA SW-1 2 712291 7] 249 755 Algshs L2 29
*]©] a1, Router-12} Router-2i= VRRP 7]kol FAFeh= L3 2
E|E0]H, Router-3 2 o] 57} 4% AWl L3 #H9-EH=H
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Table 2. Software Version for VRRP Testbed

Software Version

oS Ubuntu 14.04.3 LTS
Kernel Linux 3.19.0-25—-generic
N20S 0.03.02

nlAE R AAE Z9EE ethl SlE|Ho]2] 7Fake] 1P
(199.0.1.1)Z secondary IP & 371344 ¥]™, o] Host-12]
default gateway A= A7 = o] St}

4-2 VRRP 2}2E{ 1M 2 MA
VRRP 74 ARl oA, N20SE 2 33l7] $lel 25

o A n2os start T8 ¥ 015 APt N20S A &S HE
A3 n20s stop H B O] & A&

o I
:Oll:'

1) Router-1 13

VRRP 4 A4S 913] ofgje} o] N20Sel|A] Al|&-ah=
cmsh® 50J3F 5, ethl QUE]F| 0]~ 1Tl A] VRRP “L-of o
B ARE I 7P IP FA4199.0.1.1 = A AL, -
A9 7820002 243}

root@Router-1:~# n2os start
root@Router-1:~# cmsh

N20S Version 0.03.02 Thu Apr 12 15:06:05 2018

N20S Consortium

Router-1>en
Router-1(exec)#configure terminal
Router-1(config)#interface ethl
Router-1(interface)#vrrp 1 ip 199.0.1.1
Router-1(interface)#vrrp 1 priority 200

2) Router-2 74

Router-1 ¥} AFZ7FA &2 VRRP 189 thet AR S ¢
oh 94359 whs w2 A S AT, 718 gkl 100
2 AA )

fo ot

root@Router-2:~# n2os start
root@Router-2:~# cmsh

N20S Version 0.03.02 Thu Apr 12 15:10:16 2018

N20S Consortium

Router-2>en
Router-2(exec)#configure terminal
Router-2(config)#interface ethl
Router-2(interface)#vrrp 1 ip 199.0.1.1

Open N20SE &t&¢ct 7t 29 O|FEt ZE2EZE2| 7|5 S5t WHo

etht
210.0.1.30/24

______ eth2

la
VRRP Group 1

Router - VR_IP:199.0.1.1
199041024 N— T T T T 7

gth2 VMnet 16

199.0.1.120/24

199.0.1.110/24 GW :199.0.1.2

GW:199.0.1.1

33 4. VRRP HAE of
Fig. 4. VRRP Testbed Topology

4-3 Al Z2x

1) VRRP H9-E 75 A1 9

VRRP 715 A2 93] Host-1 |4 Router-3 &= FA10]
AAlA 0 Z o]Zolx|=x] Bolst} 18 53 Host-1914]
Router-39] eth? 4= pingS 2P+ A5 HoAFH, BE
Flo] &4 §lo] AdHoz Z8 thye AL &R 5= 9l
ok B3k AA sjZlEo] AAf mhaE BeHE AR E s
Router-15 7-F3llA Z2|7H=A] g1s17] 913l 19 63} 2]
Host-1914] traceroute ¥ ] (B2 A7 4H FA| HEHoHE
2B, Router-19] ethl T4 %kl 199.0.1.10 & A UHA]

Router-3°l| =&38}= A &1 4= 9t

root@Host-1:"# ping 200.0.1.30 —cl10

FING 200.0.1.30 (200.0.1.30) 56(84) bytes of data.
bytes from 200.0.1.30: icmp_seq=1 tt1=63 time=0.830 ns
bytes from 200.0.1.30: icmp_seq=2 ttl1=63 time=0.911 ns
bytes from 200.0.1.30: icmp_seq=3 ttl1=63 time=0.686 ns
bytes from 200.0.1.30: icmp_seq=4 ttl=63 time=0.72Z ns
bytes from 200.0.1.30: icmp_seq=5 ttl1=63 time=0.733 ns
bytes from 200.0.1.30: icmp_seq=6 tt1=63 time=0.736 ns
bytes from 200.0.1.30: icmp_seq=7 ttl=63 time=0.886 ns
bytes from 200.0.1.30: icmp_seq=8 ttl1=63 time=0.848 ns
bytes from 200.0.1.30: icmp_seq=9 tt1=63 time=0.655 ns
bytes from 200.0.1.30: icmp_seq=10 tt1=63 time=0.868 ns

—— 200.0.1.30 ping statistics -——
10 packets transmitted, 10 received, 0« packet loss, time 9014ms
rtt minsavg/max/mdev = 0.655-0.787,0.911,0.090 ns

38 5. Host-10|A Router-32Z ping HAE Z3}
Fig. 5. Ping Test Result from Host-1 to Router-3

rootBHost-1:"# traceroute -n 200.0.1.30
raceroute to 200.0.1.30 (200.0.1.30), 30 hops max, 60 byte packets

1 199.0.1.10 1.4%0ns 2.648 ns 2.799 ms
2 200.0.1.30 3.281 ns 4.053 ms 4.207 ms

33 6. Host-10lA1 Router-37IX|2| traceroute (through
Router-1)

Fig. 6. Traceroute from Host-1 to Router-3 (through
Router-1)

http://www.dcs.or.kr



HEI X5t =

rootéHost-1:"% traceroute -n 200.9.1.30
traceronte to 200.0.1.30 (200.0.1.30), 30 hops max, 60 byte packets

1 199.0.1.20 1.4 ns 1.864 ns 2.523 mg
2 200.0.1,30 3.600 ms 3.620 ns 3,586 ns

38 7. Host-101A| Router-37}X|2| traceroute (through
Router-2)

Fig. 7. Traceroute from Host-1 to Router-3 (through
Router-2)

2) vheElsh MY 9 A4S 7l
vlolsh Mg} BhE ] G AF )5S

o}gf|£} o] Router-2 2]

Alst7] $15,
$M49 35210 07 7 A17ITk

Router-2(interface)#vrrp 1 priority 210

Router-29] $-AE91E S7HA71A =
HAo) o]&l Router-2+= "F~E]E, Router-1<-
Z3S sH Erh o] el A] Router-2+= ethl QIE| o] 20

7P 4 %% (199.0.1.1)= secondary IP & 715103, hostE
9] gateway G5 sty 2% 72 Host-1914] Router-3714]
traceroute "3 0] Z¥}E B ]S, Router-22] ethl S1E]H|9]
2+ (199.0.1.20)2 714 Router-3 2 E23h= A< oF 5= 9ltk
o3k A3l & Router-1 ¥} Router-22] A8 AR = 19 8 ¥ 1

9 ollA zhz} gl & = Sl

', VRRPE] mkH 447
Wejow ot

L

i

Router-1(exec)#show ip vrrp status
VRRP VERSION 2
ethl - vrrp group 1
State is BACKUP
Virtual ip address is 199.0.1.1
Virtual mac address is 00:00:5e:00:01:01

Advertisement interval is 1 sec
Preemption is enabled
Priority is 200

No authentication

No object tracking

18 8. Router-12] VRRP Al M2 (Backup)
Fig. 8. VRRP Status of Router-1 (Backup)

Router-2(exec)#show ip vrrp status
VRRP VERSION 2
ethl - vrrp group 1
State is MASTER
virtual ip address is 199.0.1.1
virtual mac address is 00:00:5e:00:01:01

Advertisement interval is 1 sec
Preemption is enabled

Priority is 210

No authentication

No object tracking

a8 9. Router-22| VRRP AE| ME (Master)
Fig. 9. VRRP Status of Router-2 (Master)
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root@Host-1:"# ping 199.0.1.1 -c20

[PING 199.0.1.1 (199.0.1.1) 56(84) bytes of data.

6 199.6.1. icnp_seq=1 ttl=64 tine=3.22 ns
icnp_seq=2 ttl1=64 time=0.534 ns
icnp_seq=3 ttl=64 time=0.55Z mns
icmp_seq=4 tt1=64 time=0.586 ns
icmp_seq=5 ttl=64 time=0.577 ms
icmp_seq=6 tt1=64 time=0.565 ns
icmp_seq=7 ttl=64 time=0.546 ms
icnp_seq=8 ttl=64 tine=0.963 ns
icmp seq=9 ttl=64 time=0.540 ms
icnp_seq=10 tt1=64 time=0.600 ms
icmp seq=14 tt1=64 time=1
icnp_seqg=15 tt1=64 ti

¢ icmp_seq=16 tt1=64 ti

i icmp_seq=17 tt1=64 ti

¢ icmp_seq=18 tt1=64 ti
icmp_seq=19 tt1=64 time=0.590 mns
icnp_seq=20 ttl1=64 time=0.60Z ms

1:
199.0.1.1:
199.6.1.1:
199.0.1.1:
199.0.1.1:
199.0.1.1:
199.0.1.1:
199.6.1.1:
199.0.1.1:
199.6.1.1:
199.0.1.1:
199.6.1.1:
199.0.1.1
199.0.1.1
199.0.1.1
6 199.0.1.1:
64 bytes from 199.06.1.1:
— 199.0.1.1 ping statistics —

20 packets transmitted, 17 received. 15+ packet loss, time 19049ms
rtt mincavgsmaxsndev = 0.507.0.825-3.222/0.662 ns

33 10. TOH=R| M5 HAE
Fig. 10. Fail-over performance test
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