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[Abstract]

A common core network is the one of main architectural principles in 3GPP 5G System which has common interfaces with
different multiple accesses. 3GPP 5G System Phase 1 (Release 15) supports Untrusted Non-3GPP access as well as 3GPP access
with common interfaces. Non-3GPP Interworking Function (N3IWF) has been defined to interface with a UE and a core network
for supporting Untrusted Non-3GPP access in 3GPP Release 15. However, interworking with Trusted Non-3GPP access is under
study to be completed in 3GPP 5G System Phase 2 (Release 16). Therefore, this paper proposes a Trusted Non-3GPP access
network architecture and related signaling procedures, and then the implementation based on the proposal shows how to interwork
between Trusted Non-3GPP access and the 5G core network. In our proposal, N3IWF can interwork with either Untrusted or
Trusted Non-3GPP access without any architectural modification or addition of 3GPP 5G system Phase 1.
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//[EAPOL EAP-5G/NAS/N01_REG_REQ

[Fri Nov 24 10:10:38 2017] eapol: send to AP (87 bytes) =—=>
etherhdr - h_dest: 01:80:¢2:00:00:03, h_source: 44:1c:a8:¢3:19:0b,

h_proto: 0x888e

eapol - ver: EAPOL_VERSION 2004(0x2), type:
EAPOL_TYPE_EAP(0x0), len 69
eap - code: EAP_CODE_RESPONSE(2), id: 1, len: 69
eap5g - type: EAP_TYPE 5G(0x38), flags

(EAPAG_FLAG_LENGTH|-|-]-|-|-), data_len: 61
tlv - t: EAP5G_ATTR_TYPE_NAS(0x1), 1: 61
nl - type: NO1_REG_REQ id(0x2774), rat: Ox1, data_len: 28

0000: 00000001 ¢2 000831 3031 323334353637
01234567

0010: 38 00 00 00 00 00 00 00 00 00 00 00 LS

dump=—==—=end ==—=—

20

//Eapol (EAP/EAP5SG/NAS/ N01_REG._ACPT)

[Fri Nov 24 10:10:38 2017] eapol: receive from AP (73 bytes) <=—
etherhdr - h_dest: 44:1c:a8:¢3:19:0b, h_source: 90:61:ae:c1:73:20,

h_proto: 0x888e

eapol - ver: EAPOL_VERSION 2004(0x2), type:
EAPOL_TYPE EAP(0x0), len 55
eap - code: EAP_ CODE_REQUEST(1), id: 4, len: 55
eap5g - type: EAP_TYPE 5G(0x38), flags

(EAPAG_FLAG LENGTH|-|-|-|-|-), data_len: 47
tlv - t: EAP5G_ATTR_TYPE_NAS(0x1), 1: 47
nl - type: NO1_REG_ACPT id(0x2779), rat: 0x1, data_len: 14

dump|[nl - data]=====len 14 =====
0000: 0000 0001 ¢2 000801 010100000001 Lt
dump=—===end ==—==—

[Fri Nov 24 10:10:38 2017] <===sctp: send to UE (23 bytes)
nl - type: NO1_REG_ACPT id(0x2779), rat: Ox1, data_len: 14

dump(nl - dataJ===—=len 14 =——
0000: 00 00 00 01 c2 00 08 01 01 01 00 00 00 01 P
dump=—====end ==—=—=

/// Eapol (EAP/EAPSG/NAS/N01_REG_CMPL)
[Fri Nov 24 10:10:38 2017] ===> sctp: recv from UE (20)
nl - type: NO1_REG _CMPL _id(0x277a), rat: Ox1, data_len: 11

dump(nl - data]====len 11 ==—==—=
0000: 01 c2 000801010100 000001 ?
dump=—===end ===

[Fri Nov 24 10:10:38 2017] eapol: send to AP (70 bytes) =—==>
etherhdr - h_dest: 01:80:¢2:00:00:03, h_source: 44:1c:a8:¢3:19:0b,
h_proto: 0x888e

eapol - ver: EAPOL_VERSION_2004(0x2), type:
EAPOL_TYPE_EAP(0x0), len 52
eap - code: EAP_CODE_RESPONSE(2), id: 4, len: 52
eapSg - type: EAP_TYPE 5G(0x38), flags

(EAPAG_FLAG_LENGTH]-|-|--|-), data_len: 44
tlv - t: EAP5G_ATTR _TYPE NAS(0x1), I: 44
nl - type: NO1_REG _CMPL _id(0x277a), rat: 0x1, data_len: 11

dump[n] - data]J=====1len 11 ====
0000: 01 ¢c2000801 010100 000001 ?
dump=—===end ==—=——=
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a8 15. UE S&
Fig. 15. Operations of UE

/IN02_DL_NAS_TRANS
[Fri Nov 24 10:07:01 2017] sctp: recv from AMF (162) <==—

dump[from AMF] len 162
dump=—==—=end =———=
n2 - type: NO2_DL_NAS TRANS id(10201,0x27d9), ueid:

bs-0x3c572b4e/am-0xa6dc6b4e19958, data_len: 142
nl - type: NO1_AUTH_REQ _id(0x2775), rat: 0x2, data_len: 133
dump[nl - data] len 133
0000: 012c 0085177365

.,.2.sec q.secw.s
0010: 6563 66 00 00 00 00 00 00 00 00 00 00 00 00 00
0020: 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0030: 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0040: 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0080: 00 00 00 00 00

63 71 00 73 65 63 77 00 73

ecf.....

//IN02_UL_NAS_TRANS
[Fri Nov 24 10:07:01 2017] sctp: send to AMF (166 bytes) ===>

dump[to AMF] len 166
dump=—=—=—=end =———=
n2 - type: NO2 UL NAS TRANS id(10202,0x27da), ueid:

bs-0x3c572b4e/am-0xa6dc6b4e19958, data_len: 142

nl - type: NO1_AUTH_RSP_id(0x2776), rat: 0x2, data_len: 133
dump[nl - data] len 133
0000: 02 2c 0085 17 00 00 00
0010: 00 00 00 00 00 00 00 00
0020: 00 00 00 00 00 00 00 00
0030: 00 00 00 00 00 00 00 00
0040: 00 00 00 00 00 00 00 00
0050: 00 00 00 00 00 00 00 00
0060: 0000 00 00 00 00 00 00
0070: 00 00 00 00 00 00 00 00
0080: 00 00 00 00 00

0000 00 00 00000000 .,.2....
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

a3 16. N3IWF 3%
Fig. 16. Operations of N3IWF
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