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An Effective Malware Detection Mechanism in Android Environment
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Abstract

With the explosive growth of smart phones and efficiency, the Android of an open mobile
operating system is gradually increasing in the use and the availability. Android systems has
proven its availability and stability in the mobile devices, the home appliances’s operating
systems, the IoT products, and the mechatronics. However, as the usability increases, the
malicious code based on Android also increases exponentially. Unlike ordinary PCs, if malicious
codes are infiltrated into mobile products, mobile devices can not be used as a lock and can be
leaked a large number of personal contacts, and can be lead to unnecessary billing, and can be
cause a huge loss of financial services. Therefore, we proposed a method to detect and delete
malicious files in real time in order to solve this problem. In this paper, we also designed a
method to detect and delete malicious codes in a more effective manner through the process of
installing Android-based applications and signature-based malicious code detection method. The
method we proposed and designed can effectively detect malicious code in a limited resource
environment, such as mobile environments.
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