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Abstract

As the market for IoT devices grows, it is expected that the scale of malware attack will be
considerable. Accordingly, the improvement of related legislation has been actively promoted, the
recently strengthened Information and Communication Network Act was enforced. Because IoT
related accidents can lead to not only financial damages but also human accidents, IoT device
Security has been attracted a great deal of attention. In this paper, IoT devices provide essential
security functions through legal and technical perspectives, and analyze related technologies. This
can be used to a reference for the Start-up developer and IoT device designer.
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— Lightweight encryption

— Anti—-malware

— Access and permission control
— Device authentication

— ldentification verification

— loT Standard based design

— Data, Platform, S/W Integrity

Confidentiality

Integrity authentication and verification design
— Secure boot
Availability — Access control design

— Closed firewall

— User authentication and password
setting

— Mutual Authentication between devices

— Ownership control

— Identification verification

Authentication
Authorization
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