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ABSTRACT

As the size of the system and network environment grows and the network structure and the system configuration change
frequently, network administrators have difficulty managing the status manually and identifying real-time changes. In this
paper, we suggest a system that scans dynamic network information in real time, scores vulnerability of network devices,
generates all potential attack paths, and visualizes them using attack graph. We implemented the proposed algorithm based
attack graph; and we demonstrated that it can be applicable in MTD concept based defense system by simulating on
dynamic virtual network environment with SDN.
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Fig. 1. System overview (information collecting, host scoring, attack graph generating)
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Fig. 3. Calculating vulnerability score of a system
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Table 3. Score of each host

host score
A 0.4
B 0.7
C 0.8
D 0.3

Table 4. Score of each path

path score
B—C—A 0.7x0.8x0.4=0.224
B—D—C—A 0.7x0.3%0.8x0.4=0.0672
B—D—A 0.7x0.3x0.4=0.084
B—C—D—A 0.7%x0.8%0.3x0.4=0.0672
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10.10.10.125->FR2->R1->R3->10.10.40.40 0.04896
10.10.10.66->FR2->R1-»R3->10.10.40.40 0.04382
10.10.10.125->FR2->R1->R3->10.10.40.80->10.10.40.40 001111
10.10.10.66->FR2->R1->R3->10.10.40.80->10.10.40.40 0.00995
10.10.10.125->10.10.10.66->->FR2->R1->R3->10.10.40.40 0.00938
10.10.10.66->10.10.10.125->->FR2->R1->R3->10.10.40.40 0.00938
10.10.10.125->10.10.10.66->FR2->R1->R3->10.10.40.80->10.10.40.40 0.00204
10.10.10.66->10.10.10.125->FR2->R1->R3->10.10.40.80->10.10.40.40 0.00204

Fig. 10. Score of attack path
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Fig. 12. Attack graph (add host)

10.10.10.125-> FR2-> R1-> R3-> 10.10.40.40 0.04896
10.10.10.66-> FR2-> R1-> R3-> 10.10.40.40 0.04382
10.10.10.125-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.01158
10.10.10.125-> FR2-> R1-> R3-> 10.10.40.80-> 10.10.40.40 0.01111
10.10.10.66-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.01036
10.10.10.66-> FR2-> R1-> R3-> 10.10.40.80-> 10.10.40.40 0.00995
10.10.10.125-> 10.10.10.66-> FR2-> R1-> R3-> 10.10.40.40 0.00938
10.10.10.66-> 10.10.10.125-> FR2-> R1-> R3-> 10.10.40.40 0.00938
10.10.10.125-> 10.10.10.66-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.00222
10.10.10.66-> 10.10.10.125-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.00222

Fig. 13. Score of attack path (add host)
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Fig. 14. Attack graph(block port)

10.10.10.66-> FR2-> R1-> R3-> 10.10.40.40 0.04382
10.10.10.125-> FR2-> R1-> R3-> 10.10.40.40 0.04245
10.10.10.66-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.01036
10.10.10.125-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.01003
10.10.10.66-> FR2-> R1-> R3-> 10.10.40.80-> 10.10.40.40 0.00995
10.10.10.125-> FR2-> R1-> R3-> 10.10.40.80-> 10.10.40.40 0.00964
10.10.10.125-> 10.10.10.66-> FR2-> R1-> R3-> 10.10.40.40 0.00813
10.10.10.66-> 10.10.10.125-> FR2-> R1-> R3-> 10.10.40.40 0.00813
10.10.10.125-> 10.10.10.66-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.00192
10.10.10.66-> 10.10.10.125-> FR2-> R1-> R3-> 10.10.30.60-> 10.10.40.40 0.00192

Fig. 15. Score of attack paths(block port)
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