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- Malware Category Detection

okx] 7)egt dAIE WE BRI
oA ErE AR AR gle F&
(Prominant Behavior)®?} %7 (Objectives)S 7]
ke Aol 83t ClE B0l ARE €
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Ransomware, A7AAe]¢} 325l Remote access
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Spyware, I
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AF Azt 7] AW 9 B579 Categoryel] gt
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gk Wk S Alggkcl B]E, RekiAE Malware
Categoryell &t E5771 EF3} FololA] @A=L oA

3] faa A Apolh

- Malware Novelty and Similarity Detection
o] St FE 71 WEAlM g BRFl 2O w9
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* Similarity Detection :
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BEe BE Agan onE relsh oz
Similarity Detection®} HFtl]&] &jw] 2
0z o] yel tha A1 2 A
71&el QR A2 A FEsA Hok

- Malware Development Detection :
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Anti-Virus, Sandbox, On-line Scanning Service 5
&3l Aol AlF# 4 oleth Wb, VirusTotal 52
72 Online Serviceell BHA3}E= thofgt Query 53 ¢
2] 3] meta-data®} AAste] EA3hd FAAE2]
o, sjulekS whelslt = gl AAE, Anubis
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- Malware Attribution
AL T A Bl AER, 3

2b 293k 78 dlFT FAAES 2251 do|t}. o]
of dall, 37} 77} Stk Technical #41-& 3=
7} A3t Qlo], JAd T = oﬂ WA ¥ 1Py} URL, C&CS}
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Threat Intelligence, A X% A8 58 <AA|3te] F-47}
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- Malware Triage
U7 I e S 160512 oAl Abalo|
al

. &L Features

7| okA] 7]%E T E BA A DS 9
3 AH&¥= T8 Feature5oll sl A et oA z=
£l A== Feature5-> PE header, Strings,
Sequences, DLL/API,
Visualization , Memory X, File X, Registry %
X, CPU Register, Network <A B, Anti-Virus £
A 5 AR, of 3 Faslehr BeEt Fa
Feature 8712 FA o2 7|&3leic)

Entropy,  Instructions,

3.1. PE Header

PE Headerdl|= 3} B4 of tehs] 83 A B S0
wo] #3txle] glt}. Section, Import A ¥, Compiler,
Timestamp 5 %2 A W7} 3lon] Z7k9] Section™™ =

=B AREE g, o5 A Ved I=

M 700 Set M Control Set

BYTES_REVERSED_HI |===
UP_SYSTEM_ONLY |
DLL &
SYSTEM |
NET_RUN_FROM_SWAP
REMOVABLE_RUN_
DEBUG_STRIPPED [
32BIT_MACHINE
BYTES_REVERSED_LO f=——
RESERVED
LARGE_ADDRESS_ AWARE |
AGGRESSIVE_WS_TRIM
LOCAL SYMS STRIPPED | T
LINE_NUMS_STRIPFED | : T T
EXECUTABLE_IMAGE
RELOCS STRIPPED =1 T {

0% 25% 50% 75% 100%

(22! 2) PE Header Characteristics £4{0{|A|

4 & 7Fe3tcl Yonts= o]2fdh
PE Header 54 4] 5} | SafA ot et Akt
d 40wl £3HE E PE Header A W5 SAZ 2
2 EAsgd2]. ofl =32 PE Header =,
Characteristics®l] YEld Flag AR5 Ed|2 A3
AzE et

°]-EH 2732 PE Header & % Section ¥l o
S AA A INE debdich dub o g Aataked
& od# Al Section ©]E0.2 3~7/ AERE wo] RLx3}

, I F=E d99] Section o] AREE T I SR
Ao we 7dske] gl
Feature® #-8-3 4= it}

o]9]o| %= Mahew, Jinrong 5 T}FEF Aol 4]

Resource icon’s checksum, Section count, Section

ol HAEE Fa

name, Section size, Pointer to Symbol table, PE

timestamp, PE characteristics 5 %-> Feature5-2 A}

43l origle ATEAES =E3ITH16,17,18].

HZoo Set MControl Set

1% 7
frrrrrrereT
1% % 05 1 145 2 25 3 35 4 45 5 55 6 &5 7 7.5 8

(22 3) PE Header Section 7|t 241 0fA|
3.2. Printable Strings

Binary I oll4] Symbol, Strings 7|1} ATE% &
2l 7B Al&E s gl oA zEe] AR ES
BinaryZd ol 4] EA €] StringEZ F2°] 2 F 1,
o] Awr} Ax A whdElcks 7polH, o]
Packing® o= fAksAl A4 7153} 5,12
Binary FUAFAlA]  StringS FE3H L :‘vﬂ:
Code, A#F9] Signature, SFPo|} BAx o]F, T4
59 ARE A& F oed olF Tl FZ= 1A
9] Key feature”’} 32 4 it} 53], Printable
ASCII String 5-& F%3}7, o]&l s3] EA4 &4

714t Feature 5%, StringEoll gt thakst A% ¥
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(% 1) Symbol 7|8t dMIE=0t Hatuielo| FEFA

Of|A]

Symbol Range Fl}" Ie((ljl\:;?]rf» Flzzl:llegnt\

0 0.22% 3.20%

1730 10.56% 37.52%

, 31 7 100 13.54% 20.44%

' 101 ~ 800 50.62% 17.92%

801 ~ 1000 4.64% 2.36%

1000 ~ 20.42% 18.56%

0 0.16% 7.52%

1730 6.34% 35.64%

4 31 7 100 17.06% 19.04%

' 101 ~ 800 51.42% 16.64%

801 ~ 1000 5.14% 2.56%

1000 ~ 19.88% 18.60%

0 0.38% 2.28%

1730 5.02% 19.88%

[ 31 7 100 10.82% 21.64%

101 ~ 800 54.34% 30.56%

801 ~ 1000 5.18% 3.12%

1000 ~ 24.26% 22.52%
34 5o MR el B, 1FEF 59
A3HE AT 4 ok o) EE Swing 48] Ay
2l 54 Symbol®] ExEe| W FAEA A= o
.

3.3. Sequences

Binary 342 A=t byteSol| W3t Sequence® e}
=), o213k Byte Sequence 492 ¢]4l N-grame]
de] AM-Erh N-gram 32| 71 Stringell W3l n
=719] sliding window "= 2=7He] Zztel] ofgh v}
o urlo g BAE AHEElaL o] & AER vhoftt &
AATE A= 2 9lr)

N-gram< ©37]¢l] 220]+= Sequence®] A tAl-S -

5 B0 EC 83 EN PR B EC-NC B2
C EE FF FF 33 OB 38 10-84 38
] o 5

Disassembly

push  ebp
noy ebp, esp
and esp, OFFFFFFF8h
sub esp, 2BCh
push  ebx

Extracting sequences

of OpCodes

OpCode 1-gram push (2) mov (1) and (1) sub (1)

OpCode 2-gram push,mov (1) mov,and (1) and,sub (1) sub,push (1)

OpCode3-gram  push,mov,and (1) mov,and,sub (1)  and,sub,push (1)

(a2 4) N-gram 7|&2714

°]

ot
(e}

188 5 9ltH19,20]. b4 o2 Bytewt4] 7]
N-gram 7o Fe] 220 gkov) w3}y <of
FE A6 &3} "ol FHo] gl7] wjse] 2
Byte ©917} o} Bit ©$]9] N-gram #-4- o177}
sith obl 13- Byte ©$]2] N-gram AHEWA17) Bit
919 N-gram AFHA1e] vlad 35 vrepdict,

oo HN X
M
o

Original data

Byte shifting window.

Bit shiting window:

(3% 5) Byte vs Bit &2 Sequence 24{0fA|
3.4. DLL/API

PE 9] FHHE #AsH Import HoSle
DLL/API A B2 £Hal&} 4= gt} o] AWEL PE 5ol
o] Ag) Al 3&F APIES] AR

of diets] Fe3t ARE ATl DLL Injection,
Anti-Debugging & AA LS TAEI=
APl 5% E5S B4 5 8 AET f4skt 1
ok, s} lgo] M 8w s

DLL/API &°| A =e] 9lon® t}efdl Feature 5
AAIZE £Ao] I aslri21,22].

o]ni ol/ﬂ A= T,‘i_@l

3.5. Entropy

Entropy= T34 AEE vehin], dubA 02 text

(

2) X2 oMU APl 24T}

53]

Malware

Activity API Patterns
FindWindowA, ShowWindow,

Key GetAsyncKeyState, SetWindowsHookEx,

Logger RegisterHotKey, GetMessage,

UnhookWindowsHookEx

GetDC, GetWindowDC,
Screen CreateCompatibleDC,

Capture CreateCompatibleBitmap, SelectObject,
BitBIt, WriteFile
IsDebuggerPresent,

Anti-deb  CheckRemoteDebuggerPresent,

ugging OutputDebugStringA,
OutputDebugStringW

Downloa  URLDownloadToFile, WinExec,

der ShellExecute

DLL OpenProcess, VirtualAllocEx,

Injection WriteProcessMemory,

IU CreateRemoteThread
FindResource, LoadResource,

Dropper SizeOfResource
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E-S-[ Window sizeI Overlap is ]
s 256 byte 256 byte Executable code with high entropy

—

Entropy values

Offsets

(2% 6) Offsetsofl Z Entropyat CllAl

9}l 40]3}, Packing®l ¥} 4~6, Encryption¥! I}
e 68K =S ZH& 7Hxich webA, Binary IHdS
54 =27] S92 Entropydta T‘qﬁ}uﬂ Tpelef] it
EAS glekst 4 9lct ofel]l 1=lL Offsetsel] wlE

Entropy #t olAE vhehich,

VirusTotal Soll4& ]9 PEZU]  Section®
Entropy A®E A8l 02m™[6], Ahmadi=
10,000byte ]2 Entropy #t= AHE3lz, o]dl digh
Histogram #41-& %3 2037} featureS il oz oA
FE I5FE EF3IeH12]. Joshuats 1,024byte %]
2 Entropy#t-& AHE31s] 1,024 byte block®] Hash#t
<+ x5F 16702 "9, Entropy#hs y5 1670E w3}
o], 22+l o2 W3t 4 Deep Neural Network 7]
wtog oo iE BAETH12,3]. ofd H
Deep Neural Network 714} Entropy 4 ROC Curve
FAAIE el

0.0
1o0*

1077 107 10t 107

(3& 7) Entropy”lgt k3= EMADH(ROC curve)

3.6. Sections

Binary 3}d-2 APde] AejEl bss,

reloc 52| Section ™

.text, .data,
rdata, .edata, .idata, .rsrc, .tls,

o] g}, Z7+e] Sectionol|+ Codel} Data, Resource

olrl
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Feature 53 23] 145 %13
= o]#]38} Section 7]HFC.Z Feature=
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Section' 2 Binary®}d 2] ez} Fa=le] gl
B2, Section™ Entropy, Instruction, Visualization 5
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(# 3) Section 7|t Feature F£& 0fA|

Name Description

The total number of lines in .bss section
The total number of lines in .data section

section_names_bss

section_names_data
section_ names_edata
section_names_idata
section_names_rdata
section names_rsrc

The total number of lines in .edata section

The total number of lines in .idata section

The total number of lines in .rdata section

The total number of lines in .rsrc section

The total number of lines in .text section

The total number of lines in .tls section

The total number of lines in .reloc section

The total number of sections

The total number of unknown sections

The total number of lines in unknown sections

The proportion of known sections to the all section
The proportion of unknown sections to the all sections
The proportion of the amount of unknown sections to the whole file

section_names_.text
section_names_tls
section_names_reloc
Num_Sections
Unknown_Sections
Unknown_Sections lines
known_Sections_por
Unknown_Sections_por
Unknown_Sections lines_por

.text_por The proportion of .text section to the whole file
data_por The proportion of .data section to the whole file

bss_por The proportion of .bss section to the whole file
_rdata_por The proportion of .rdata section to the whole file
edata_por The proportion of .edata section to the whole file
.idata_por The proportion of .idata section to the whole file
_rste_por The proportion of .rsrc section to the whole file
tls_por The proportion of .tls section to the whole file
reloc_por The proportion of .reloc section to the whole file

3.7. Instructions

Binary ZtdzpAlo| 4] e] AL Alge] FEE
3l7] 13 7] witell £A 2] Features T4 L2 #4435}
Al =e] A7} elrt. ool Assemble view
2L Semanticel] thil o]s7} 7lssle, 0] a3 Q]

£Xo] 7lgslth 7]EZOZ  Instructiond] T
Frequency 59 EAY ¥4& 374}, Instruction

ﬂ*%q

E uoq

Sequence S A2 N-gram 7|8F #4915
E4 9] Instructions AFCZ t}E
& % itk ol & S, Packing 392> gsgs]qj o]
w2]o] Unpakeing® FE=7} 7]%% 3, OEPR o] %53}
of Aeu]A e} ofel] 282 Packing® A& A3
8)Suj 2] Unpacking 52+ vepich

ole]gh A el|4 %7] 4L Unpacking ZE=ZF
welo] e Zl o R4 AAHETh mEbA, o] e} e E

gk,

12
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b
0x01001000 f— o
1 ] b
i i ]
i i
UPX0 | Unpacked code I Unpacked code !
(Initialized to 0) | | I
i I !
1 ] H
[ [
i Unpacked d: | Unpacked data !
i I
0x01019000 ——————f |========= =2 | jsosoooo oo
UPX1 UPX1 UPX1
(Unpacking routine) (Unpacking routine) |[Write [(Unpacking routine) | Jump
0x01021000 ©
.ISrc rsrc rsrc OEP

(a2l 8) Packing® mle| Unpacking S 0fA]

LULE VU B aD us v, LaveronuusECuLEr
CODE : 00450D5C dw 17h

CODE : 88458DSE dd offset _TForm1_Label3HouseLeave
CODE : 00450062 db 16, Label3Mouseleave’

CODE : 60450073 dw 16h

CODE : 00450075 dd offset _TForm1_Label3MouseDouwn
CODE : 06450079 db 15,"Label3MouseDown’

CODE : 88458D89 du 12h

CODE : 0045 0D8B dd offset _TForm1_Label3Click

CODE : 0845 6D8F db 11,'Label3Click"

CODE : 00450098 du 13h

dd offset _TFormi_FormKeyPress

db 12,'FormKeyPress’

CODE : 6045 0D9D
CODE - 0845 08DA1

CODE : 6045 BDAE du 12h

CODE : 0845 8DB0 dd offset _TFormi_FormnKeyDoun
CODE : 6845 BDB4 db 11,*FornKeyDown®

CODE : 66456DC 0 dw 12h

CODE - 06450DC2 dd offset _TForm1_Timer1Timer
CODE : 0045 8DC6 db 11, Timer1Timer"

CODE : 6645 0DD2 duw 12h

CODE : 06450004
CODE : 60450DD8
CODE : 00450DES aTforml

dd offset _TFormi_Timer2Timer
db 11,"Tiner2Timer

dab 6,°TForm1* ; DATA XREF: CODE:

(2% 9] Instruction 7|8t Feature =& 04|

Instruction?! db, dw, dd(bytes, words, double) 5]
A==, o]2]3t 542 FeatureZ vF3st 4 i}
[5]. ok} 232 Unpackingell 229l Z=55 vepd

.

3.8. Visualization

Vision #°F& 3*% CNN(Convolutional Neural
Network) 7|HF #A4HHA]& oA F o 2S5l A+
So] A& gir}. I FZ = Mozl Binaryshd
S AR FAYS uf ¥ Image® X2 2 7
olgh= 71 ollA] bk} o)l 293 Natarjoll 4] &
A8k I 28 Imaged]AE HeRch

CNN7]%-2 Convolution layer, Polling layerg %

() Obfuscator AD

(¢) Fakerean (f) Wintrim BX (2) VB AT

Algne i

(& 10) CNN 7|gt =AM zaE JEY Image 24 0flA|

3 229 Features AA/FE3A] Wolm =& AA
o] glem 2 Binary 3 A4S CNNS 3 #4138
A7E0] wWol 9l Nataraj= Binary I} 27t
ByteE Gray-color 0~255%3L22 3}o] Image® "33}
2, o]Z 7] ¥3+=l Imaged K-NN, Euclidean Distance
7o g 7]|&e| 243 DB 71 7k A==,
M FE 18-S A5 LH4]. Kabanga: 128+*128
Z7)2 W3E A FE Imageoll CNN 712 <348}
o] 25702 FAE N IE JFEF AHE A=Y

o
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