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ABSTRACT

Vehicles are used in daily life as convenient transport, it is important to authenticate driver because vehicles are
controlled by driver. Especially, in these days, there is a discussion on introduction of Driving Under the Influence
car-starting locking device installation for preventing accidents caused by Driving Under the Influence of alcohol, these
car-starting locking device installation requires a lot of money and time. Suitable user authentication for solving user’s
inconvenience during the disabled and men of national merit to receive discount benefits is needed. In this paper, For
solving these problems, we propose the efficient vehicle control and user authentication system for preventing driving
under the influence and providing the disabled and men of national merit benefit based on driver authentication by using
user’s smartphone NFC communication and user’s biometric information.
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Certificate Authority(CA) Driver(Car owner)

1. Request for Driver Registration
. -

2. Send Certification Token List(Fingerprint,
Face Recognition, Iris Recognition) and

Request for Public Key
3. Biometric

Information
Recognition based
on chosen
Certification Token
List and Generate

-| Private/Public Key
based on Biometric
Information

v

4. Send Digital é\gnéture(Driver’s Private Key)

(

PU,s, ECDSApg,  (PUysr ‘ |Authentication Token Llst||
Driver_Type||The disabled or men of national merit info.

5. Driver
Verification & User
Registration, Issue
Certificate(signed

<

6. Send Public Key Certificate(signed by CA's
Private Key)
Al va |
by CR' Private Kej) oy, 50D Ay, (PUye|[BCDS ity (Pl
AuthenticationToken Llel |Driver's Type| ‘

The disabled or men of national merit info.)

Fig. 1 User Registration of the Proposed Method
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Certificate Authority(CA) Vehicle ECU Driver(Car owner)

1. Request for Driver Authentication
e

2. Send Encey,, (Noncel Authentication Token)

once.Calc Rstl|Authentication Token)

ooy (VOnce_Calc_Rt||Authentication Token||
~Typel|AlcoholTest_Rst) (DUl Case)

Send PU,.,, ECDSApg,,
Nonce_Calc_Rst]|Authentication Token] Driver_Typel|
The disabled or men of national merit info.), (The
disabled or Men of national merit Case)

4. Request Driver's Public Certificate, Send
(PUecus Encey,, (PUusr) )

<
5. Send Driver's Public Certificate and
CA's Public Key
Pl BCDSA gy, (PUyo [ECDSA g, (Pl
Authentication Token||Drviersy||

The disabled or men of national merit nfo. ) 6. Authenticate Driver's Public

Certificate(By using CA's Public Key)
and Related Information

7. Send Authentication Results

(1) Authentication Success[Starting Success

(2) Authentication Success|[Starting Fail(DUI Case)
(3) Authentication Fail

Fig. 2 User Authentication(Common) of the Proposed
Method
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Certificate Driver ) Driver

Authority(CA) (Deputy Driver) Veicle ECU (Car Owner)

1. Execute Deputy Driver
Calling Application on
User's smartphone and
Call Deputy
Driver{Receive Deputy
Driver's Public Key and
Certfication Token, When
Deputy Driver is ass\gned;
3. Request Deputy Driver (Authentication Result2
Authentication(When Deputy Driver is N Case)

Arived)

Token||Drivere)

4 Send
Bty (once Authenication Token)
.

5.Send BCDSHag, , (Noncega,
[ uthentication Token |Driver Type
||Deputy Driver location Info.)

6 Requestfo ety Diver's Publ Ky and Send Pl
Bt (Pl )
¢ | -
7. Send Deguty Driver' Public Cetfcte and CAs Pl ey
Pl ECDSAnge (PUiver ECDSAp (Pl
|uthenication oken| Drivr Typel)

»| 8 Authenticate Deputy Driver's Public
Certficate(By using CA's Public Key)
(Compare Deputy Driver location and
9.Send Authentication Results and Parng locaton)

Deputy Driver can control vehicle
«

Fig. 3 User Authentication(Driving Under the influence
of alcohol) of the Proposed Method
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Table. 1 Comparison Results among the Proposed
methods and previous works
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Table. 2 Pros and Cons among the Proposed methods
and previous works
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