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Abstract

In this paper, we propose a describes how to detect a false iris image by inserting watermark into

a iris image. The existing method, which inserts the watermark into the entire iris image to detect a

fake iris, has a problem that can evade it by segmenting iris region of an iris image. The purpose of

overcoming the problem, this paper proposes a new fake iris detection technique based on digital

watermark. It first searches a central point of an iris image, divide the image into blocks with

respect to the point. executes Discrete Cosine Transform, inserts watermark into the blocks, and

then verifies an iris image using NC(Normalized Correlation). In the experiments, we confirm the

robustness for attacks — crop and JPEG.
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Fig. 1. Overview of the proposed technique for detecting a fake iris image
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Fig. 2. Pupil detection using Hough transform
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{a) DCT coefficient blocks

(b} DCT blocks near the pupil center

Fig. 3. 1,024 DCT blocks selected from the pupil center

2. Inserting Watermark into a DCT block
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Fig. 4. Watermark insertion position on a DCT block
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(a) Original Image (b) Watermark embedded Image

{c} Weight correction Image

Fig. 7. Image Correction using a weight
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Discrimination

e F3 WA S 2R, 259 7] N,
% ) U Baged AEa SN ¢
78 991 @ & Qe PHE

o xaxoza SIS A S A ) A
&

oM Tl FAREE HE 5, TAANMRH v AFE A
ANl tigte] T Nx N E5T A (3)& o]&sto] oit

SARL WRhS 8 7} 852 DCT A5+ C(i,j) ol whe} o}
Aok 2ol AErAE FET

if Cli,j)=0 (7

watermark bit =1

if C(ij) <0

watermark bit =0

(a) Original image

239
1RO

(¢} Original Watermark

(b) Watermark embedded Image

539
1RO

(dy Extracted Watermark

Fig. 8. an example of watermark extraction

Fig. 9. extracted watermark from the original image(Fig. 8(a))
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