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Abstract

Utilizing sequence control and numerical computing, embedded devices are used in a variety of automated
systems, including those at industrial sites, in accordance with their control program. Since embedded devices are
used as a control system in corporate industrial complexes, nuclear power plants and public transport infrastructure
nowadays, deliberate attacks on them can cause significant economic and social damages. Most attacks aimed at
embedded devices are data-coded, code-modulated, and control-programmed. The control programs for
industry-automated embedded devices are designed to represent circuit structures, unlike common programming
languages, and most industrial automation control programs are designed with a graphical language, LAD, which
is difficult to process static analysis. Because of these characteristics, the vulnerability analysis and security related
studies for industry automation control programs have only progressed up to the formal verification, real-time
monitoring levels. Furthermore, the static analysis of industrial automation control programs, which can detect
vulnerabilities in advance and prepare for attacks, stays poorly researched. Therefore, this study suggests a method
to present a discussion on an industry automation control program designed to represent the circuit structure to
increase the efficiency of static analysis of embedded industrial automation programs. It also proposes a medium
term translation technology exploiting LLVM IR to comprehensively analyze the industrial automation control
programs of various manufacturers. By using LLVM IR, it is possible to perform integrated analysis on dynamic
analysis. In this study, a prototype program that converts to a logical expression type of medium language was

developed with regards to the S company’s control program in order to verify our method.
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API Usage Function

add add <ty> <opl>, <op2> <opl> + <op2>

sub sub <ty> <opl>, <op2> <opl> — <op2>

mul mul <ty> <opl>, <op2> <opl> * <op2>

ot ret' <type> <value> / ret <t§/pe>9] <value>=
void Ly

and and <ty> <opl>, <op2> <opl> and <op2>

or or <ty> <opl>, <op2> <opl> or <op2>

Xor xor <ty> <opl>, <op2> <opl> xor <op2>
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