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Hardware Design and Implementation of Block
Encryption Algorithm ARIA for High Throughput
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Abstract

This paper presents a hardware design for the block encryption algorithm of ARIA which is used for standard in Korea.
It presents a hardware-efficient design to increase the throughput for the ARIA algorithm using a high-speed pipeline
architecture. We have used ROM for the S-box implementation. This approach aims to decrease the critical path delay of
the encryption. In this paper, hardware was designed by VHDL, realized RTL level by Synplify which is synthesis tool and
verified simulation by ModelSim. The ARIA algorithm is shown 68.3 MHz (Maximum operation frequency) to use Xilinx

VertxE XCV Series device.
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Table 1. Efficiency Analysis.

E 1 H5EHM
Method Device Slice Frequency (MHz)
Conventiona | ¢\ g ies | 2,202 30.056
1 method 1
Conventiona . .
| method TI XCV Series 1,492 46.5
P <
roposed | ¢\ Series | 23551 68.3
method
n 2
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