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Architecture for Efficient Character Class Matching

in Regular Expression Processor
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Abstract

Like CPUs, regular expression processors that perform regular expression pattern matching using instructions
have been proposed recently. Of these, only REMPc provides features for character class matching. In this paper,
we propose an architecture for efficient character class matching in a regular expression processor, which use
character class bitmap format in a instruction operand field and implement the hard-wired character class
comparator for several frequently used character classes. Using the proposed method, most of the character classes
used in Snort rule can be represented by an operand or an instruction. Thus, character class matching can be
performed more efficiently in the proposed archiecture than in REMPc.
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Table 1. Frequently used character classes
E 1 AIBYEI 52 2Xi3ea
char class count char class count
\s 3896 | \x2f\x5¢ 23
\x22\x27 556 | \x2e\x5b\x5¢ 22
- \x2b\x3d\x7e
0-9 514 0-9A 7a7 20
\w 390 | 0-9A-Za—z 20
\x20\x3f\x5¢ 195 | A-Zaz 19
0-9a-f 100 | \x26\x3f 16
a-z 64 | \s\x22\x27 15
0-9a-z 62 dinpsx 13
0-9A-F a5 | @ A\x2b\x2f-\x39)] 12
\x3d
Table 2. Frequently used negated character classes
F 2 A8YEI =2 Y EXEHA
char class count char class count
0-9 514 0-9a-f 100
\w 390 \s\x22\x27\x3e 16
\x2f\x3f\x5c 195 | \s\x29\x2c\x5c 11
oeld A8 WMEE wom wol Aget:
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1, A RE BH A5 49 ol o)
A=g Aol 19 BPelz tehd = E
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Table 3. Character class bitmap for Snort rule
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bit 6 B 4 3 2 1 0
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char class1(00) used | 'w27 s \x5b |dlnpsx \x39 \x3f
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char class2(1) |\s 09 |[A-Z|az| A-F |af _

I-O HE

Table 4. Examples of character classes encoded in an
operand

K

operand

encoding
100| 010000
100 010001
0 01100001

1 01100001
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11 {0100000
11 {0100010
11 {0100110
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a
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(case insensitive)
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Table 5. The number of REMPcm
representing  character class

instructions  for

5 EXEelA Zdo AR2E= REMPem @3 i
# of unique total # of
char class char class

1 operand 22 6018

1 instruction

(2~4 operands or 1 range) 8 / 69 198 / 139%
2 instructions

(5~8 operand, or 1 range 13/ 2 13/3
and 1~4 operands)

3 instructions 1 1
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(device ©]&: EP4SGX230 KF40C2)E EFA tlu}
o]~ 3}e] Quartus Prime v16.1 ZZ133 A}
g3to] FAatgdh. ZE a9 dolEE FPGA
Wi-ol 55 WEge ZV|gtew At T3
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Table 6. FPGA Synthesis result for REMPcm
X 6. REMPcmol| tist FPGA &M Z 1}

Device ALUTs | Registers Freq Speed

394 158
394 ALU/Reg pairs
341 158
341 ALU/Reg pairs

149.66
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~4.79
Gbps

REMPcm

166.42
MHz

~5.32
Gbps
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