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Abstract Tampering involves illegally removing technologies from a protected system through reverse engineering
or developing a system without proper authorization. As tampering of a weapon system is a threat to national security,
anti-tampering measures are required. Precedent studies on anti-tampering have discussed the necessity, related trends,
application cases, and recent cybersecurity-based or other protection methods. In a domestic situation, the Defense
Technology Protection Act focuses on how to prevent technology leakage occurring in related organizations through
personnel, facilities and information systems. Anti-tampering design needs to determine which technologies are
protected while considering the effects of development cost and schedule. The objective of our study is to develop
methods of how to select target technologies and determine counter-measures to protect these technologies.
Specifically, an evaluation matrix was derived based on the risk analysis concept to select the protection of target
technologies. Also, based on the concept of risk mitigation, the classification of anti-tampering techniques was
performed according to its applicability and determination of application levels. Results of the case study revealed
that the methods proposed can be systematically applied for anti-tampering in weapon system development.
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Table 1. Leakage scenario and result by weapon itself

Intention Leakage scenario Result

+ Stolen by hostile
+ Re-export to third party
(countries, companies, etc.)

+ Modification
Intended - Reverse -
engineering

+ Counter -

Not
intended

+ Lost(Control errors or Malfunction)
+ Guided weapon has unexploded

measures
developed
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Fig. 1. Examples of Anti-Tampering technique[4]
(a) Tamper indicating devices(Seal & Labels)
(b) Coating(Encapsulation materials)

2.2 O0/=29| 7|aESHE Y Hx}
u)=2 CPIE H3&t7] 93] $evtete] Wibv)en

3 0g, & SR 2RE Y EehE

=

2}t 72?1 PPP(Program Protection Plan)&
7] A=ge] FrFr] Adnte] Ax gelska
[10]. B3 EF Qg olibdn] WA Bl Algd ] €]
4 A A8 PPPE F3l Husljof & CPIE A
st [10].

Anti-Tampering ©°F2] 7, 1999 1] =14 g
7 ETFA(ATEL) A
EA(Executive Agent), 5 ©]35-%
az, olel] we} v FaATAE
S/ 2 e, A 1S S
TH8]. Anti-Tampering PPP%} w}3t7}]
Autel] A3 43 ¥]=1l|, 47§¢] EP(Evaluation Points)S
B3 F5E7|ER HEE YT EPI(MS-A, AT
Concept) A 714 A3 27[H]E 55 s,
EP2(MS-B/PDR, AT Plan)olA] CPIE #}13}s}3 H3E
7194 #E3t} EP3(CDR AT Plan / CDR AT V&V
! Asto]l  FAStE L,
EP4(MS-C, AT V&V Report)°l 4= Anti-Tampering©]
A3 FEHAEAE FRlgTH10].

o)
A

S Kel
A&

Procedures) Al oL

2.3 A Maern

Anti-Tampering®] 74-¢-, ©]8) ZZA|2of vt

3
L

S



BAbE & =EA A19A A12E, 2018

Evaluation Point 2
Program Initiation

Evaluation Point 1
PPP Evaluation

Review CPI

MS.A AT Concept = MS-B/PDR (Initial) AT Plan

System Critical Design Review

Evaluation Point 4
Program Transition and Transfer

Evaluation Point 3

* CDR (Final) AT Plan * MS.C AT V&V Report

« CDR ATV &V Procedures
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- COR
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Development
Pre-Systems Acruisition Systems Acguisition Sustainment

Fig. 2. Anti-Tamper Evaluation Points(EP) for Programs[10]
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Table 2. Detail measurements about ‘The Importance’

Grade Details

+ Defense industry tech. (Designated by DAPA)
+ Latest technology (within 5 years)

+ Developed as Core tech. R&D projects
(technology transfer from abroad is restricted)

High

+ Defense industry tech. (Designated by DAPA)
* Technological obsolescence is expected

+ Not yet fully developed in the country of
pursuit (within 10 years)

Med

+ Commercial-based tech.

Low . . .
+ Already available in most countries
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Grade Measurements of 1™ TRA Measurements of 2" TRA Measurements of Modification
+ Direct impact on Operation
Very |+ Unmanned or Guided weapon . . . - Direct access is able with
High | (Lock-On After Launched, LOAL) No Anti-Tampering tech. applied commercial tools or memories
+ Small and lightweight
] * Direct impact on'Operatlon . Dete'ctlon(wnh policy) or Deterrence - Same as above, but takes a few time
High |+ Unmanned or Guided weapon applied or needs separation of some parts
* Small/Medium and lightweight « Resistance & Response not applied P P
« Indirect impact on Operation
Med | Manned or Guided weapon « Applied Anti-Tampering tech. < 2 * Access is able with special tools
(Lock-On Before Launched, LOBL) * Response not applied or admin authority
* Medium and weight
: k/?:rsngpg:t(;z dgge;f:;ogn « Core tech. within sealed modular parts
Low P + Applied Anti-Tampering tech. < 3 or admin authority within
(only for fixed target) encryption module
* Medium and weight P
* No impact on Operation e .
ey, Manned or Ammunition « All Anti-Tampering tech. applied Core tef: h .w1thm self-destruction parts
Low . or zeroization S/W
+ Large and weight
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Table 4. Classification of Anti-Tampering techniques
(based on the concept of risk mitigation)

Anti-Tampering Techniques Risk Mitigation

Tamper Deterrence Risk Avoidance

Tamper Detection & Protection Policy Risk Transfer

Protection Policy

. Risk Monitorin;
(The articles of a contract, etc.) e

Tamper Resistance Risk Control

Risk Burn-down

Tamper Response
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Table 5. Security levels of FIPS 140-2[15]

Lv. Details

The lowest, imposes very limited requirements; loosely,
1 |all components must be "production-grade" and
various egregious kinds of insecurity must be absent

Adds requirements for physical tamper-evidence and
role-based authentication

Adds requirements for physical tamper-resistance
(making it difficult for attackers to gain access to
sensitive information contained in the module) and
3 |identity-based authentication, and for a physical or
logical separation between the interfaces by which
"critical security parameters" enter and leave the
module, and its other interfaces

Makes the physical security requirements more stringent,
and requires robustness against environmental attacks
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Table 6. Evaluation Matrix of Guided Missile’s CTEs
CTE

Details Evaluation Matrix

+ Defense industry tech.(5Y)
=> High Importance

Classification

+ Direct impact on Operation,
Guided weapon(LOBL)
=> High Vulnerability

% Result : Red

Vulnerability

+ Commercial-based tech. JR—
=> Low Importance

+ Direct impact on Operation,
Guided weapon(LOBL)
=> High Vulnerability

% Result : Green

Vulnerability

+ Defense industry tech.(10Y)
=> Med Importance

Classifcation

+ Direct impact on Operation,
Guided weapon(LOBL)
=> High Vulnerability

% Result : Orange

Vulnerabilty

Table 7. Evaluation Matrix of Guided Rocket’s CTEs

CTE Details Evaluation Matrix

+ Defense industry tech.(5Y)
=> High Importance

Classification

Very

+ Direct access is able with
1 commercial tools, but needs
separation of some parts
=> High Vulnerability

% Result : Red

Vulnerabilty

+ Commercial-based tech.
=> Low Importance

Classification

+ Access is able with
special tools
=> Med Vulnerability

¥ Result :

Vulnerabilty

Green

+ Already available in
most countries
=> Low Importance

Classification

* Access is able with
admin authority
=> Med Vulnerability

% Result : Green

Vulnerabilty
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