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[Abstract]

Simple Power Analysis(SPA) and Differential Power Analysis(DPA) attacks are Side Channel Attacks(SCA) which were
introduced in 1999 by Kocher et al [2]. SPA corresponds to attacks in which an adversary directly recovers key material from
the inspection of a single measurement trace (i.e. power consumption or electromagnetic radiation). DPA is a more sophisticated
attacks in which the leakage corresponding to different measurement traces (i.e. different plaintexts encrypted under the same key)
is combined. Defenses against SPA and DPA are difficult, since they essentially only reduce the signal the adversary is reading,
PA and DPA. This paper presents a study on rekeying and sponged-based approach against SCA with current secure schemes. We
also propose a fixed ISAP scheme with more secure encryption and authentication based on secure re-keying and sponge
functions.
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| . Introduction

The design of efficient and effective countermeasures against
side-channel and fault attacks is a very challenging task. In the
early years, the main goal of designers of embedded systems was
to engineer systems in such a way that they do not leak
side-channel information at all, or to randomize the power
consumption by masking techniques. However, over the years it
has become more and more clear that such countermeasures are
very expensive to implement for settings with high security
requirements.

Fresh re-keying is a type of protocol which aims at splitting
the task of protecting an encryption/authentication scheme
against side-channel attacks in two parts. One part, a re-keying
function, has to satisfy a minimum set of properties (such as
good diffusion), and is based on an algebraic structure that is
easy to protect against side-channel attacks  with
countermeasures such as masking. The other part, a block cipher,
brings resistance against mathematical cryptanalysis, and only
has to be secure against single measurement attacks. Since fresh
re-keying schemes are cheap and stateless, they are convenient to
use in practice and do not require any synchronization between
communication parties.

Sponge-based designs is motivated by their suitability to
model SPA leakage. Namely, the sponge parameters provide a
convenient tool to argue on the side-channel security of keyed
sponge constructions given bounded side-channel leakage of the
single permutation. The basic idea is to use the sponge
parameters to express a construction’s capability to cope with the
leakage generated by the permutation. Particularly, the sponge
parameters are adjusted according to the amount of information
an adversary learned about the secret state.

ISAP [1] is a family of symmetric authenticated encryption
based on sponge-based construction and fresh re-keying
approaches within Encrypt-then-MAC mechanism. ISAP family
has two main versions: ISAP-128 and ISAP-128a, which both
are designed for 128-bit cryptographic and passive side-channel
attacks security, the DPA and limited SPA leakage particularly.

In this paper, we give a study on rekeying and sponged-based
approach against side channel attacks in combination with fixing
ISAP scheme in construction. An approach in secure rekeying

function is presented to apply with more efficient performance.

II. Rekeying and Sponged-based
Construction
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Fig. 1. Rekeying scheme with two parties

Rekeying is a countermeasure to DPA that can be seen to
work on protocol level. The idea of frequent re-keying is to
prevent DPA on the cryptographic primitive by limiting the
number of processed inputs per key. In other words, it limits the
data complexity for each key by a small number q that renders
DPA on the key infeasible. It is nowadays a common assumption
that small data complexities have sufficiently small side-channel
leakage and do not allow for successful key recovery from DPA
attacks.

On the encryption of every new plaintext P, the block cipher
E is provided with a new session key K*. This session key K*
is derived from a pre-shared master secret K and a nonce N that
is randomly generated on the tag. This inherently prevents
DPA on the session key K* of the block cipher £E. However,
for key derivation it requires a re-keying function g: (K, N) —
K* that is easy to protect against both SPA and DPA attacks.

2-1 Basic Rekeying Fuction

The scheme was proposed at AFRICACRYPT 2010, built
from a block cipher BC and a rekeying function g. The rekeying
function g(k, ) to derive new session keys, and the block cipher
E(k*, m) to encrypt message blocks. First, the rekeying function
produces a session key £* from the master key k and a random
nonce r. Second, the plaintext x is encrypted by the fresh key &*
with a block cipher. It can easily turn into a hybrid rekeying by

using a counter instead of the random nonce r.

k*

x— BC [—vy

a8 2. 7|2 Rekeying 2Z [5]
Fig. 2. Basic rekeying scheme [5]
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2-2 ABdalla-Bellare Rekeying Scheme

This scheme [8] is based on a pseudo-random function (PRF)
in combination with a hash function at instantiation step. It
proves the security when combination of g with a well-chosen
compression function PRF. The function g handles with
side-channel protection, since the compression function prevent
pre-image and collision attack. It also guarantees that an attacker
cannot distinguish the output of F from a random sequence,
which implies that he cannot recover the key & that generated this
output. This construction is provably resistant against the
collision-based key recovery attack. It can be seen as an
extension of the basic rekeying scheme.

However, because of the additional compression function and
block cipher, it leads to a large performance overhead for a
single encryption. And, implementation is also more expensive

than original fresh rekeying scheme.
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Fig. 4. Abdalla-Bellare rekeying scheme

2-3 Kocher’ s Rekeying Scheme
Kocher’s rekeying scheme [3] proposed a different way to

produce session key. The session key is not derived from a

static secret master key and a random nonce. Instead, it uses a

tree structure concept to update and assign the secret key as
session key. The number of usable session keys k*; is
determined by the depth of the tree.

k3 kj ke k7 ko ki ki3 ki

18 5. Kocher2l Rekeying 2Z
Fig. 5. Kocher’s rekeying scheme

The root of the tree is the secret master key k and the other
vertices represent session keys k£*. To traverse through the
tree, the functions 4, B, 4™, and B'are used, where 47, and
Blare the inverse functions of A, and B. For instance, k*, =
A(k), and k*s=B(k).

2-4 Sponge-based Construction

Sponge functions [18] are a generalization of hash functions
and using the latter for generating pseudo-random bits. Beyond
hash functions, sponges have been used to build several
cryptographic objects from permutations. A recommendation
for random number generation using deterministic random bits
generators is published by NIST to specify how to implement a
PRNG using a hash function, a keyed hash function, a block
cipher or an elliptic curve.

The sponge-based constructions provide advantages since it
allows to implement a wide range of primitives (hash, MAC,
and cipher) with elegant and simple design, obvious state size,
no key schedule, and key is injected once. This construction is
causing less implementation overhead for decryption, since no
inverse building blocks (permutation) are needed. It is useful in
limited-resource applications. The confidentiality and integrity
of a message can be guaranteed with a single processing pass,
without the use of a separate encryption algorithm and a
HMAC.

http://www.dcs.or.kr
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Fig. 6. The sponge construction

The sponge construction then proceeds in two phases: the
absorbing phase followed by the squeezing phase. In the
absorbing phase, the r-bit input message blocks are XORed
into the first  bits of the state, interleaved with applications of
the function f. When all message blocks are processed, the
sponge construction switches to the squeezing phase. In the
squeezing phase, the first » bits of the state are returned as
output blocks, interleaved with applications of the function f.

The number of output blocks is chosen at will by the user.

. Rekeying and Sponged-based ISAP
Scheme

ISAP [1] is a family of symmetric authenticated encryption
based on sponge-based construction and fresh re-keying
approaches within Encrypt-then-MAC mechanism. ISAP
family has two main versions: ISAP-128 and ISAP-128a,
which both are designed for 128-bit cryptographic and passive
side-channel attacks security, the DPA and limited SPA
leakage particularly.

Each member of ISAP family is defined by several different
parameters: round numbers a, b and ¢ for permutation p®, p°
and p°; and rates r, r, and r3. It is using two k-bits secret keys
K, and K to construct three major building blocks: ISAPENC
for encryption, ISAPMAC for authentication and ISAPRK

served as a re-keying function for absorbing the secret key K.

E 1. ISAP Ij2jo|g
Table 1. ISAP parameters

kbt Rate(bits)

Security

Member
7 12 73 a b c

ISAP-128 128 144 1 144 20 12 12

ISAP-128a| 128 144 1 144 16 1 8

The sponge-based construction ISAPENC encrypts the
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plaintext to compute the ciphertext as follows. It inputs with
the k-bit secret key K and a constant /V3 through the c-round
permutation p°. Then, the same k-bit nonce N is absorbed using
a r, bits rate and the b-round permutation p". Finally, the
keystream is squeezed using a r3 bits rate and the c-round
permutation p°. The ciphertext C is generated by XOR-ing the
plaintext P and the keystream with the same length of P.

The ISAPMAC is a sponge-based suffix MAC using a
function g as a re-keying function to absorb secret key Ky,
instead of an XOR operation for securing the K, against
various passive side channel attacks, such as SPA and DPA. It
produces the tag T for authentication as follows. First, the k-bit
nonce N and a constant /V; are processed, followed by the
a-round permutation p“. Then, the associated data 4, ,and the
ciphertext C,._;are absorbed using the »-round permutation p”.
Finally, the secret key K is absorbed by the function g and the
k-bit tag T is squeezed using the a-round permutation p“.

The function g is used as a re-keying function and described
by the building block ISAPRK. The process begins with the
inputs of the secret key K, and a constant /}, through the
c-round permutation p°. Then, the k-bit value y is absorbed
using a r, bits rate and the b-round permutation p’. Finally, the
K, is squeezed using a & bits rate and the c-round permutation
r

For more detail, refer [1].

V. Security of ISAP against
Side-channel Attacks

(*) Ny
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(@) o .

™
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38 7. (a.) ISAPENCO| Cist DPA 32 (b.) ISAPRKo] CHEt
DPA =4
Fig. 7. (a.) The DPA attacks on ISAPENC (b.) The DPA
attacks on ISAPRK

Recover the master key K4, K¢ :

Message block v

1. Precomputation:
Repeat ¢ times:
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a./ Guess a new value for rate r, and ¢, by some DPA oracles
for leakage information.

b./ Compute s = p(r», ¢2) and save a pair(s, r2,) in a list L.

2. Queries :

Repeat ¢’ = 2"/t times:

a./ Request rate 7, through c-round permutation p*

b./ If list L contains an entry (s, r,) for some r,, return r, and s

as secret key K for encryption and K, for authentication.

The ISAP scheme is designed to provide not only ability to
secure against passive side-channel attacks, especially DPA
and SPA but also good performance and low hardware
footprint. Compared to other structures leads to overheads and
cost increases with the protection order for side-channel
attacks resistance, ISAP is using the fresh re-keying scheme
within its mechanism to lower overheads and, in combination
with the sponge-based construction which also cause less
implementation overhead for decryption.

The security of the ISAP scheme is claimed to be secure
against DPA and SPA attacks based on the assumption of two
secure re-keying function g;, g»; and sponge-based
constructions within the implementations of encryption,
decryption and authentication MAC processes. However, the
lack security in the ISAPENC encryption and ISAPRK
re-keying structures while only processing with publicly
known data inputs may allow for successful key recovery from
DPA attacks.

Because of fact that initial values /V; and k-bits master keys
Ky, Ki are all publicly known data (with K = K || Kg), the
attacker can execute a key recover based on DPA oracle
attacks to obtain K, and K. The attack process is as follows.

V. Fixed ISAP Scheme with Rekeying
Function

5-1 Encryption Process

The encryption inputs with the A-bit secret key K 'z given by
rekeying function combined with masking technique to
produce session key, and a constant /3 through the c-round
permutation p.. Then, the same &-bit nonce N is absorbed by
the re-keying function g;. Finally, the key stream is squeezed
using a r3 bits rate and the c-round permutation p.. The
ciphertext C is generated by XOR-ing the plaintext P and the
keystream with the same length of P.
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Fig. 8. Fixed encryption process with masking technique

Squeeze

m, x variants are variables all masked with same values. All
variables are masked by independent random values which
makes side-channel attacks are vulnerable to apply.

5-2 Authentication Process with Rekeying Function

The authentication process is same as the ISAPMAC
authentication of ISAP scheme since the secret key K, is
absorbed by the secure re-keying function g,. The function g is
also described as re-keying building block. The process begins
with the inputs of the random nonce N and a constant /7,
through the c-round permutation p°. Then, the k-bit value y is
absorbed by the function g,. Finally, the K", is squeezed using
a k bits rate and the c-round permutation p°.

Absorh | Squeeze

K 78— K,

L J
-

38 9. TBC(Tweakable Block Cipher)2} Z&tEl Rekeying
710l HEE 2lE Z2AMA

Fig. 9. Authentication process with rekeying function
combined with a TBC(Tweakable Block Cipher)

We get always a different session key K*, for different

nonce N. For every different value of the tweak, we have

http://www.dcs.or.kr
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different and independent block cipher instances. So, basically,
we just use different block ciphers with different keys, and
none of them is used with multiple keys, which makes the
side-channel attacks impossible to apply. It increases the size
of the list, since an attacker trying to perform the first step of
the attack and he need to pre-calculating a list for a set of pairs
(N;; K*;), not for a set of K*,.

Vl. Security Results

Combine the structure with the tweak cipher with the tweak
space: T'=Ty = {0, 1}**x {0, 1} and the masking: M = (K, X, i)
— 0" right =" (P (X|| K)) that satisfy the security: Adv (o, p, k)
<(26%2°) + (5.56%/2°") + (p/2") + 3o p/2)

Since we use the (b - r) masking of properness, with random
secret tweakable permutation, b-bit string, » rate and ¢ capacity
of sponge function: b =r+c.

As the secure tweakable structure in Rekeying function
against side channel attacks properties, we can consider
SCREAM and iISCREAM scheme [20].

# 2. SCREAMZ} i(SCREAM A FZ 44
Table 2. SCREAM and iSCREAM design approaches
SCREAM iSCREAM

Side channel resist.

with masking

with masking

Related-Key resist.

optional

optional

Confidentiality

128 bits

128 bits

# 3. SCREAMZT} iSCREAMS| M&
Table 3. Performance result of SCREAM and iISCREAM

schemes
ROM words RAM Cycle count
code | tables | total | words | encrypt | decrypt
AES 1147 | 512 | 1659 33 4557 7015
AES furious| 800 | 768 | 1568 192 3629 4462
Scream-10 | 1173 | 2048 | 3221 80 7646 7672
iScream-12 | 951 | 1024 | 1975 64 8724 8724

The security analysis shows that the good properties, allows
generating secure improved bounds on the probability of
differential and linear trails. With the tweakable schedule is
using bit rotation which prevents the simple trails exploitation
with difference by the tweak. The best trails is presented have 12
active S-boxes between one active step and two inactive steps.

Corresponding to ISAP scheme, an implementation of secure

http://dx.doi.org/10.9728/dcs.2018.19.3.579

GGM construction with AES-128 on an 8-bit micro-controller
can be exploited by using several side channel attacks, such as
template attacks. An 8-bit micro-controller implementation needs
more complicated side channel attacks countermeasures than a

parallel implementation of the round function.

Vil. Conclustion

In this paper, we present a study on rekeying and
sponged-based approach against side channel attacks with an
overview of secure rekeying and sponge functions. We also
discussed the security of the ISAP scheme against the
side-channel attacks, such as SPA and DPA The fixing solution
increases the security level against those attacks in combination
between re-keying functions, sponge-based functions with
masking technique and tweakable cipher to avoid the publicly
known inputs in mechanism. Furthermore, it is expected to get a
better performance in design for a lightweight construction in
further research.
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