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Code Automatic Analysis Technique for Virtualization-based

Obfuscation and Deobfuscation
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Abstract Code obfuscation is a technology that makes programs difficult to understand for the
purpose of interpreting programs or preventing forgery or tampering. Inverse reading is a technology
that analyzes the meaning of origin through reverse engineering technology by receiving obfuscated
programs as input. This paper is an analysis of obfuscation and reverse-toxicization technologies for
binary code in a virtualized-based environment. Based on VMAttack, a detailed analysis of static code
analysis, dynamic code analysis, and optimization techniques were analyzed specifically for obfuscation
and reverse-dipidization techniques before obfuscating and reverse-dipulation techniques. Through this
thesis, we expect to be able to carry out various research on virtualization and obfuscation. In
particular, it is expected that research from stack-based virtual machines can be attempted by adding
capabilities to enable them to run on register-based virtual machines.

Key Words : Virtialization, Obfuscation, Deobfuscation, Static code Analysis, Dynamic Code
Analysis
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2. VMProtect

VMProtect= 27FA] olmjg2& Aolg 4= Q)
t}. VMProtect® AZSE SAAE 7HF WAl
oA APstng F=E HIEH, o] 7 wAl

Qutdel FH} WAL T2 1RE Jx 1
tt. VMProtect® WA(built-in) H20jAEH
AFFYE AolE 7R Ytk WA tAoAl

300

E Bl 2FAA Ajto] iAW, A3

AolE oA EHFON sl Algte] glo]
Atk VMProtects EXSF A=< Inside
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Fig.1 Overal System Structure

2.1 VMProtect 7|5

VMProtecti= Memory Protection, Import
Protection, Pack the Output File,
Debugger Detection, Resource Protection,
License Manager 59 7]%°] tt. 1729
Memory Protection= Cyclic Redundancy
Check 7152 &dlA H®E29 olmx] =IS
Ho5k= Zolrh. d#i9 Y AHFog2 55
HAE7] Aol ddiido] AAEH, whoF Re]
Ha7 Qe A9 ol dEAE et

CHC

F5
i 80FD 4R CHP CH. &R
E9 6IFAFFFF  JMP Projectl.00471F28
|mm1 % 2!2 30 SUB AL.30
PUSHFD
IG{“H 07 TEST CH, 807
ar aa rup o 9
F5 CHC
80FD 4R CHP CH, 4R
{ E9 GIFAFFFF  JMP Projectl. 00471F28
B80472AC1 2C 10 SUB AL.10
i . € PUSHFD
F6CS D7 TEST CH. 807
ar aq rfuD o0 a

a8 2. Ye 2= 7x
Fig. 2. Internal Code Structure

1939 Import Protectione Import
Table(IAT, Import Address Table)ZH ¥ =X
£ XYgAEoc] AAE Aotk API 352 99
A FE Frpoldldo] F7bEm DLL 349 W
F ZRIIS APATl= APL HEE BF
71t} Pack the Output File2 HEEH+ E3
A9 752 AFct F4A71= Aolth
5 Ay Z2 T2 e Bt AgEn
=o] A H}t. Debugger Detectione ARE-
2 e AL Ad HE YHA 271K FF
o] gwAE ZE=th Resource Protections
Holq2]e] AU dTsst= Zlolth. Licence
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Managers 2Rlo|A gt AL FQlsiH,
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Fig. 3. IAT Structure with Hidden API

2.2 VMProtect Architecture

VMProtect= Reduced Instruction Set
Computing(RISC)#+2E ARgsty, 28" 7]gt
7 WAE ARESITE A" J)dE Y HAl9]
QHEZAQ dZ+= Java Virtual Machine°] %l
th & HZ YAYUFZLEE THIEE Ao,
53 257 ot Z=9] /MdstE 2742 A
Fo] ZJto] FHolQlth 2 7Y oE 7 H
4lo] AREE|C] EAo| EFFSIE VMProtect=
Aelzdy, 7MY ZEI3 712H, Ho|E &
WEY HolE, HOlE FE WEHE FHEH
At 7MY HAAEHE AE gREo|t thE

ngEd nelYs GEdoss fE Hug
= ywor BEY 4 ok e Wol

7HFs, dEsh 23 &Sttt VMProtect©
Hio|E T 9} R Ak, ol ojAlEeEet
2 ZolFdE 7ML Yok AolHoRE, AH
719ke] 7p WAle] glom, R YAl e 7t
A1 Qey. Egh AFHA] F9LS 7ML Stk
23 A FYolgt, 7MF HALEHSE AA g
AR5, ol HAAEED wi2ch 7pYSH o
53} 71522, EYEY(polymorphic), ]
ARl A 3 dESh HlelEIEE gaoldE
3 RZ #Aste Wyo] gt &g tE
gHYolg mHstE= Aot tn AYS Fagh
ggo] Atolof Hu] oS AFQishe Zolth

2.3 VMProtect Context
VM Context®, SAEQ] HAAEHS} E1
e AFst= FZtolth. HASE dEsET] A

of A&o] =HH, 78t d=sr Ed F oA
Z9th. VM gAAEHE 27|Sst=d AA H
1A 7H #Ale g2 S&o] Joj7iA =,

of AAl MAle] HAAHE ATt AA| ‘31
A9l FIAAHE 7V WAl9 HAAHE A%S
b8 2713} "4 eax, ebx, ecx, edx, esi,
edi, ebp, eflags 87FA9] HAIAHE AR&o}H,
Al A O R RE 4H[0|EH F 32HO|EE 7}
g GALEZE et ALEY eAe @
=0k & dHgoR Wi, 749 WER F
4 Ho|EZ 4HIO|ES] F4E FAHT. 779

JQ r* }Oh

pcodeZ W= FAVl AFHY, H=HI
e 256710]t
Address [Hex dump [ascIT |

D0L4ASDG 00 00 6O 8B 00 ES 9A FD .."777
0044AS5DE FF FF 9C E8 56 FA FF FF = y?
00460566157 SB BB FF 93 4B BB FF WI?B:?
D044ASEE | BE 4E BB FFE C7 49 BB FF >N??72?
00446A5F6 |57 SB BB FF 93 4B BB FF | WI?E:7?
0044ASFE 68 49 BB FF 67 SF BB FF hI?g_7?7
00440606157 5B BB FF 93 4B BB FF WI7E:?
0044A60E 56 SD BB FE 5D 5C BB FF ¥171\?
00460616157 SB BB FF 93 4B BB FF WIL?E:?
0044A61E F& 49 BB FE 56 5D BB FF 2?7V1?
0046A626 |57 SB BB FF 93 4B BB FF WI?E:?
DoL4A62E D6 4B BB FF 67 SF BB FF 27g_7?
0046063657 SB BB FF 93 4B BB FF WIL?B:?
ANLAAAAF TTE SF RR FF A4 5N RR FF | 27412

JO8 4. =2 4 HIOIE
Fig. 4. Handler Address Table

2.4 VMProtect Loop

VM Loope 7M} ZES AP 9
th ggo] ZQIEE HO|E FEE ¢

opcode FEHE A4kt WESE
E} 2719 A+E 7HAA
Down-Read VM-Byte, Up-Read VM-ByteE
7 A "ot HAALEH ESI®F RSIE VM ¥ 0]
ZIHE ggitth

b R

2.5 VMProtect Flow

VMProtect Flows= AA ™Al 7Hg w4l
Ato]9] FEO] TEEZ uigitt HAE AA
(text)2 H=EsiE7] A9 ¥ F= FEolH
AA| HAloA $88o] Het 7HISE AA(vmp)
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2 VMProtectg &9 d53td 9 Zit
AXo|tt, 7HEHE FE= .vmp AAA
Hoh °§AE M43 7H5E AH9 553
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3. VMAttack

VMAttacke]&t IDA Z215H9] E8]7%lo|H,
qa=slE s H4 34 24e AL
VMAttack®] #+&+= 18 59 £t} ZolEzE
of 7IRket A4, 54, A% BEZ 7ML Q)
oH, o5& AEsete AlaEE 7HAAL QT
44 He2 M HE 9 & oidET] BER
=R VMAttackd FARLS 7HssHA
St 54 HE2 B4 gfold # 28LHTY
oz AES 2 4 Aok S BE2 FH &
A IR QAF Z= gFofo] it AP EdFolx
2EHT 7ls 2 A ARRE Al ot
g ol A5 AlL"HE ARgstd AN Tk
o EE BES AElE 2 € 5 Ut

)

Automation System
Dynamic Module Optimizations Module Static Module

Dynamic Compiler and|  Virtual Virtual Virtual ‘
- B

S’Iil:lng ";_I"sl‘e: Trace T
Module | *M9'™ Optimization |Dptimization Module Engine

Lib Functionality (VM Rep itation, SBIR, IDA Ir

Figure:Software Architecture of YMAttak.

a8 5. VMAttacke| #=
Fig. 5.VM Attack Structure
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Fig. 6. Clustering Algorithm
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7| 2EEA TR BE A WA go] &
st=lo] Qltt. Jf70A Ko 53 &Etold
(dynamic slicing) €& A7tFHor E
A9 F2 Adets BRE HEeE 22 5
U= 7IHS T 53 BE9 4R EA BH
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AS= A4 @ BE EgolA o] A
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$ old Hryg FAE IS £
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3= AlXIth Edfo|AoA 7Y M4l oY &
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ALHo| s B4 Ax 3o E4E F
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for each output register and used stack address separately

a3 7. 38 28 LuelE
Fig. 7. Dynamic Slicing Algorithm

3.2 YHEH
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3.4 38 M 3IE

static_. deobfuscate py= ZolEHE & B
T 419 RECR ‘4’—%-017‘]1:} AN
oA = “ﬂ 12 £59 A& AT+ J2ET}
Aoj=Ect 13 994 get_instruction_listg s
SiA FolR= 7MY HHolE 9% x86 ¥
9] YAEE AASI}. clear_comments EE
FAL BRAo7 AHAgH). first_deobfuscate
= 7HI3E FEY A AL E F4 AR
Vmlinstruction® 2 WH¥st] Foh. &, IR
A2k F-Eof| A H3to] o|Foj It}
deobfuscate= AAA HE 5 U= EE 7}
A8t F=E Vmlinstruction® 2 HESIEE S
t}. display_ps_inste A BFHolE HojFH,
display_vm_inst= 7MY} @ 0lE BEolET

= I3k
2

rt Instruction

(get_reg_by_size,

eudoInstruction as PI
.Startval sV
. BBGraghviewer impo

t show_graph
ib.vMAepresentation impo,

t VMContext, get_vmr

bb_colors = [Oxddddff, Bxffdddd, Bxdaffdd, Dxffddff, Bxffffd, Sxddffff]

T8 8. static_deobfuscate.pyll A FE(1)
Fig. 8. static_deobfusccater.py Source Code(1)

dr(instr, base):
list(vc, base):
omments{ea, endaddr):
art_push(vm_addr):
eg(reg, length):
ate(ea, base, endaddr):
all(base):
_inst{ps_inst_lst):

/ inst{vm_inst_lst):
read_in_comments({start, end):
‘T(start, end):
from_comments(pp_lst, comment_lst):
nput_found(cjmp_addrs, jmp_addrs):
! ients(pp_lst, cimp_addrs)

_addr(bb):

(bb):
o _loc(jmp_addr, jmp_addrs)

e N oo

T8l 9. static_deobfuscate.py2| A FE(2)
Fig. 9. static_deobfusccater.py Source Code(2)

19 109 deobfuscater= FE= AlZ} F49
4 ApololA AtERtE 3Rt o7 A
32 HA 27 Faolth ¥4 O™ 99fA
95 g0l of7lolA wol AHgol "ot 1
119 start e IE=EIY A A o]
, HaY AF A FETVE EAET] A7A
&4 s St B 32
o Y ALY AA A1z —Zrﬁ\—ﬂ ot I9 12

= Hlo|d EFof gt eEo] sPdrt
AALS A sH= color_basic_blocks e H|

H oot oox rZomd

i

o]z EES A/sta #lAE FHE vl
make_bb_lists, H|o]¥] E&9] Al & &
o= print_bb7} Aoldt.

get_distorm_infoZ= <& distorm39 AR
£ 93t o714 Y= FHE= instruction
bytes, opcode, opcode type, flag, raw flag,
instruction class, flow control, address,
valid, unused prefixes
mask, mnemonic©] =g oA eiy
static_deobfuscate T4= FE AHE du=
AsdsE & ARJA, A I9ds AsdE T
ZARIAE AEsto] F3P3gict.

size, dt, segment,
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ate{code_saddr, base_sddr, code_saddr, vm_addr, display=d, real_starts2):

T8 10. static_deobfuscate.py2l A FE(3)
Fig. 10. static_deobfusccater.py Source Code(3)

 start(code_saddr, base_sddr, code_eaddr, vm_addr, dizplaysa, real_startsi):

T8 11. static_deobfuscate.py2| A FE(4)
Fig. 11. static_deobfusccater.py Source Code(4)

def coler_basic_blocks(basic_lst):
nake_bb_lists{pp_lst, basic_lst):

" has_locals(bb_lsts):

def print_bb(bb_lsts):

get_distorm_info(inst_addr)

F jmp_to_orig(address, base):

f static_vmctx(manual=False):

def static_deobfuscate(display=8, userchoice=False):

def

T8 12. static_deobfuscate.py2l A FE(5)
Fig. 12. static_deobfusccater.py Source Code(5)

3.5 HX 2A FC

dynamic_deobfuscate.py= golE ] &&
BES g0l 4719 FEog A= QU
9 139 golBEe REZ Ul golBye,
t¥7 golBEe, EgolA &4 ZholHHg,
7MY HAEIAAE & golBEEEE T&5}0
Ar&3ttt

Irom threading import Thread

from ui.UIManager import GradingViewer

from ui.UIManager import Optimizationviewer
from ui.UIManager import StackChangeViewer
from ui.UIManager import VMInputOuputViewer
from DebuggerHandler import load, save, get_dh
from lib.TraceAnalysis import *

from lib.VMRepresentation import get_vmr

from ui.NotifyProgress import NotifyProgress
from ui.UIManager import ClusterViewer

T2 13. dynamic_deobfuscate.py®| &4 FE(1)
Fig. 13. dynamic_deobfuscate.py2| Source Code(1)

#%8 DEBUGGER LOADING STRATEGIES swe
® 14 Jebu;ger
gl self)
. ou y:li:‘
Liy(self)

" suchs bbg
def Toad_bochzang(self):
" ulnn au

2dog(self):
" 1-|umt>' obg
{self)
# Warking with mrnnt,; BochsDeg, 01lyDbg
availsble_debuggers = [load_idadbg, load_olly, losd_bochsdbg, load windldbg, losd_fmsunitydbg]

T8 14. dynamic_deobfuscate.py2| A FE
Fig. 14. dynamic_deobfuscate.py2| Source Code(2)

### INIT AND LOAD CONTEXT ###
def prepare_trace():

def prepare_vm_ctx():

def prepare_vm_operands():
def load_dbg(choice):

def load_trace():

def save_trace():

T2 15. dynamic_deobfuscate.py2l &4 FE(2)
Fig. 15. dynamic_deobfuscate.py2l Source Code(2)

% 142 "HA] gt s A5, of
H OHAZL AHE 7 TAE UERI Sit o
WA+ IDA Debugger, OllyDbg, Bochs Dbg,
Win32 Dbg, Immunity Dbgs Fstal Ut}
I 15+ 7F HAl9] Context FE& %735}
9 255 oot Utk 44 BT 5§ &
-4 7]’°ﬂ OH‘%}'O] He= &4 FTolth

_trace({choice):

yzer(Thread):
[ elf, func, trace, *“kwargs):

1 ! elf):
stic(}:
Compute the occurrence of every address in the instruction trace
manual -Furu: = ['f.\rd output, find_input, find_virtual_regs, follow_virt_reg]
choice):

(manual=False):
isualization=8, grade=False, trace=Hons):

ston(visualization=a):

38 16. dynamic_deobfuscate.py2| A FE(3)
Fig. 16. dynamic_deobfuscate.py2| Source Code(3)

139 169149 gen_instruction_traces 59
of Edfo]A ©gFolg At o, EF dH

AE A3}, DynamicAnalyzer SdAE= A5
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ftjo

st Ad ghS 7FA2tt address_heuristic
e EFola gHPoloA RFEoA= BHE F
AE AL

grading_automation 42 DynamicAnalyzer

Zejno] EFEE, 54 B9 71550 Lok

b2t manual_analysisS-El

4, 2B

2 =2olAe 7ME dE53 Z2 O] o
A BHEY, TROPo2RE YAH A}
Eo] gt E43t= &9 VMAttackS E4H
. VMProtect= 7M33, @53 #7& of=
Loy, 48§ mEIJo|ty A48 R
Yrygoz FEAsta Egt AHel 8Rlez <l
3, ol I AREL Zop FHIsHYrh
VMAttack> A 7 7|5 Ay FEoA
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