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Energy Management System(EMS) of Microgrid(MG) collects and analyzes data from devices in the microgrid

to provide information to operators, users and other systems. In the middle of the process, it is required to securely

provide information through both wired and wireless communication networks. In this paper, we design and

implement a module that provides encryption and decryption, key management, key distribution, and message

authentication functions, thus enabling the development of a system which is safe from the exposure and

modulation of data potentially occurrable during data transmission between RTU(Remote Terminal Unit) and EMS.

Our method can increase the efficiency of connection and key management for RTU by connecting a virtual

device(VD) to RTU.
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&l 10. Protocol Description
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Secret(VD,DATA,[RTU])
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Agreement(VD,RTU, [Nr, Nv2])
Agreement{VD,RTU, [DATA])
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Assertions RinAl

10 SECRET_M::SECRET_SPEC [T= SECRET_M::SYSTEM_§ Gl A
Finished: Passed

#SECRET_M:SEQ_SECRET_SPEC [T= SECRET_M::SYSTEM_S_SEQ 9
Finished Passed

O AUTHI_M::AuthenticateVd ToREMOTE TERMINALUNITAgreement_Kvr  [T=AUTH1_M::SYSTEM_1 0
Finishedt: Passed

9 AUTH2_M::AuthenticateVd ToREMOTE TERMINALUNITAgreement_Nr_Nv2 ~[T=AUTH2_N::SYSTEM 2 9
Finished Passed

OAUTHS_M::AuthenficateVd ToREMOTE TERMINALUNITAgreement_DATA [T=AUTH3_M::SYSTEM_3 7

Finishe Passed v
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