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Abstract  Organizations continue to invest in the security of information technology as a means to be more
competitive than others in their industry do. However, there is a relatively lack of interest in the information security
compliance of employees who implement information security technologies and policies of organization. This study
finds mechanisms for enhancing security compliance by applying theory of planned behavior, justice theory, and
motivation theory in information security field. We use structural equation modeling to verify the research
hypotheses, and conducted a survey on the employees of organization with information security policy. The results
showed that organizational justice, sanction, and organizational identification affect the factors of the planned
behavior theory and affect the employee's compliance intention. As a result, this research suggested directions for
strategic approach for enhancing employee’s compliance intention on organization’s security policy.

Key Words : Information Security Compliance Intention, Justice Theory, Theory of Planned Behavior, Sanction,
Organizational Identification

*This work was supported by the Ministry of Education of the Republic of Korea and the National Research
Foundation of Korea (NRF—2017S1A5A8021221)

#Corresponding Author : Sungho Hu(powerrcy@daum.net)

Received January 24, 2018 Revised  February 28, 2018

Accepted March 20, 2018 Published March 28, 2018



Fo) = 5x] A|16¢ A|3%

o
1

P

S)AE A

)

kel
pid

226

B}A]

& AAPEE ANS gl

3]

oA T8

]
=

e

|

.]L

gl

o

|
TS
-

Nd
Yo

Mﬂ
il

K
™
ol

o [16],
E

A3
% 249] 4, 2]

]

[e)
=

1

o o)
= ‘]:_%O] ]?:l__\_

zgt

3

[e}

1149

9

of €]
T i T2 2”loltH1718]. §4 ol E

;"

&

Z
1A

tJuol
33

3

4

1

.

o
7%, HEAZ BUE

=

P
=

= RKSH 7

3}
ae)a wet 9] Ve Tl v

0

H

}}
2~
=,

1<

7]

HEYA
off, A MA Kot Alare] 60770%

>~
=,
h

=)

A 7]

™, 202010l 101.6¢] D&l o] &

o}, 270N £

AbA e Akgto @i AAIEL] AW A B
7] o

N E
Ao AN

o

o]

wa

|

ol oju

=z~
T

of mor

b

AR APkl o

)

4

o] =A<

i

-

AT

%o

0]

77k 218 5e] gt

ol ¥ AxE 1

K

Ht 9
o] A

=

il
H=

O]
]

“

o 9|

=
=

A AR

9|

strH4-6]. B2 7]

o of

Joj o Az

ol

Ho
o)

Nd

—

ol
e
o7

al

& A7k wx

s

el

;i

}
7]

o ogA 7Hele} B

0

k
o

=

Foh =, AR
o &4 v @5 o9

9

o] Z(Theory of Planned Behavior)

7= 10 #sol AHE dFacls A

Far <

1<

SFeH 7,8,

o

shol Aus

&

- -
=

o o8 ugrel 43 B57h M

5
sk A, 29 dlo]E

Y

b
4

rvael

Ho

v
&

94, WA 577} AR BEole

-

Fu

Aol A G4+

AAAQ

1

0]
sl

! 7)%ol] T3

=
=

o

-
L

ol x=o] W A]

&
b

ol

)

ﬂmo

=z >~
T

}

fEA

ol WA
o o]d u}

)
ABERE

fai3
=

A
49

717F 7h]le] B
2

o
AA Ao =2

HAEH

2. 9]

p

L

=

=

7}

=R

sl

7
a

al

3

>
West[2008]= =213 %

Aol A}
=} 71l Al

Z]
L
-

il

Eu

Al
2]
L

7N

L

A, A
oM, 2

AellA]

Age

7] d9H

Wdge M, Z7140 @

= A7t AAE

A A

q

%
A

=

F7} dol

A=A BRI, T3

T o‘j.
A A

}
k]

pud
pud

-

FaL Al

°
=

=

585
571
H 5]7] wj&ol, Arme

0

3

pal
Z
A

ol uhE #E B nE-S g s

S7} Folne Fasieiiol

9
19]
)

Q77k aso] SeH1415] A, 19le] o)A}

ATHI1-13]. =4, ejAlek 22 2|

H Ko} Folo] HE A7
HEoE n|FE4 Fol U

s

1

&

o



o

]

BN
iy
ﬁ

19] Aunet 3 F59 o) AE 9F A

N

S

rlr
=

o o g
Og\é

ro,
Mo
x4,

[SARi
o yo oo

[H= A=)
IO oX,
o
O
1
o
32
s

[~
o
2
N
>
_O‘L
4 P
MR

2 2

£
BN
ny
F

©,
N
2
rlo
o

pud

ot 371
& 7led o
A A= Aokt
Loch, Carr and Warkentin[1992]2 A H B ¢
of tigh ZedY oA 24 T Q17
Aol AHFAHo= FAZE E o=
Verizon[2016]¢l 4 A|A|8k= Het A 2] EE]
o] olaj@ARFEol o3k Kt AbaL7h AR G5
skal 9l
A AR wF: AL T WAkl o§ Bl Alale
Hx07 F71E 7hsAdo] w4, AR Vs ¥
SOl A A 2 AIE =ol7] A HEA
S gol3i e, HA 7Y =
AFS A =ol7] wlitoltt [22.23]. Tl &,
A AR A AEEF A 2

TARRE ARIEY] el 48 AdA Ol HiF A

fo

3

ko

_0|L

N

= -
2 B JE RN

A
2

o, M
BN FN
2o
=

ox
E foof

2 WoN
ro
2

S
i
ol
ol
N
jinks
N

M
=
o
T
o
rO
rlo
jubad
o
;9_4
RUR-Y

}EBLH
mlolggrﬂmﬁtl.m
omwﬁgg

od X

B
BN
N

o
2 o
e

BCde [ rle
2 o 0%
ol
to r

(o,
o
rlo
BN
N
2

2AAA
A BoH4,24]. &, ARESH A4 232 YeiM e
Z2 o] Al AR Eot F4a5o] A F ook
s, HoF 540 AF 7S Eol7] A% Al F7)
M g 24 2o oheket w=8o] Jasrl2526]. uf
ZhA] s ARESE FRoEE Fol7] flste] AlFH
PgolZo A AAThE Al 2918 SEatar, FRESE
a4 JE 5719 AAdS

Ao zHA 221 ARE} Fo| g Fol7] ¢

2.2 Algd PFolE

A& 850 Z(Theory of Planned Behavior)& ¢l
re] s oSl oA mif- =S AHES A sk
O|Z o 2A, Ajzen[191]e] F2]4 e o]E(Theory of
Reasoned Action)< HAAA T34 71, A12H4 3

24, 783 HES Al

oft Hir
o,
o,
f
o,
v

R
L
et
i,
o2t
offt
o

Aunck GoolA AYE BEolEe Fjole] ne)
FRIEG YYATIE oJRomA FHHOE BEH
i glow], ATAME 7 MFES FASH Hek R

[e)
= =
o HEAF oM g3t gl Cox[2012]¢} Safa,
Sookhak, Von Solms, Furnell, Ghani and Herawan[2015]
2 A PFolE sr|o]ES At AREARY] 1
wo
o=

o YB3 Agstad s on, B, FH T, A4
g A% FA9 3299 Agadon AN,

Bulgurcu et al.[2010] ]2 delo]£3} 7A8d &
o]ZS AABle] Ao Hel F4oEE AYyslust
stoleor, HE THdd Alasy, rHd wE
(Normative Beliefs) .2 | A3} t}. Zhang, Reithel and
Li[2009]% 1A% Bt B35 wiAUSY AH sl
E& dAS AERS PFs Aystat shlom,
TE2 A YeolE A 8oz FHA ) L
5 SAE AABIAE B3t Johnston and Warkentin[2010]
HEF7|o]&S FHHEL Fofd FE3le], 7l
S Yol Bt Fgel A JES Anstar
Aok 5L H F5E AWel] flste] AlgE

o] =

PeolEe =l en, A7 as3t, A asst, 1Y

el Feolee] AR aflomA, Hk
AN EEAHAAR B FA 22, 223 A18)H
oF Fofol A3k Haaglel

H
A4S AR Bk
79]

hud

ALS| A of 2 AL A = A ) fAReE
Mo 24, Johnston and Warkentin[2010]-2> S4 3l %]
P

o wotwd APB1A gl et YR FBA Bkl
W ] s AR Folska 9k Flores and
Ekstedt[2016]2} Safa and Von Solms[2016]-> Z=2]of| 4]
A B e Hok Bl ol 94
& QS VA S, 2404 ANSHE 270
s 9 54 olstel AAH oz YHR 944
]

S ReNA DA F F UEE s

v
3
oo
o
ne
>
e
A
[\)
X



bl 9

°

34

=

o

=
=

2 AL6A A3
ZHAAl ¥ AL, o]

=
UL

A9 A5t

)

kel
pid

228

Mool .o =& %@ ol
PExIEIBEY ST ESNL B
o I SN ) 0 S o RO B fo 7o op .
TEAFIERTL FELLsEN 0L PEsALTATMLRS TR RS
e B — EXxgr Rl a %ﬂ%llﬂ/éggmﬂmﬂ%%@?
%d'%ioqm.mﬂ. D oy R i = oo TG AR -
o= B o ‘X|_| o] ﬂa;,UFEo % — o No — o] ™ T R o o~ W X & o o T g5 T B
R R e g P ERE g & TEEERE AT i =
T e PR g gy g = = W dsﬂﬁéﬁﬂl%m%ﬂmﬂxﬂ%
.@,_n_.%mxﬁx‘iweﬁrmﬂmA.m%iﬂsﬂ o o Nl B R B N
R N T - o Ntode g MM D PETEEERT g b
_ﬂo_ﬂ_cuoﬂih%ﬂmimﬂbfﬂoﬁ 2 }%%_q.%gmm e w
O T vON e e quﬂo,mm%ﬂ = e o WP
ﬂm%ﬂ_ziO_EVo,ﬂmn%ﬂm}ﬂo BR8N B 5T
zoﬂgazﬂoﬁﬂﬁath%gﬂNoL_b% %%E}ﬂdeiﬁ.wmﬁ%@[% -
Al S e T Lo =K e e o B am B
ST 2 N R d b4 Do gt F oo B Mo 108 W%
R - I R - A B P S LI R Bl Wy L
- mjp T o N o 3 —o X ~ W A~ o] < wl = N N !
® o E ﬁg%ﬂosgeﬂﬂ%u%@ xg?mﬂﬂ%H@LEﬂﬂ¢ﬂ, B
o oo o R ™ H g i jal = zn B plo oM Mo Mo —¢ N X Ho - = N R T A F
%@Ls@lmiﬂ#.ﬂhoﬁ%m%%w H&ziﬂwxwwogwwgﬁ%ﬂi
S0 8 = @ 44 o O ﬂ_ — o T = NV ]ﬂﬂ..]A ~ = o
Mo X° ﬁo g Mo wo= — o0 N =0 5 oo Nr S ) TR T W
—_ X = ) N ol .0 %o | "o T 0 >~ = ‘o H oo N T A = X
wllolo%qﬁﬁrﬂmﬁkfﬂwmw%%ﬂﬁﬂﬁ wmo_ewmdr%mhﬂ%ﬁm%%wﬁjwjg
°o = £ L_lHAT1H1X_.]Xﬂ o T o— W X [ el ﬂﬂﬂw. "R N T o o| = :
e T = F o W N T o= R 5 T o B F o B N L Ly
o ﬂ_o% N m ~o Ea ~<r OL =< %o o3 By ﬂﬂ_ ni go HL 0 ‘HA_I = 0 o~ o) ZE o) NN Al nhy
) T T i = X N XToe N o S . = = X o R o R 0 To
wlo&mvmzf@az_f5101Ewd%%wraﬂEmizo1mﬁﬁ$ﬂm%u%%%M
NT " o A- Ho N = 2 Emo R g X W om S owo o DG = =
N o) = o) XS X o B e RO oy o R o B
LT e Y O R oo o ol o o o
X N AT ‘_ﬂ_v OL ﬂmo ‘LE H._ — S o 0 OME
Jo o o X T =0 ~ Nr 3o %o B T
%ﬂu%ha_@ﬂsaum T E % 0F 0
oo = © im.,_mh uo OB x Mo T No T o T B T .
° qUT_ﬂAI HL;O ﬁdﬂ el o = — N J.Oﬂno‘l‘;b)AE#qXﬁ‘q 7o ~<
cger A’ G NN - S Sl IO T i o 8
LT — o o A = N = o et S = M o gt =m0 X %o .5
ﬂa ~U| ~ o OT ﬂu ,mw ‘XI ZT_ X o 0® UT_ Lf A 0 = = il X ™ io m
e e W T R S L o O SN T -
B e Wl o ko SO N O T T T T ER T g g
R N el I S R I I TS B -
P o P o (- L o o [ Ee mo W g3 o =
ﬂwoﬁai ~ = X jo° X H p— %o Yo T oo o R’ Ho N ,.ﬁmowﬁ Lt
NI R %ﬂﬂ W LJMMRWﬂ%ﬁ,J% Mnm
T ) T 3 s T RS NE N T
s i LETser Y 2 g 4 SHaRtTERRaLT I
i - J ! X =0 sl ° <H == Ho =® ~ & ) AATEAS
o R H L B Bk . X NI TR < o
DR E g R = T o 2 L E e 2
~ = 5 ﬁl N ,CI Ot ~ = ‘MH_ ZT ol ~ ‘.:‘_ = ~ o B ot N e
Eﬁmﬁwlemﬂﬂk}ge Eﬂnbf o) % ™ ,ﬂoﬂo_n_/anmm1 ﬂHETH._Lq_WUrm w
RFExenE 4 o v N & 3w 8% o e M
SFTE3EEE gHTgtzesl LcEBaieErIIv_ T
R R PR PBEE N HT ﬂmﬁqﬁﬂ,WMM%@ﬂﬁ%_#mﬁﬂm
ol o o) ° _Ol_oa ~ o — ' % A =}
m o O W ﬂU a EO & — @ ﬂ ‘.WO fﬂAII ,HA_I ‘_.w.wo % — ]JI M_u: UNO Ot 1@;1_ ﬂ_ﬂ 53 m vﬂwo W Erl Of :._O )AO M ‘ul de —_
‘lJl = Ot 53 ..;O E:i 7 5.0 nmw) T o O X < N X T 7o o Lw EO ]dl OC m_.% =o JI his dﬂ m
N A R - - I Rl T 9 5
T A e = ae zo_%oﬁm_zi}WAi%ﬂ%u
NS oE e o M e X - R e BT KT B X RE
o ﬂuimu&]%ﬁ%ﬁ_ﬂ,ﬂlo.s
C T B Ho N T oo b /.D1\

oz pREY

==y
[¢

234X (Interactional Justice)

} 5 =}
(17,18 40-42].

A
e}



2290 AR Wt A Fo ol mA|= ¢

93 A

71 Q19 AES AlFsta, Fe, W e 9
A& 713k AAsks ] o mA 5o oo
W P5S AEH R FAAT]= diloltH47]. AR
QF iEofol A ] ofe] F7|F AFELS TV FRRSE
71 E RS LB Gl A8 o s, A
A aTehs £E RS HEE 9Asl ERAES
FAEA e Tod dIaclde At Utk

7= QTETH S dode Ay ddd F

= J;
BN
>i
E
s}
2l
2
N
_‘re
2
™
oft
N
rr
oﬁ
HU

]—4 ﬁ’“ AT
S5 gieH1b) Xéii A
Al A Vé oA o] galjoret F5o)7] ”41*01] AnkA o
gk A Al (Sanction) & x$Hch
prg_g ZA S Bt AA o] g A
AE WA AAsta skar Q) [3] oA o] &
(Deterrence Theory)ol] W=, &35 51 T
o] AR ] AA B 22 e <l

~
—
=
B
)
:V‘.z

U"1\__T

Qe net u]“ 4%

S oA|ahs dEke FTH6]. Wk, =2 o] Al st
o] 2Z4¢lo] WealA S14etA] Ba W IS %
Z o] ARt ARG o] atx] ek=rH13]. wheha] A
oF 22 JAA S5 2 LAA AFA HLstaL
ol oM, HHuet FEe] Aade Fxs)
= 3lo] "asit

WAZ 571 JiRlEe] A7) tEA Bfekal Q=
YA g 24 dAl|st o] Aol ofsl 249 4t
e 2= 9] Zo7t WA= #H3do]t) Bulgrucu
et all2010]-> BRE} S Fohe Ao et =
zl o] sk WAA e 44 AEERF &5
s ZA4sted Fa3h dxdo] #Ava aglon,
Son[2011] Z# o] A1 Kot A Ao

T o=
o

=
ol
L
Q,
i)
ol
1.;]
)
ol
rr
B
>
o,
1o
jubd
o
o

[501.

AfA E71Q1 ARt WAA E7190 2A DA sh=
BRBESE Fooll FAAR] FFE WA, Guo et al
[2011]= AA 5717F Blxe Y-S 31 Safa and
Von Solms[2016]2> $1A14 &71¢F W% 57171 A€

Fzol FeFs Foll Aol ol AHAATT A=
Stk 5, 22 A} =4 dA s AlgE
FE o]E9 AL Hke TAEH P v
Ao e, thg3 22 AF7HdS AA g

H5 : AlAl= Bl A (+)e] Faks vl :

H6 : 22 A= Bzl H(+)9] 9 v stk

31 A4 2
AT He B
o] Het F=dl mA|=
AFA o R AL s I Kt 134
% X%IZH :zﬂJ_ z4 A 37F Bt
o] Ax= vq_ohﬂogyﬂ Z Aol RHol &
=

(o
)
Jor

Theory of Planned Behavior

d
Organizational
Justice

Self-Efficacy

Social Influence

Motivation Theory

Fig. 1. Research Model and Proposed Hypotheses



230 F=t AL 3] =7A] A16H A3E

Table 1. Questionnaire 3.2 Hlolg] =4 vy 2 =3
Consiructs fems Sourc AdTe TR RIS VNt R A RS
° AFSaA A FRIEAREge A8 5 89l
Overall, | have been fairly treated by the . o - =
OJu |organization in relation to information Zﬂ -QL?—TE@qu' 7g§.£/j' O] 75?%\— Hgﬁ%gi}ﬂ, :,—7‘3
1 |security. B 8k o] 2L J|22 ATxlsE Al Z=usk 1w
OJu |In general, | can believe that our wopl tigk oS 7]aw A7 Ak Al s B
Organizatio | 2 |organization is fair in relation to information 43 dof 3t A= Fsitl B A= AR KO Fofo
nal Justice | OJu [security. N -
3 |In general, our organization's information 7]{:94 %Xé@ O]% S‘l %7101%, :’-‘j/]i’ 74]2];%] 63%01
OJu |security-related activities are fair. 20 9= m3al 229 Hol EZ=olw 2]9]
4 |In relation to information security, our 2 A8ste], Mo Hesh 229 Nel Eaele il
organization treats its members fairly. S 2= o AAAE Z=HstuAt B 7|HE H &3] o]
My employer strictly enforces sanction for o & gojEE= Auo] 7|HE £ sy =4
security non-compliance behaviors with ’ B ) )
San [emplovees. Wy EERAL 4 A o2 AFE Vo= thgh
. | am likely to incur sanctions if | violate — - -
= =1 kol o o} B 1 2]
Sanction gz:g information security policy. (sl - Z]ﬁe Q—Eo},\,\_ﬂﬂy @EE‘—} _Eo]:oﬂ §<7ﬂ A Hzg H
My employer explicitly communicates that 5]_04 7;<Uq 71 E -_q' == /\]_ %5]_04 ?*jé‘]—‘}i ];} H%C’i /g
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Efficacy SE2 843 0.899 0.852 0.658
SE4 824
Compliance cit 707
Intention Cl2 708 0.950 0.924 0.802
CI3 677
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Table 4. Result for Discriminant Validity

Constructs 1 2 3 4 5 6

Organlz_atlonal 0.847

Justice

Sanction 6327 1 0.843
Orgam;atpnal 566" | 479" | 0.879

|dentification

Socll g | g3 | 4567 | 0.848

Influence

Attitude 517" | 523" | 483" | 453" | 0.811

Seit- 1 a7z | 408" | 3427 | 3637 | 419" | 0.811
Efficacy

Compliance | sor- | geg” | 617" | 588" | 587" | 523" | 0.895
Intention

Note: Values in bold type along the diagonal indicate the square root
of the AVE
= p < 0,01
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Table 5. Summary of Hypothesis Tests
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