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Abstract Recently, personal information processing are becoming more important in the behavioral advertising
based on online and mobile platform. The behavioral advertising analyzes and utilizes individual's search & purchase
history, hobbies, and tendency based on the personal behavior information collected using the automatic collection
device. Therefore, it collects and stores other types of personal information which did’t defined in Privacy Act and
can analyze personal behavior. This characteristics may cause disclosure of personal information and exposure to
intrusion. In this paper, we investigate and analyze the privacy policy of the advertising agencies, and discussded
the measures to be taken in collecting, storing and using personal information suitable for behavior information.

Key Words : Online & Mobile Platform, Behavioral Adversing, Advertising Agency, Advertiser, Privacy Policy,
Privacy Act
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Table 1. Classification of Online Advertisements Types [8]

Types of Advertisement Special Feature
Web The platform provides specialized solutions and can provide
Platform Mobile integrated advertisement systems such as customer data
IPTV analysis, targeting, effect analysis, and reporting.
Banner Advertising,
) Exposure . ) ) )
D|s_p|ay Type Sponsorship, . It can _be exposed by target_mg W|th search terms reflecting
Advertisement Network/Brand Searching advertiser's interest, and it is possible to change rank and
(DA) Contents Test / Image / Flash / advertise on / off in real time.
Type Multimedia / Mixed
Searching Biling CPC (Cost per Click) It can be exposed by targeting with search terms that
Advertisement CPT reflect the interests of advertisers, and can change rankings
Type (SA) Type (Cost per Time) and turn on / off ads in real time.
SMS/LMS/MMS Messaging Ads using text, multimedia
Push Messaging Ads Alerts Ads Messaging Ads using Messenger, App Alerts
DM (Direct Marketing] Advertising via email
Ads that allowing advertisers to spread interesting content and information through the
Viral netizen. Marketing that spreads through word-of-mouth and forms a community with publicity
and expertise
Exposure Ads that are simply exposed in the usual ad format
Operation Targeting / Behavioral Ads targeting demographic categories, forms, and locations for users
Reward Ads that provide certain rewards for the results of your actions after exposure
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Advertiser
Advertiéement
Ad Networks Agency
Platform Media
Provider Representative
Advertising ‘
Media

< Online Advertising Standard Contract [12] >

« Advertiser - Advertisement Agency

* Media Representative - Advertising Media

« Advertisement Agency - Advertising Media

- Advertisement Agency - Media Representative
« Advertiser - Advertising Media

Fig. 1. Inter—provider Relationships for Behavioral Advertising Delivery
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Table 2. Domestic Advertising Agency’s Privacy Policy Status (As of 2016.12.)
[Legend] X : Do not post or Do not collect / O : Do post or Do collect

Company Privacy Collection Advertisement Company Privacy ) ) Advertisement
) ) ) Collection Information
ID Policy Information Types D Policy Types
MAP(Media
A 01 X X Advertising A_17 X X MAP
Production)
A02 x x Advertising A18 x x AD Planning
Platform
O Design
A0S © (Cookies/Personal) MAP A19 . ) Planning/Print
A_04 X 3 Keyword AD A 20 x x MAP
O
) Banner
A 05 x x Sports Marketing A 21 o (Personal(l)zmployees) Advertisement
Making
A_06 x x Contents/Tools A22 x Do not collect MAP
o O
A_07 (@] . MAP A 23 o (Cookies/ MAP
(Cookies/Personal)
Personal(Employees))
o DSP(Demand
A08 © (Cookies/Personal) MAP A4 ) . Side Platform)
@) Marketing
A9 ) ) MAP A25 © (Cookies/Personal) Solution
A 10 “ N Online/ Mobile A% N “ Total AD
AD
TV Media
A1 x x MAP A 27 x x Advertising
TV Media
At2 . ) MAP A8 ) B Advertising
A_13 X X MAP A 29 X X Total AD
A4 x x MAP A30 S © Total AD
(Personal)
) Sports
A 15 X X AD Planning A 31 X X Marketing
A_16 X x MAP
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Table 3. Domestic Online & Mobile based Advertising Agency’s Privacy Policy Status (As of 2016.12.)
[Legend] X : Do not post or Do not collect / O : Do post or Do collect
Privacy ) ! Privacy Collection
Company 1D Policy Collection Information Company 1D Policy Information
OM_O1 Media x x OM_29 Ad Networks o ©
Representative (Personal)
- o
OM_02 | Advertising Agency x x OM_30 Ad Networks O (Cookies/Personal)
Media @)
OM.03 Representative © (Cookies/Personal) OM_31 Ad Networks ) )
OM_04 | Advertising Agency X X OoM_32 Ad Networks X X
. O
OM_05 | Advertising Agency X X OM_33 Ad Networks @) (Cookies/Personal)
OM_06 Media x x OM_34 Ad Networks x x
Representative
- o} o
OM.07"| - Advertising Agency © (Cookies/Personal) OM_35 Ad Networks © (Cookies/Personal)
OM_08 Web Agency X X OM_36 Ad Networks X X
. Media
OM_09 | Advertising Agency X x OoM_37 Representative X X
L O Media ,
OM_10 | Advertising Agency © (Cookies/Personal) OM.38 Representative © O (Gookies)
OM_11 Media ) x x OM_39 Media ) o O (Personal)
Representative Representative
- Media
OM_12 | Advertising Agency x x OM_40 Representative x x
- Media
OM_13 | Advertising Agency X X OM_41 Representative X X
OM_14 | Advertising Agency x x OM_42 Media 0 O (Personal)
- - Representative
- Media
OM_15 | Advertising Agency X X OM_43 Representative X X
. ' Media
OM_16 Advertising Media O O (Personal) OM_44 ) X X
Representative
- ' @) Media
OM_T7 Advertising Media © (Cookies/Personal) OM_45 Representative . 8
o
OM_18 Advertising Media 0 © OM_46 Platform Provider 0 (Personal/
(Personal) ) )
Device Inforamtion)
. i O
OM_19 Advertising Media O (Cookies/Personal) OM_47 Platform x X
o}
OM_20 Advertising Media 0 (Cookies/Personal/ OM_48 Platform x x
Location)
. i O
OM_21 Advertising Media e) (Cookies/Personal OM_49 Platform e) O (Personal)
OoM_22 Ad Networks x x OM_50 Platform e) O (Personal)
OM_23 Ad Networks x x OM_51 Platform e) O (Personal)
OM_24 Ad Networks X X OM_52 Platform X X
o} o
OM.25 Ad Networks © (Personal/GAID) OM_53 Platiorm © (Cookies/Personal)
OM 26 Ad Networks x x OM 54 Etc. o ©
(Personal)
OM_27 Ad Networks x x OM_55 Etc O Cookies
OM_28 Ad Networks X X OM_56 Etc. O Cookies
t}h o5 AFdAREe] AAE AJNAE A2 oA o] EFH|o|X|& WEstAL mAAL E EEARS] ST 0]
A 5 Anol BiE w) e WER BAR0) 9L AR MRS AL o83k A% 4B olFolz
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Table 4. Status of Third—party Offering and Consignment Work by Major advertisers of some Advertising

Agencies
Advertising Agency ID Advertiser 1D ) )
(ICT Services Provider) (ICT Services Customer) Third Party Offer Consignment Work
SM NR B - [Purpose] Web Log Analysis
- [Company ID] HE (Platform Provider)
- [Purpose] Mobile Billing
W NK - - [Company ID] M (Payment Gateway)
- [Information] IP Address
- [Purpose] Game Service Provide
- [Company ID] 9 companies included S (Game
IC NM - Provider)
- [Information] ID, Data of Birth, Gender, Foreigner
Information, IP Address
gk Y 2EE Agsitt g XES S ¥aFe &9 H Favt AFE 7 JES ¢th
4ol Fa AeS Sk o2 AYIk WA WA Fu) Y3 AT FHoIA AR 2L AE5Y
£ 4379 234 oot 43 A% o AL Auel 5L A gl A0 sty Ale] AHS

2 AN
S st o] ¥4
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AFE aAska, A 2 EREA A B v A
Nk 93 58 P, o= MENZA 5L B

1 5
A L BuFERE gu AF 93 Aetka, o E
20 AT EE e olgxe] dH) AuE o)
& % ok ol § A, RS Qi ABS AT T
w2} FAel 2HE3t Al2®l(Demand Side Platform,
DSP), vz FAlel As3st AlZ=®(Supply  Side
Platform, SSP), BH dloJg] 5l 4 #e] A|=8(Data
Management Platform, DMP) 55 &3l o]-&#ke} 431
2 wgsle] AFHoR RuF Bl AL L FAE

Ape] EAOIA(R) D A 5L olgale] el wEA

10

11

A ol} o Aol AEFPE] e e Art )
ol9o] PCH AwvtE 717] Yol A&% 77| AR &= [PA

SHo1A(f)) B <Y o)A Bz WIUE
Al AHgshE 2 A, SEUAE, A9, 5978 A
& ee o8 AT A HE sy HE A7) Tl
AErd 2 g AL o] & o] &3k garel AjRle] st
A Fshz Abololl w=FE g QIARE, o] 23k I el A
i 7] o] AerRgnel e s eE MR
AL A32F Al 29 g e {iv

o P MR A Ak
AshA o ABFAGA e £8-AFEof Ael
=R AFE 5 A

! (Automation system)

27| wioll QAR - A% o] /A5 5k7] 9] A
Providing Using —
o~ Media
_ - = Representative
\\\ ;\{ T
- Advertisement
| Agency
Ad Networks |

--------------------- Collection & Storing -~
4 Advertiser
7
Customer ; il
Sy There is no personal
A 7 information flow
Personal 4 among providers in

: ~ 4 — terms of third party

Information \ { provision of collected
A personal information,
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Automatic ot A Brocmsig.
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-
3 Media/Platform
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Fig. 2. The Flow of Personal Information According to Behavioral Advertising Process
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