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Interoperable Security Framework for Heterogeneous IoT Platforms
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ABSTRACT

Due to the dramatic advancement of IoT (Internet of Things), it is expected that tens of billions of IoT devices will be connected
by the year 2024. Furthermore, as IoT technologies evolves, the security management in IoT platforms has become a critical issue.
For example, there are interworking problems between heterogeneous IoT platforms caused by differences from communication protocols,
security policies, etc. in each platform. In addition, unsecured interworking can cause major security issues including the information
leakage. In this paper, in order to solve these problems, a security interworking architecture is proposed and implemented in both
FIWARE and oneM2M, which are representative IoT platforms. First, the security architecture of FIWARE is analyzed and
implemented, and then the security framework based on OAuth 2.0 is developed on Mobius platform. Finally, in order to validate the
proposed security interworking architecture, a LED (Light-Emitting Diode) example, where the LED is controlled by only authorized
users, is developed. The proposed architecture can be extended to the diverse IoT platforms and devices.
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weepi@ubuntu:~ 0Xy :
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{"1d":"My_Room","type": "Roon", pressure [type Number", "value":720,"
metadata”:{}},"temperature":{"type": Numer "value":23,"metadata": {}}}

Fig. 10. Result of Resource Access
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weepi@ubuntu:~/finare/fiware-pep-proxy$ curl -H| "X-Auth-Token: 123456789"
http://localhost:1706/v2/ entltles,"Hy Room |
-pep-proxy$

User token not authorizedreepi@ubuntu:~/fi
Fig. 11. Invalid Access using Invalid Token
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Fig. 12. Invalid Access without Proper Rights
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Fig. 13. OAuth-related Code in app.js of Mobius
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"token_type": "bea':' "
"access_token": "81d7084b73d87bc92@34386daffOc61569d@d2ed”,
“expires_in": 3600

Fig. 14. Token Response of oneM2M Security Framework
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“code": 4@8,

"error"”: "invalid r‘-quest 3

"error_description”: "The access token was not found"
h
{

"code": 401,

"error": "invalid_token",

"error_description": "The access token provided is invalid."
o

Fig. 15. Errors occurred from oneM2M Security Framework
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<?¥ml version="1.8" encoding="UTF-8" standalone="yes"?>| FE% Fig. 183 o] oneM2M HF Z 9|04 ETS
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<srt>l 2 3 4 10 16 23 24 25 26</srt>

<poa>http://192.168.0.12:7579</poa> e - ~ing, callback) {
</m2m:cb> . .

Fig. 16. Successful Response from Mobius Gecesscken

console.
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Fig. 19. Header for Mobius LED Control
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Environment Version
Respberry Pi 3 (model B)
Raspbian OS 8 (Jessie) {
&Cube(Thyme) 177 ‘m2micin™ {
Node js 0126 “con™ “on”,
“m”: “LED_On_01"
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& gt Aot} wekA Fig. 33 mhE7A E, Thymed Fig. 20. Body for Mobius LED Control
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Fig. 21. Created Container
Instance

Fig. 22. Operated LED
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