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Abstract The IoT environment provides an infinite variety of services using many different devices and networks.
The development of the IoT environment is directly proportional to the level of security that can be provided. In some
ways, lightweight cryptography is suitable for IoT environments, because it provides security, higher throughput, low
power consumption and compactness. However, it has the limitation that it must form a new cryptosystem and be
used within a limited resource range. Therefore, it is not the best solution for the IoT environment that requires
diversification.

Therefore, in order to overcome these disadvantages, this paper proposes a method suitable for the IoT environment,
while using the existing block cipher algorithm, viz. the lightweight cipher algorithm, and keeping the existing system
(viz. the sensing part and the server) almost unchanged. The proposed BCL architecture can perform encryption for
various sensor devices in existing wire/wireless USNs (using) lightweight encryption. The proposed BCL architecture
includes a pre/post-processing part in the existing block cipher algorithm, which allows various scattered devices to
operate in a daisy chain network environment. This characteristic is optimal for the information security of distributed
sensor systems and does not affect the neighboring network environment, even if hacking and cracking occur. Therefore,
the BCL architecture proposed in the IoT environment can provide an optimal solution for the diversified IoT
environment, because the existing block cryptographic algorithm, viz. the lightweight cryptographic algorithm, can be used.
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Fig. 1. GRP instruction on 8-bit systems
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Fig. 2. Distributed Devices in the Daisy chain
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Fig. 3. BCL DCK and DDA operation
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