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A Reputation System based on Blockchain for Collaborative
Message Delivery over VANETSs

Kyeong Mo LeeT,

ABSTRACT

Kyung-Hyune Rhee'"

Vehicular Ad-Hoc Networks (VANETSs) have become one of the active areas of research, stand-
ardization, and development because they have tremendous potentials to improve vehicle and road safety,
traffic efficiency, and convenience as well as comfort to both drivers and passengers. However, message
trustfulness is a challenge because the propagation of false message by malicious vehicles induces un-
reliable and ineffectiveness of VANET'S, Therefore, we need a reliable reputation method to ensure mes—

sage trustfulness. In this paper, we consider a vulnerability against the Sybil attack of the previous reputa—

tion systems based on blockchain and suggest a new reputation system which resists against Sybil attack
on the previous system. We propose an initial authentication process as a countermeasure against a Sybil
attack and provide a reliable reputation with a cooperative message delivery to cope with message
omission. In addition, we use Homomorphic Commitment to protect the privacy breaches in VANETSs

environment.
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Notation

Description

V;‘C,,"w(lll T )

The commitment scheme is used as a proof of participation that the correct message is
delivered to another vehicle during the message delivery process. The secret value is
composed of the identity value /D and the random value of the vehicle r,.

Pr'ooqu

Proof,, , Proof,,,

seq’

reputation.

Proof,,, means the total number of vehicles that cooperatively delivered the message, and
is incremented whenever messages are passed. Since the highest Proof,,, is the
most reliable, each participant who delivers the message with highest Proof,,, has a good

set.

It represents the function of the smart contract, which is composed of the following function

function set :=<announce, gather, submit, renew >

Announce - It receives a proof of participation value for Mid(Message-ID).

Contract

function

Gather : It gathers 1, for the message which is evaluated as a reliability by a vehicle
and calculates a reputation of the participants.

Submit

It is used to report the fact that a message corresponding to Mid is forged. It
is designed to resist against a collusion attack.

Renew : It is used to re-adjust the reputation value by considering the number of vehicles
participating in the correct or incorrect message delivery process.

. action
Vehicle ;.

key set :=< sk, pk >, action set :=< sig, ver >
The private key sk and public key pk are respectively used to make blockchain address.
sig is used to sign a blockchain transaction, and ver is used to sign a blockchain transaction.
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<Unique ID, SensorAccuracy, RepValue, acting

Coverage>
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3) HAA Ad L FodFy A4
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Table 2, Setup(Smart Contract Construct)

Y FerHE 27] 229 dASs
Aol gt}

Mid A GA AN A= WAIA <} 28 T4 9
Q1S 9fal Mid setup Eare]E3 2ol sNTTE
g3t MidE A4 st

Proof setup@AlCl A& o] A0 ZpaFo] WAIA|
o 744 9 AHAEE g2l & dEHAH o FAPt
= %<& Pederson Commitmente] e 2 A3}
w ool <D, > FH HIFNE F FH olF
Contract ., FTE Tl r, #E IHIT. o] #
Proof,, & FAA7F FATHEE AT vttt 14
SN A A BEEs|2~E o)

o] % Broadcast A E <Mid, Msg, V7™,
Proof, > BRT | AESIT}

seq

Ao} ol

4) WA
A% 2 EAVIV) F
gne I

Algorithm 1. Setup(Smart Contract Construct)

Input : Unique ID,
Output : ID which owned by vehicle(Depart of
Transport)

address owner;
set owner= msg.sender;
set generator= msg.sender;

onlyOnwer() condition is defined as below;
<msg.sender is only DoT>

onlyOwner() condition;

set vehicleInfo{

Vehicle[owner].ID
Vehicle[owner].sensorAccuracy,
Vehicle[owner].repValue
Vehicle[owner].actingCovarage
Vehicle[owner].otp
Vehicle[owner].signer

}

mapping (string => address) reporter;
mapping (string => address) submitter;
mapping (address => vehicleInfo) Vehicle;

Table 3. Setup(OTP Authentication)

Algorithm 2. Setup(OTP Authentication)

onlyOwner() Condition;

//generate OTP and save OTP value
OTP = generated random number by DoT
function setHash(OTP) {

return hashed otp

}
Vehicle[owner].otp = hashed otp

//receive OTP and Authenticate OTP Value
_otp = it received by vehicle
function authentication(_otp) {
require(Vehiclelowner].otp
== keccak256(_otp);
Vehicle[owner] = Msg.Sender;
submitter[ID]= Vehicle[owner].ID
delete Vehiclelowner].otp;
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Table 4, Propagating messages and generating proof of participation

Algorithm 3. Propagating messages and generating proof of participation

Input : <Msg, Global Parameter>
Output : <Mid, Msg, V;"', Proof,,,>
Secret : <ID,r, >

//Initialization Global Parameter(Commitment Setup)
Let q,p € Pbe primes that p=r « g+1

for some rEN

Letq be the order of a subgroup of Z;(Gq)

Let g,h EG,

//Mid setup

function setMid(Msg){
Mid= hash(Msg)

}

//Proof setup to prove the fact vehicle cooperate
with others

function set proofOfParticipate(ID){

r <— Uniformly Random

V:ﬁml, <— (gl}) . hr)

Return V"(ID,,r);

//Broadcast
<Mid, Msg, V"™, Proof,
}

scq

Table 5. Message verification and delivery

Algorithm 4. Message verification and delivery

Global Input :

Casel) Contents is not trustworthy or contaminated”
Outputl) Contract Mid, false)

<Mid, Msg, V"™, Proof,, >

seq

anounce (

Case2—-a) Contents is trustworthy and impossible to
report to blockchain”

Output2-a) Broadcast <Mid, Msg, V™, Proof,
<ID,r, >

scq

Secret :

Case2-b) Contents is trustworthy and possible to
report to blockchain”

Output2-b)
Contract

anounce

<ID,r,>

(Mid, V™, Proof,,),  Secret

Casel)

if Mid =! Hash(msg) {

<Drop the Message> and then

if it is untrustworthy called

Contract, Mid, false, Proof,,, )

<v, is used to sign blockchain transaction>

}

anounce (

Case2-a)
Proofseq* Proof
function set proofOfParticipate(ID){
<— Uniformly Random

D )

s<q

Tnow

Vr7nt< vat . (g

T new

//Broadcast Proof
<Mid, Msg, V"' Proof.. >

new seq

Case2-b)
Proof,,, = Proofseq
send transaction called

Contract (Md, V:‘:'i'bl,Prooflm)

anounce

<’Unsklg is used to sign blockchain transaction>

7hA] 7ol met EA AR
e Case 1) 5= =3+H mA X & Mid7} sl A
gHm0] AAS Ed) HAAO] BlE T Y T uAR

Wgol  guEA @AY H9Eny Ae
Contract,, .. (Mid, false, Proof,,) EWNAHE F3|
A HAAE 2olE AEAEY BsA Ak B

T &7 £ AutekA] ¥ar
HEG, o|F B3 E 3 AFS Gmtradt,,,,, MNA =
FaR =, A& T Jom, “Case2-

= s 4
oA H Hoo g =S

oM ol H e 2

ig —=
< “Case2-b" ¢} o] AAWMAAE
ol Gontrad,,,,,
o

A7) R E3AY Contract

submit
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Table 6. SmartContract(Proof Verification)

Algorithm 5 SmartContract(Proof Verification)

Input : Contract

anounce (

Mid, V™, Proof,,,) transaction

Contract Mid, V™, Proof,,,,) {

//Mid duplication checking and Proof length
checking

if (same Mid is exist) and (V,:"” =1 0) and
(Proof ., > Proof,, ) then maintain a vt

else

anounce (

replace V™'

<Event : request for submitting proof for mid and proof

length> }
if (same Mid is not exist)
Mid = Mid

<Event : request for submitting proof for Mid and proof

length>

inner call Contract (V””Pt,mid, Proof, )

gather T e

// this releases the secret value of participant that

has been delivered to de-commit the proof

// Target proof setup
Contract (V””f mid, Proof, . )

gather T

vvvvv

Proof length = Prooflmz

// Start de-committing
call Contract (mid, ) {
reporter= msg.sender;
Reporting (reporter, r

submit

Mid)

n’

//DoS Defense(delayed-response)

Set deadlineTimer : T(now time + n Interval) for mid
if T<block.now then

return false

// de-committer setup and de-commit
Event Submitting(submitter, r,, Mid)

for (i=0, i=<proof length, i++)

if submitter =! reporter;

submitter= msg.sender;

accumulator[i] = (g*omiterid o B )
deadlineTimer check

“Continue”

for (j=0, j<proof length-1. j++)
temp = accumulator[0]

temp = temp * accumulator[j+1]

// if de-commit result is true

if Target Proof = temp

<extract “submitter” form Event “Submitting”>
Vehicle[submitter].repValue=
Vehicle[submitter].repValue + 1

<extract “reporter” from Event “Reporting”>
Vehicle[reporter].repValue=
Vehicle[reporter].repValue + 2

// if de-commit result is false

JFor for (j=0, j<proof length. j++)

Event fail(submitter.ID[jD!lreporter.ID)

ol ofs] TuEo} Wiko] FaTT)

o

]

WEEE A9 olvl E5AQ VES F H
Ne A9 G E3H o] A4 ID
M ZE-E CommitmentQ! <Mid, Msg, V7! | Proof,,, >
H2E =",
» Case 3) “Case 179] "WlA|x] 24 H 2194
o] HEE = A5, olwf EFA vES A AT
T Ae A MidEE 4" FASTHA v &
EdstE EFAQ EARAA

Md, V', Proof,) & A4 @T}. olu)

e 2

Contract

anounce(
Proof,,, ®) 7% vIAA Aol Feld AT F %
A& otk ol £

]

= 7% Proof,, ol ko

Atz ARA,

= - n

& AEsNorge &tk o]F Ao r o Fhol
Cbntmctwlmm(mid7 rn)% =3 2 AntE AEHE
Al FAEEIH

2 AEHE 94 o]59
%

G8 ol 2 A A%
el BMAAE 53

Contract Mid, V™, Proof )& A@d 2

=
g re
L
o &
2
w
b o
o
=
=}
=
!

anounce (
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Table 7. SmartContract(Accusing and Renew)

Algorithm 6 SmartContract(Accusing and Renew)

Input : Contract Mid, Vf:”", Proof M)

anounce (

transaction

Contract

unounce (Md, V;fjf'”, Proof,,, )

//Mid duplication and false message checking
if (same Mid is exist) and (Vf”"” = false) and
(Proof,,, = null) then

accuser= msg.sender;

Event Accusing(Mid, accuser, false)

//this function runs by only DoT
Contract (M)

renew

tempA =count(Accusing Event) for Mid
tempB =count(Submitting Event) for Mid

if temp A > temp B

<extract “submitter” form Event “Submitting”>
Vehicle[submitter].repValue=
Vehicle[submitter].repValue- 2

<extract “reporter” from Event “Reporting”>
Vehicle[reporter].repValue=
Vehicle[reporter].repValue - 3

<extract “accuser” from Event “Accusing”’>
Vehicle[accuser].repValue =
Vehiclelreporter].repValue + 1

-

“Reporter”7} =m U {-gt<=
Contract (V™ mid, Proof,,, )¢ 2&<& &3l
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Method (Algorithm) Model
Parameters
Smart Contract
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System Security .
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