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[Abstract]

This study explored the security of Industry 4.0 such as security trends and security threats in Industry 4.0, and security system
in Industry 4.0. The threat elements in Industry 4.0 are changing from ICT to IoT and to CPS security, so security paradigm and
security System should change accordingly. In particular, environmental and administrative security are more important to solve
CPS security. The fourth industry-age security should change to customized security for individual systems, suggesting that the
security technology that combines hardware and software in product production design should change from the beginning of
development. The security system of the fourth industry proposes design and implementation as a CPS security system as a
security system that can accommodate various devices and platforms from a security system in a single system such as a network

to an individual system.
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Table. 1. Classification of characteristics of industrial

development
Classify 1st 2st 3st_ 4st
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Keyword
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Resource Capital Data Knowledge
Success . .
Simple Main Simple High Class
Physical Physical
Labour Knowledge Knowledge
. . Work Work
Viewpoint Labour Labour
Labour Labour
Replacement | Replacement
Replacement | Replacement
Source ) . ,
Character Possession | Possession Open Sharing
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