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ABSTRACT

Recently cyber attacks can cause serious damage on various information systems. Log data analysis would be able to
resolve this problem. Security log analysis system allows to cope with security risk properly by collecting, storing, and
analyzing log data information. In this paper, a security log analysis system is designed and implemented in order to
analyze security log data using the Logstash in the Elasticsearch, a distributed search engine which enables to collect and
process various types of log data. The Kibana, an open source data visualization plugin for Elasticsearch, is used to
generate log statistics and search report, and visualize the results. The performance of Elasticsearch-based security log
analysis system is compared to the existing log analysis system which uses the Flume log collector, Flume HDFS sink
and HBase. The experimental results show that the proposed system tremendously reduces both database query processing
time and log data analysis time compared to the existing Hadoop-based log analysis system.
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Table. 1 Log files and paths in LINUX system

path explanation
loginl e
bth/ ogm.og/ record of login failure
failedlogin
wtmp record of user login
record of OS and application
/var/log secure .
program execution
record of su, specific deamon,
message .
and booting error
lastlog information of all user access
access 1o information of access request
fvar/ l(;g/htt —%% | and access trial
p
error_log access request and log error
user status information of
/var/run utmp .
current login user
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Fig. 1 Configuration of Elasticsearch cluster
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