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ABSTRACT

In this paper, we implemented an access control system that only allows specific users to use documents in Hangul
document system. The system structure designed in this paper is to transform header information of Hangul document by
analyzing the structure of Hangul document. By modifying the function of a specific field of the header information in
Hangul document, it prevents users that do not have data for the modified information to open and view the document.
By controlling the access rights to important Hangul documents, it is possible to manage Hangul files more safely. In this
paper, the actual design of information was implemented and experiments were carried out. Results of the experiment
confirmed that the access control system is operated in normal way. In this paper, we implemented an access control
system that only allows specific users to use documents in Hangul document system.
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Table. 1 DRM function [2, 3]

function description
. Encryption  files created and
file encryption archived on PC

Permission control for users on
document and permission control on
document level

access control
permission

Copy and paste control
functions

Ability to restrict the use of copy
and paste functions

Secure document content leakage
prevention through screen capture
control

Prevention screen
capture
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Fig. 1 Structure of Document Management System
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Table. 2 Hangul File Header Information [8, 9]
Length q
Type Explanation
YP¢ | (bytes) P
BYTE 32 signature. "HWP Document File"
array[32]
File version : 0OXMMnnPPrr(ex)5.0.3.0)

* MM: The structure of the document

format is completely changed. Different
DWORD 4 numjbers are not compatible with older
versions.

* nn: Large structure is the same, but big
changes. Different numbers are not
compatible with older versions.

property
range Explanation
bit 0 compression
bit 1 password setting
bit 2 Documents for Distribution
bit 3 Script saving
DWORD 4 bit 4 DRM security documents

bit5 | XML Template Storage Presence
bit 6 Presence of document history

management

bit 7~11 ex1sten'ce of dlgltal signature

information, etc
bit 12~31 reservation
BYTE .
array[216] 216 reservation
total length| 256
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loc=lseek (fp , 36 , SEEK SET);

memset(&buffer[0], 0xd8, 1);
memset(&buffer[1], 0x00, 3);

Fig. 6 Permission to Control the Access to Hangul Document
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loc=lseek (fp, 36 , SEEK_SET);
memset(&buffer[0], 0x00, 1);
memset(&buffer[1], 0x00, 3);

Fig. 7 Release Permission to Control Access to Hangul
Documents
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