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Implement Static Analysis Tool using JavaCC
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Abstract

In this paper, we implemented a static analysis tool for weakness. We implemented on JavaCC

using syntax information and control flow information among various information. We also tested the

performance of the tool using Juliet-test suite on Eclipse. We were classified using information

necessary for diagnosis and diagnostic methods were studied and implemented. By mapping the

information obtained at each compiler phase the security weakness,

we expected to link the

diagnostic method with the program analysis information to the security weakness.

In the future, we will extend to implement diagnostic tools using other analysis information.
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[Il. Classification by Diagnostic Method

Table 1. Classification by Information from Compiler Phase

Syntax CWE-248 : Uncaught Exception
Info?/mation CWE-500 : Public static Field Not Marked Final
CWE-582 : Array Declared Public, Final, and Static
CWE-89 : Improper Neutralization of Special
Flow Elements used in an SQL Command ('SQL Injection')
Information CWE-609 : Double—Checked Locking
CWE-833 : Deadlock
CWE-192 : Integer Truncation Error
CWE-597 : Use of Wrong Operator in String
Type )
Information Comparison
CWE-681 : Incorrect Conversion between Numeric
Types
CWE-134 : Use of Externally—Controlled Format
String
Value . . . .
. CWE-135 : Incorrect Calculation of Multi-Byte String
Information
Length
CWE-252 : Unchecked Return Value

3.1 Diagnostic Method by Syntax Informations
TR ARE 22 FEE R G A 35 7bss A
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Table 2. Diagnostic Method using Syntax Information

CWE List CWE-396 : Declaration of Catch for Generic Exeption | CWE-337 : Same Seed in Pseudo—Random Number Generator(PRNG)
CERT Rule ERRO7-J. Do not throw RuntimsExcaption. Exception, MSC02-J. Generate strong random numbers
or Throwable
1) Find try—catch block. 1) Find random() function.
Diagnostic 2) Check the catch clause. 2) Check the function is safe.
Method
3.) Ifcatch clagse Is RuntimeException or Exception, 3) If the function is Math class or Util class, diagnose security weakness.
diagnose security weakness.

Table 3. Diagnostic Method using Flow Information

CWE-89 : Improper Neutralization of Special Elements

class

4) If it has received external input and not checked that
input, 2" Diagnose security Weakness.

CWE List used in an SQL Command ('SQL Injection’) CWE-321 : Use of Hard—coded Cryptographic Key
CERT Rule IDS00-J. Prevent SQL injection MSCO03-J. Never hard code sensitive information
1) Find weakness function like executeQuery().
1) Find weakness function like getConnection().
2) If weakness function is used, 1st Diagnose security
Weakness. 2) Check getConnection() using String argument. then, diagnose
Diagnostic security Weakness.
Method 3) Else Check SQL statement is written as Statement

3) If variable is used not String argument, check flow information

4) That variable is not input stream. then, diagnose security Weakness.
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3.4 Diagnostic Method using Value Analysis
Informations
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V. Implementation
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4.1 Implementation List

Table 4. Implementation List(using Syntax Information)

Coding Standard

ERRO7-J. Do not throw RuntimeException, Exception, or Throwable

ERRO08-J. Do not catch NullPointerException or any of its ancestors

OBJO1-J. Limit accessibility of fields

MSC02-J. Generate strong random numbers

Table 4.+
s
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Table 5. Implementation List(using Flow Information)

Coding Standard

IDS00-J. Prevent SQL Injection

IDSO1-J. Normalize strings before validating them

FIO05-J. Do not expose buffers created using the wrap() or duplicate()
methods to untrusted code

FIO08—-J. Distinguish between characters or bytes read from a stream
and -1

SER05-J. Do not serialize instances of inner classes

MSCO03-J. Never hard code sensitive information
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4.2 Diagnosis using Syntax Information
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Fig. 1. Diagnostic Algorithm using Syntax Information
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4 Store syntax

information and line
information in array
list

|

Find weakness
function

|

Navigate forward or
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Writing
with secure
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Fig. 2. Diagnostic Algorithm using Flow Information
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V. Result of Benchmarks
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Table 6. Result using Juliet Test Suite

CWE List Juliet Test—suit

CWE-89 : SQL Injection 183 / 3660

CWE-259 : Use of Hard—coded Password 195 / 240

CWE-321 : Use of Hard—coded Cryptographic Key

CWE-338 : Use of Cryptographically Weak 34/ 34

Pseudo—Random Number Generator (PRNG)

CWE-395 : Use of NullPointerException Catch to 17 /17

Detect NULL Pointer Dereference

CWE*S?% : Declaration of Catch for Generic 34/ 34

Exception
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VI. Conclusions
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