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The Security Architecture for Secure Cloud Computing Environment
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Abstract

Cloud computing is a computing environment in which users borrow as many IT resources as they
need to, and use them over the network at any point in time. This is the concept of leasing and using
as many IT resources as needed to lower IT resource usage costs and increase efficiency. Recently,
cloud computing is emerging to provide stable service and volume of data along with major
technological developments such as the Internet of Things, artificial intelligence and big data. However,
for a more secure cloud environment, the importance of perimeter security such as shared resources
and resulting secure data storage and access control is growing. This paper analyzes security threats

in cloud computing environments and proposes a security architecture for effective response.
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1. Related works
1.1 Cloud computing model
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Table 1. Characteristics by Cloud Service Type

Model

Characteristics

Deployment Model

Public Cloud

A form of billing to an end user or company based on usage
Infrastructure is owned by a vendor selling services

Private Cloud

Services that are managed to provide a cloud computing—enabled environment within a particular
organization and are implemented closed

Hybrid Cloud

A mix of public and private clouds ensures that critical materials are kept in private clouds and
partly operated using public clouds

Community Cloud

Services designed for common use by agencies and organizations in similar circumstances
Sharing distributed relationships (purpose, policy, security requirements, agreements, etc.)

Service Model

Services that make infrastructure such as servers, processors, networks, storage a virtualized

laa . . )
S environment, enabling you to use infrastructure resources as needed
A service that provides an integrated platform for users to develop and test applications. Users
PaaS L . .
develop new applications through PaaS and provide other SaaS services.
Saas A service to rent and use various software such as calendar, address book, programs for CRM,

and office programs via the web

Table 2. Security Threats on Cloud Computing

Threats

Contents

technical field

Traditional security
threats

Wiretapping and tampering with network traffic

Loss of data leakage due to authentication and access authority
Denial of Service (DoS, DDoS) attacks

Error in system design

New Threats

Hypervisor Infection
Intra-VM attack and this makes intrusion detection difficult
Security issues with mobility of virtual machines

untechnical
field

managerial field

Internal design/management mistakes

User Account Information Leak

Provide a variety of hackers with a source of hacking

the spread of damage

Data center Building Management

Physical damage to the data center and loss of data due to disasters such as fire and earthquake

field of legal system

Policy and resource control issues with geographically dispersed infrastructure, depending on
country—specific legal systems
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2. Commercial Cloud Services Security
2.1 Amazon Web Service

Physical Security System Security

- AWS Compliance + Service Catalog
Program + Config

« Physical access control + IAM(MFA/Role)

+ Cloud Watch Logs

Network Security

Data Security

« VPC NACL » KMS

* WPC Flow logs + CloudHSM
« Bestion Hosts/NAT » CloudTrail
« HTTPS/SSI/TLS

Fig. 1. AWS Security Function

Edl 9= AMHA=E O}U}%ﬂ‘ﬂ]’q Algsh=
AWS(Amazon Web Service)”} JtH5]. AWSE SEH-Eo

HAsle Heks Algdte RES 7}Z1L 71E9] Hot&EA
el A, QF, A7t =4 T4 Eobl%g AL qiet.
AWSE dlofe] Bt ofZe|Ao]d wel, FAAl Betd o
A= 718 ae] et WA fAlehAl A8 A
=5 g 715S Algsta o, stolute] A Bel AH]
22 Bk AEAReE YEY A Hele] tajds APIE o] &3}
of AlataL Slrk. o] RS AWSeA = “A9l o% B0
g} o). Adef Bl mE AWSe| Bely)E-S Fig. 13
o] 4744 g o R throjzitk B4 Hetd deixe &
A8k 2]
Ze

gzl

gHoz ¢ 3] AWSelA Aoz Az U
EQZ Hote] thejr= NACL(Network ACL), Flow Logs,

NAT, HTTPS/SSL¥} AT EA HLEA 7R F9

715E xﬂsolgl,tq, A2 "ol thejA]e= A e -
A, FEE A2 AR 59 7sE Alweh, dolE
Hete] tiaixe dastel IR IE Sl Hks AlTdth
AWS CloudWatch(7FA14d) : AWS CloudWatch™ AWSE]

228k AWS7|9E e EjAlol el tigh RUEHE AR|2=E A
5= 715°)th. AWS CloudWatche 8925 1A=
7t Qa5 Uig diolHE Hjlelal ARE AT gl
m, Tejze} FAE 23T F Qe AuAE AT
AWS Inspector(io} 572 1 AWS InspectorE &7

ol Bt FEAGS dhs AR, ORISR} 215 9
gk 7to| =5 Alggith gk o] 7|52 APLE AHg-ato] AlE3tat
o] 7838t = == gjFr}. AWS Inspectors= CVES] 424 71¢]
=39} Network security best practices, Authentication best
practices, Operation system security best practices,
Application security best practices, PCI DSS 3.2 readiness
& ThFgk ofoll tigh Het Xdo] 7hsstt

AWSOIA Agete hast 7se A% T dwstet A%
Al gtsste Wrejdth, dE T dhwske HTTPS, SSH,
SSL/TLS, VPNG 9] tiF-29] #A5ds T2 EFZS Y3,
A7 Al 9ts. 3= Database, Object, Filesystem, Disk Sl
ek A3 stE A deeh w3 gastel] ARgEE 715 AA/E
Y TFE A= AWS KMS7F gith ol dEs]E
EHsHAl A/H/ AT A AuaR Y A5
712 ot}

AWS Identity and Access Management(IAM, 2'H 2 #
ZEAD ¢ AWS IAME AH| 28} Az tigh HIEEAE A
Ak 71wtk ARgAtelE, AHEAL 2E SOl tiaf oW A
oA o gk Aol e A E AHEAFS] E3t dghel] whet

Ak ST A 2 ATSAE At

2.2 Google Cloud

Operational Security

Internet Communication

Storage Services

User Identity

Service Deployment

Hardware Infrastructure
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[Il. Proposals for Cloud Security
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Fig. 4. Cloud Security Architecture

Table 3. Security Function for Cloud Computing

Owner Zone Security Function Condition
External Block denial-of-service attacks Essential
Network access control Essential
Intrusion detection Essential
Contact — :
Secure Communication Options
Block entry of malicious code Options
intrusion detection Essential
nt | Block entry of malicious code Essential
) ) nternal - -
Service Provider (Common) Response of APT and Log Analysis Essential
Encryption Essential
Certification Essential
Web security Essential
Backup Options
Internal - -
(exclusive) Data leakage prevention Essential
Integrity verification Options
Application Verification/Control Options
Web security Options
Data security Options
Malicious code infection prevention Essential
. . Internal - . -
Service Client . Integrity verification Options
(exclusive) - -
Log Analysis Options
Application Verification/Control Options
SSO Options
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[V. Conclusions
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